Continuous Integration and Deployment
Gitops
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Jenkis, Circle, Travis,

One container application
Development and production containers

It usually makes sense to create two containers for a project. One is creat
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e specifically for the local development environment and one for production.
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For example in a node app you typically have three different steps
npm run start - starts a development server

npm run test - runs tests associated with project

5

i | | ., hpmrun build - builds a production version of the application
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o Create/change features run build. It will contain the source code and this command will build it so
Dev Make changis on: non-master that yOU haVe a running Web SerVice.
rancl
The development web service would have the npm run start as its startu
command that runs locally a development web server. You can also have
Greate Pul Foaues second development container the startup command of which is the npm ru
to merge wil . . .
Mg test or you can just have the web serge container and execute the npm run
test process inside it. Its a matter of choice.
Code pushed to Travis CI
Test
I l Tests run
v
Merge PR with
master
v
Code pushed to Travis CI
Prod Tests run
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npm run test process to give interactive commands to it. The reason is that the primary command of the container is the npm.
Then this npm process starts another process, the tests process. So you can attach your terminal to the containers primary

Aiii AT AR OEA T Pih AOGO UI O AAT 8O PAOO OEA ET OAOAAOEOA AiiiA

For the development process it makes sense to use docker volumes which are actually shared folders between your local
machine and the container, so that you can update your source code without re building the development containers.

You can have a Dockerfile.dev file responsible for building your development container. You can then choose that specific
Dockerfile with the command

> docker build -f Dockerfile.dev .

Managing data in docker

By default all files created inside a container are stored on a writable container layer. This means that:
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filesystem, using the Linux kernel. This extra abstraction reduces performance as compared to using data volumes, which w
directly to the host filesystem.

N | Docker has two options for containers to store files on

the host machine, so that the files are persisted even aftg
[@] Container the container stops: volumes, and bind mounts .

tmpfs Volumes are the preferred mechanism for persisting datz

bind mount generated by and used by Docker containers. While bin

mount volume mounts are dependent on the directory structure and O

of the host machine, volumes are completely managed &

i Docker. Volumes have several advaages over bind
Filesystem Memory mounts:
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The VOLUME command will specify a mount point in the container. This mount point will be mapped to a location on the host
that is either specified when the container is created or if not specified chosen automatically from a directory created in
Ivar/lib/docker/volumes (these are called anonymous volumgs If the directory chosen as the mount point contains any files
then these files will be copied into this volume. Data in the volume, persists because it is stored on the host machine.

> docker container run-v my-volume:/data image_tag

In this example, /data is the mount point in the container and myvolume is the volume on the local host. If myolume does not
exist when this command is run then it is created on the local host.

> dock container run-v /my -folder-on-container/ the first field is omitted. This is a mount point to an anonymous volume.

notice that you have to externally delete anonymous volumes if you want to clear your host machine.

Remove volumes
A Docker data volume persists after a container is deleted. There are two types of volumes to consider:

1  Named volumes have a specific source from outside the container, for example awesome:/bar.
1  Anonymous volumes have no specific source so when the container is deleted, instruct the Docker Engine daemon to rem
them.

Docker volumes

You can create references of files and folders from inside the container to files and folders that exist outside of it in ytmcal
machine. Any time the container tries to access something in the mapped directory is going to reach out of the containegh&o
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a change to the source code. Docker volumes are created either by the CLI using¥hitag in the run command directly orthey

can be defined in the dockeicompose.yml file.



With the CLI

> docker run-v /app/unref_folder/ -v $(pwd):/app <container_id>

With this command we set up two volume mounts for the container, one for each argument of theflag. the : separates the local

folder from the container folder. So we map local_path:container_path. The first argument to th®@ /&I A C
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container

With the docker-compose file
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1 version: '3'

2 services: .
3 l..;,.lji compose file.
4 build:

5 context: .

6 dockerfile: Dockerfile.dev
7 ports:

8 - ""3000:3000"

9 volumes:

/app/node_modules

.:/app

The working directory referred to with a dot, is the directory within which the docker
compose.yml file is, since all commands written in it use paths relative to the docke

Important

To mount local Windows folders as Docker volumes, thodelders first need to be shared and mountedn the VM that is running
Docker. By defaultC\ Usersis shared in VirtualBox, so mounting volumes from that location will work without any

configuration.

Multi step build

Build Phase Run Phase

| Use node:alpine ‘ |l* Use nginx l

l Copy over the result of 'npm

| Copy the package.json file | run build"

| Install dependencies | l Start nginx |

¥

Run 'npm run build' |

v

Dockerfile.dev file.

@ Dockerfile ®

1 node:alpine as builder
2 WORKDIR '/app'
3 COPY package.json .
4 RUN npm install
5 COPY . .
* 6 RUN npm run build
~ 8 FROM nginx
9| EXPOSE 80
10 COPY —-from=builder /app/build /usr/share/nginx/htm{

This Dockerfile can exist in the same directory with the

In the production container we need to install a proper web servel
like nginx instead of the development server. We can manuall
install it as a dependency of our project. But the thing is that there i
a public nginx image that we can use instead. The frlem though is
that in order to build the node app we use another base imag
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step build process.

In the first step we build the production files (in this case an
index.html and an app.js). These files created by the build proce
are the only files that we actually need in the production containe
and a web server to serve them. So there is a seconeésin which

we use the nginx base image and we just copy these files from t
first step. The production container is the result of this second step

Every file of the first step will be ignored, will not exist in the resulting container of the second step. All that happeimsthe first
phase is temporary. Each step begins with a FROM instruction. With the COPY instruction you explicitly declare wtilels from
the first temporary container you want to use in this container. The-from=builder defines from which container to copy. There
is no need to explicitly define a primary command for the ngnix container since it is done automatically by this baseage. The
destination folder is the folder which nginx uses to serve static files from, so we put them there.
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Travis ClI

Travis Cl is a web service to which our commits are automatically pushed to and trigger some jobs. These jobs can be: running
some user defined tests on the code or automatically deploy it to a hosting provider. Typically Travis is used for automated

testing or deployment or both.

First you have to setup Travis to watch a repository. Once you do that every time you push to that repo travis will pull ticatde
and execute some actions that you define in a .travis.yml file. You place this file in the same folder with your project vehitiis
tracked by git. When you push your commit to github Travis will pull the code and read this file so will know what to do.

travis.yml file

This is what this travis file contains.

sudo: required (the actions we make with docker require
superuser permissions)

Install docker

If a test returns a status code anything other than zero the
it is considered a fail by Travis.

-- --coverage is an npm run test flag which makes the tes
run to not hold the terminal (for interactive use) but return
0. This is necessary since Travis will wait for the test t¢
return.
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process (only for the deploy process). This means that
you have a feature branch even if you push to this branc
and not the master, the tests will still run in the new code
Actually Travis fakes a merge to the master and runs th
tests.

Notice that since there is integration between Travis ang
Github if you make a pull request from feature to master ir|
the pull request page you will be able to see the results g
the Travis tests on the feature branch

Travis will get your code, zip it in one file and upload it tg
an S3 bucket. Once that is done it will say to elast
beanstalk to deploy an application from this file on that
bucket. EB will download the file and will build the image
and run the container.

I OEAA OEAO UI O AT1860 EAOA
will deploy your code to EB, because Travis has build i
support for EB. You just define provider: elasticbeanstalk.

Tell Travis we need a copy of docker
running
Y
Build our image using Dockerfile.dev
Y
Tell Travis how to run our test suite
Y
Tell travis how to deploy our code to
AWS
v
1 sudo: required
2 services:
3 - docker
4
5 before_install:
6 - docker build -t stephengrider/docker-react -f Dockerfile.dev .
:
8 script:
9 - docker run stephengrider/docker-react npm run test -- --coverage
T
8 script:
9 - docker run stephengrider/docker-react npm run test —— —-coverage
10
11| deploy:
12 provider: elasticbeanstalk
13 region: "us-west-2"
14 app: "docker"
15 env: "Docker—env"
16 bucket_name: "elasticbeanstalk-us-west-2-306476627547"
17 bucket_path: “docker"
18 n:
19 branch: master :
20 access_key_id: $AWS_ACCESS_KEY :
21 secret_access_key:
22 secure: "$AWS_SECRET_KEY"
23
19 deploy:
20 provider: script
21 script: bash ./deploy.sh
22 |5
23 branch: master

There is no such option for deploying to kubernetes thougk
(in 2018) so you have to write the deployment script your
self. You do this by defining provider: script and then
defining the script file.

Any time you make push commits to your connected github repository, travis will run the tests but will only deploy if thers ia

push to the master branch (as the on instruction dictates).



Handling credentials

Whenever you want to enable Travis to programmatically manage a cloud provider service you need to create a user in that
service in the provider, take the keys for this user and add them to Travis. If the key is just a plain text string you cahisup as

an environment variable in Travis. If it is a whole file then you have to encrypt locally, upload it to travis and have itafgpt it
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your machine.

Travis specific environment variables

In aws IAM we create a user for Travis and give him permissions to deploy to ELB. You create a key for programmatic access to
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set it up as an Environment variable in Travis. You can do this through the Travis GUI. You can also define env variabldg®in
travis.yml file.

Travis CLI

Travis CLI requires ruby to run. Since it might be cumbersome to install ruby on window|
you can just create a docker container from a public ruby image and do the encryption al
uploading from the container. This is another demonstration of the usefulness containers.
Notice that if you have docker, all you need to run a docker ruby image, create a docl
volume for the container and run a terminal on it is one command.

docker run -it -v $(pwd):/app ruby:2.3sh
o)

gem install travis --no-rdoc --no-ri
L J

gem install travis

travis login

Copy json file into the 'volumed' directory so we
can use it in the container

travis encrypt-file service-account.json

AWS EB
SRS Before writing the deploy part of the travis file you should create g
‘ i . ] Beanstalk app in AWS. It will automatically create the infrastructure for
VM Running Docker you. This is the infrastructure that Elastic Beanstalk will set up. Notice thg
—| lomd | |Docker Contaner| | if there is a lot of traffic ELBcan automatically scale out and spin up new
‘ vms with your container.
Single Container E8 The application assets are served by an nginx server which is part of th
[ SRS | container and its sole purpose is to serve those static files.
P Elastic Beanstalk Notice that when we have more than one containers we would have anothe
s Ngin w/ React nginx server that is responsible for routing
—HE Prod Files

Multi container application
x  Development



Development ‘

React Server Worker
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e—tt Nginx »| Express Server Redis
D
Postgres
Page 1
draw.io
/index.html Nginx React Server
o What's the
ot .
/api/values/all / -
lapi/values/curren| apif + Express Server
Express Server
Stores all indices and .
calculated values as key- Redis Postgres
value pairs
A Stores a permanent list of
indicies that have been
v received
Walches redis for new indicies.
Pulls each new indice,
calculates new value then puts it Worker
back into redis

We have five containers defined in the services section in th
docker-compose file:
Postgress (uses a public image)

Redis (public image)

Nginx (public image custom config) routes traffic to react
server or express server.

React server (build) He names it client. It is the developmen
react server, the server that serves the static reag
application code during development (index.html and
index.js). in production this would be an nginx server
different from the one that doesthe routing.

Server (build from Dockerfile) this is the express server that
serves the api requests coming form the react application.
Worker (build)

5

5
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Nginx configuration is described in a default.conf file.

default.conf

Adds configuration
rules to Nginx

Tell Nginx that there is an 'upstream
server at client:3000

server at server:5000

Tell Nginx that there is an 'upstream’

!

Listen on port 80

If anyone comes to /' send them to
client upstream

server upstream

If anyone comes to "/api' send them to

The nginx Dockerfile.dev

Dockelie dev — comgiex

© default.conf
1 FROM nginx
2 COPY ./default.conf /etc/nginx/conf.d/default.conf

EXPLORER Dockerfile.dev x 4 docker-compose.ymi

+ OPEN EDITORS
© dofault.conf
Dockerfile dev... U

& docker-compo.. U

=

+ COMPLEX
> client
« nginx

© default.conf u

Dockerfiledev U

v server I

& docker-compose..., U

Environment Variables on containers

o0

+ OPEN EDITORS

# docker-compo.. U

icoum_y WO O

ety

1

2

3

« docker-compose 5

6

7

8
9
10
11
12
13
14
15

16
57

« docker-compose.ymi X 11 keysjs
version: '3'
services:

postgres:

redis:

server:

image: 'postgres:latest’

image: 'redis:latest'

build:
dockerfile:
context:

Dockerfile.dev
./server
volumes:

- /app/node_modules

- ./server:/app
environment:

- REDIS_HOST=redis

- REDIS_PORT=6379

- PGUSER=postgres

Our project will most definitely use some environment variables to read some secrg
keys and passwords etc. These environment variables are defined by us in t
container, usually through the dockercompose file. The environment variableg
defined in the dacker compose file are applied on runtime, which means after th
build phase. When the container is created the env vars are created in it.

Since the env vars are container specific they are defined within the specific servi
in the docker-compose file. When you want to refer to another container (docke
compose service) you refer to it by its name, so redis_host=redis where redis is t
nameof the redis container.




x  Production
The architecture

Production

Elastic Beanstalk
Instance

Nginx w/Prod

Worker

‘ . Files
-« Nginx »{ Express Server p—————————>

=

I_>

Postgres

AWS Elastic
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containers for Redis and Postgresgl. We use th
managed AWS services instead which offer a lot of nig
features.

The other containers belong to an EB instance which hg
its own security groups etc. Created automatically by

AWS Relational communication between the EB instance and th¢
Database Service | external database services. We do this by using securi

EB.
We have to manually configure though the

groups.
All these services are in the same VPC.

You can set up the env variables for your EB instance from AWS gui. They are added to all containers of the EB instance.

The deployment process

Multi Container Setup

Flow |

Push code to github

Travis automatically pulls repo

| Travis builds a test image, tests code

Travis builds prod images

Travis pushes built prod images to Docker Hub

Travis pushes project to AWS EB
(v

EB pulls images from Docker Hub, deploys

In the previous example with one container Elastic Beanstalk (EB
was building the image from a Dockerfile which is not ideal. It i
better to have EB use an already build image and just run it.
Travis will build the production images from our Dockerfiles.
Another difference is that we upload the production images to ou
account in Docker Hub. AWS is integrated with docker hub so it
very easy to pull from there and run them.

Travis zips the whole repo and pushes it to an S3 bucket, fro
which EB gets it, but actually EB only needs the EB configuratig
file (Dockerrun.aws.json) which contains all the necessan
information about which images to download from the docker hub
etc.




sudo: required The .travis.yml production file

services:

- docker

before_install:

- docker build -t stephengrider/react-test -f ./client/Dockerfile.dev ./client

script:

- docker run stephengrider/react-test npm test -- --coverage

after_success:
- docker build -
- docker build -

t stephengrider/multi-client ./client

t stephengrider/multi-nginx ./nginx

- docker build -t stephengrider/multi-server ./server

- docker build -t stephengrider/multi-worker ./worker

# Log in to the docker CLI

- echo "$DOCKER_PASSWORD™ docker login -u "$DOCKER_ID" --password-stdin
# Take those images and push them to docker hub

- docker push stephengrider/multi-client

- docker push stephengrider/multi-nginx

- docker push stephengrider/multi-server

- docker push stephengrider/multi-worker

deploy:
provider: elasticbeanstalk
region: us-west-1
app: multi-docker
env: MultiDocker-env
bucket_name: elasticbeanstalk-us-west-1-306476627547
bucket_path: docker-multi
on:

branch: master

access_key_id: $AWS_ACCESS_KEY
secret_access_key:

secure: $AWS_SECRET_KEY
You must add AWS access keys and Docker Hub keys as env variables in Travis so that Travis has programmatic access to these
services.

) We could use a single nginx container to do both the routing and th
Production ElstticBenenik static assets serving but having two separate services is better in tern
Nginx w/ Prod of scalability.

React Files

port 3000
Page 1
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port 80 :lOr\ll.?'ll'T:lG port 5000 | Express Server

Dockerrun.aws.json file

In the previous example where we had only one container with one Dockerfile, when we pushed that code to EB it automatically
built and run that container. In the case in which our repo has many containers we must do some configuration to EB so that i
knows what to do with our repo (when it is pushed in EB by Travis). this configuration is described in a Dockerrun.aws.json file.

It is the equivalent of dockercompose but for AWS EB deploymenEB in the background builds the containers using another
AWS sevice called elastic container service (ECS). in that service containers are described as Task definitions. So in the
dockerrun.aws file we define Task definitions.

Misc
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Promises vs callback



t( ) , async (req, res) =>
7 ry(*

nd(values.rows);

};

{

et( € t', async (req, res) => {

es.send(values);
| 3 H
});

Misc

(err, values) => {

Spinnaker (from Netflix) is an open source, multicloud continuous delivery platform for releasing software changes with high
velocity and confidence Spinnaker is an open source software used for multiloud continuous delivery platform for releasing
software changes with high velocity and confidence. Spinnaker is tested by hundreds of teams over millions of deployments and
it has proved so much succegsl that it is supported almost all the major cloud platforms such as AWS, Google cloud, Oracle
cloud, Kibernetes, Microsoft Azure and Cloud Foundry. It is one of the successful open source deployment tool out there.

Kubernetes
Intro

https://www.youtube.com/watch?v=aSrgRSk43lY 10 min intro

Kubernetes is a container orchestration tool, a tool for managing containers. Such tools offer high availability, scalabiéityd
disaster recovery (backup and restore). Kubernetes gives you a means to do andnage deploymentsan easy way t@cale your
deploymentsand also gives younonitoring capabilities. A deployment is constantly managed, so if a container fails there is an
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Kubernetes can automatically decide where to put it in the existing cluster optimizing resource usage according to the
configuration of the kubernetes scheduler. Then there is theervices functionality which defines how a service with many
running containers can be accessed (using a load balancer for example). It offers a lot of benefits diktlomated health checks
(if a container is down it will do whatever it can to spin a new one up) an®olling restarts and deployments(when you are
deploying a new servie there is a copy of the previous version that serves until the new version is deployed), there are
extensions that automatically manage the SSL encryptiatc. so its not only useful for large scale applications but for smaller

ones too.

Kubernetes cluster architecture

A Kubernetes cluster consists of a set of nodes, which all run containerized applications. Of those, a small number are ngnni
applications that manage the cluster. They are referred to amaster nodes also collectively known as thecontrol plane .
Kubernetes cluster consists of many nodes. Each node is a virtual or physical machine. Each clusteatlaast onemaster node

All the other nodes arethe worker nodes.



https://www.youtube.com/watch?v=aSrqRSk43lY

Master node components (services)

API Server which is the entry point to the cluster. Any ui, api or cli speak to this proces;
Another one is the

Controller manager which keeps track of what is happening in the cluster whether 3
container died and needs to be restarted etc. Another one is the

Scheduler which manages the deployment of the containers based on workload and th
available cluster resources. It decides on which worker node the next container will b
scheduled to based on containers workload and the available worker nodes resources.
Another one is theetcd key value store which holds the current state of the entirg
kubernetes cluster, the configuration and status of every node and every container insig
the nodes. Backup and restore is achieved with thetcd snapshotsfrom which you can
recover the entire clusters state. (etcd is a distributed key value store that lets you stof
and share data across a distributed cluster of machines. Kubernetes uses etcd to store d
about your cluster and share it across the Kuberries control plane).

Another important component of the cluster is theVirtual Network that spans all the cluster nodes essentially making the
cluster a combined unified machine with all the resources of the individual nodes combined. Worker nodes usually are more
powerful than the master node. Usually there are more than one master nodesa cluster for redundancy.

Worker node components

Kubelet. Each worker node runs a kubernetes process callé€ubelet. Kubeletis a process that enables the communication
between the nodes of the cluster and also can be used to execute other processes in the node like running an applicatiorepsoc

Kube-proxy

Kubernetes Ncde VM created by Minikube

Pod

3 kube- Service

proxy “| NodePort I port | multi-client
3000 container

A

Every node has &ube -proxy process that isthe gateway of the nodean interface
between the node and the outside world. This process will parse every reque
coming to the node and will route it to the appropriate service of the node. You migh
have many services in a single node.

Docker is installed in every node

>

h POD
Service Service
N &
I I &

Virtual Network

The smallest basic unit in kubernetes is the Podé pod is an abstraction layer over a
container, it wraps up and manages a container so if the container dies it will spin u
another one. ANode can have multiplepods. Kubernetes interacts with the Pods no
with the containers themselves. A pod can contain more than one containers b
usually you hawe one container per pod. Each pod is assigned its own internal IP in tf
kubernetes virtual network. But pods are ephemeral structures. They can die an
reslatOAA ACAET xEOE A TAx )Yo08 31 EO xiI 0O
these changes manually. This is where the services component of kubernetes come i
play. A service is attached to a pod and sits in front of it and is always o service
offers two main benefits,a static IP addressndload balancingfunctionality. So even if
a pod dies and is restarted, the service with its static IP address is still there alwa
available.




Master Any interaction with a kubernetes cluster is achieved through the API serve
process of the master node. A common cli tool for this job isubectl . The
configuration messages the API server accepts, are either in yaml or in js
format. Configuration is a declarative process described in a yaml file. This yar
file configures a Deployment which is a kubernetes componerA deployment

is actually a template for creatingpod8 4 EA Al 1T £AECOOAOQEI]
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identifies it and tries to modify the is state accordingly.

API Server

Important takeaways

Important Takeaways Each node has docker installed. When you define an image
_ - the configuration these nodes can connect to the docker hu
Kubernetes is a system tocdeploy containerized apps AT A DPOI I OEARA AAEET AA EIi A Q A d

an image, it gets a ready to run image from a hub.
Nodes are individual machines (or vm's) that run containers +

By default kubernetes will automatically decide which pods|

Masters are machines (or vm's) with a set of programs to manage nodes to spin up in which nodes. You can Change that if you want

Kubernetes didn't build our images - it got them from somewhere else Kubernetes offers a declarative style of deployment You jl.l‘

Kubernetes (the master) decided where to run each container - each nodecan haVPj to _dedare what you vyant, what is the desireq
run a dissimilar set of containers configuration and kubernetes will try to always follow these

To deploy something, we update the desired state of the master with a config instructions. Notice that kubernetes allows you to use ar
file imperative approach if you want (you check the current state

) and decide what to do)
The master works constantly to meet your desired state

If at any point you want to modify your deployment, you just have to update the desired state in a configuration file and déh
to the master node of the kubernetes cluster through kubectl.

Dev and deploy in a nutshell

In general the creation of the cluster is independent from the creation of your services within the cluster. They are twofdifent
processes. If you create your cluster with terraform (for example an EKS in AWS), then you can have a distinct repo jughfar
Each of your microservices is one distinct repo with its own dockerfiles and its kubernetes deployment file. When the clusier
ready, you can start deploying your services on your cluster by applying the deployment file of a service.

Ci/cd with Kubernetes

There is a Kubernetes cluster running. The ci/cd pipeline for the service you work on, would look something like this: Yowha

a git repo for you service. Your repo contains your dockerfiles and your kubernetes deployment files (a production deployment
with the production image and a test deployment with the test image). You push a commit to your repo. Jenkis builds the test
image and uploads it an image hub. Then it applies the testing deployment file to your testing environment (being an indivadiu
cluster or a namespace within a cluster that has test and prod namespaces). New pods are created with the new test image. The
tests run. If they are successful somehow Jenkins gets notified and builds the production image. It uploads it to a hub. Then
applies the production deployment to the production cluster. New pods are created with the new production image.

Gitops



https://www.gitops.tech/

It is a generic CI/CD solution, built with Kubernetes integration specifically in mind. It demands that your infrastructuresi
defined as code. You have one specific repo for your infrastructure code and one repo per service as usual. It ensureshbat t
cluster is in the same state as your infrastructure repo. It offers a push approach (similar with the one | described abovajla
pull approach where we install an observer in the cluster who watches the container registry and the environment (deployment)
repo. When there are changes in the repo it updates the cluster to match the new configuration (and vice versa if the cluster
changes for some reason it updates it to match the repo).

Local development

Hot reloading of new code? For development you can have a local cluster created with minikube for example. You make changes
to your code (without committing yet) you

Multiple environments (test, stage, prod)
two options:

1. Use aK8s cluster for each environment
2. Use only one K8s cluster and keep them in different namespaces.

If your requirements are small, you can get away with using a single cluster. You can easily have one large monolithic dluste
that handles all of the workloads for your organization.

(option 1) Seems the safest options since it minimizes the risks of potential human mistake and machine failures, that cquud
the production environment in danger. However, this comes with the cost of more master machines and also the cost of more
infrastructure management.

(option 2) Looks like it simplifies infrastructure and deployment management because there is one single cluster but it rasse
few questions like: How does one make sure that a human mistake might impact the production environment? How does one
make surethat a high load in the staging environment won't cause a loss of performance in the production environment?

Have in mind that you can have one branch per environment. When you push in the staging branch the deployment happens to
the staging environment. If you push to the master, it happens on the production environment.

Have in mind qovery fttps://www.govery.com/ ) with which you can easily create a staging environment in AWS.

Create an EKS cluster and connect with it API gateway with terraform

https://www.youtube.com/watch?v=4cul4RIg4Hs a nice 5 minutes video



https://www.gitops.tech/
https://www.qovery.com/
https://www.youtube.com/watch?v=4cuI4RIq4Hs

0-provider.tf X With these 8 files, he configures an EKS cluster from scratch. VH
116 L B3O & terraform > ¥ 0-providerdf internet gateway, subnets, routes and finally an eks cluster and son
jlerstorm nodes for the cluster. When the cluster is up and running you can sta
= Jeoribocc aws = deploying your services (applying their deploynent files).
source = ) “ ‘ “ y 0‘ He

3 1‘VDC-‘% version

2-igw.tf 1. We create a cluster with the 4 subnets.
= 2. We create and assign a node to the cluster.

0-provider.tf

4-nat.tf
* 5-routes.tf y
SHAAL "5~ Then we can start deploying our services.
7-nodes.tf

README.md
cluster_name" {

default =

Kubernetes objects
A Kubernetes object is a "record of intent*once you create the object, the Kubernetes system will constantly work to ensure
that object exists.

Whenever you send a yaml configuration file to a kubernetes cluster (through kubectl) you actually describe some kubernetes
objects. There are various types of objects each with its own purpose and functionaliod, Service Deployment, StatefulSet
ReplicaController,componentStatus configMap, Event, NamespaceEndpoints, Controller (A controller kubernetes object is any
object that constantly tries to make a desired state a realityNotice that you can defineustom Kubernetes ObjectsMany 3rd
party kubernetes applications define custom objects that you can configure and use.

--- (separator)

Each object can have distinct configuration file. Notice though, that we can combine the configuration of objects in one file
separating the definitions with three dashes-- its a matter of preference.

By creating an object, you're effectively telling the Kubernetes system what you want your cluster's workload to look likénig
is your cluster'sdesired state.Kubernetes objectsare persistent entities in the Kubernetes systemKubernetes uses these
entities to represent the state of your cluster.

To work with Kubernetes objects-whether to create, modify, or delete themyou'll need to use theKubernetes APl When you
use thekubectl commandline interface, for example, the CLI makes the necessary Kubernetes API calls for you. You can also use
the Kubernetes API directly in your own programs using one of th€lient Libraries.

spec (desired state) andstatus (is state)

Every object configuration usually uses at least these two fields. The spec defines the desired state and the status thates. s
The status field is handled (updated) by kubernetes


https://kubernetes.io/docs/concepts/overview/kubernetes-api/
https://kubernetes.io/docs/reference/using-api/client-libraries/

Pod object
o5 A wrapper of container. It can have more than one containers although usually it hg
only one.

spec: containers: name: We can refer to a container in a pod with its name as it
defined in its configuration file.

10 (No5et SYABhe LI TS « | containerPort: the port to which the container listens to.

Update a Pod in place

The metadata.nameand thekind canidentify uniguely a specific object When we update the config file with a new image for an
existing object, kubernetes checks the kind and name to decide if it needs to spin up new pods or update the existing orees. S
you need to update some objects you have to keep their name the saotleerwise it will just create new ones for the new names
(and stop the previous ones). You can only update specific properties of an existing pod object. These limitations are ovarco
with the use of Deployment object dlconfigurations of which can be updated.

Service object

DS In kubernetes we have to explicitly configure all the networking stuff, ports etc. 4
1 service object can be one of four subtypesClusterlP, NodePort, LoadBalancer

Ingress.

b Laal to for messages from other Pods of the cluster. The <nodePort> is the port that th
T port: 3050 OAOOGEAA 1 EOOAT O OI A O i AGOACAO A&OI e

9 targetPort: 3000 from the browser. The <TargetPort> is to which port of the connected pod to forwarg

| P Beiminiads all these incoming requests.

12 component: web

We define aselectorof my_key:my_value (component:web in this example) for the service object. In the metadata instruction of

the Pod object we define a label component: web. This links the two objects together. This Service will be connected toRbik

The service looks for every pod of its node that match its selector

1

2

3

5 spec: The ports instruction. The <port> instruction defines the port that this service listens
6 t >: NodePort

7

8

Exposing Service objects outside the cluster

Kubernetes offers three well defined mechanisms for this. The two most basic ones. are NodePort and LoadBalancer, which
cover up to L4 (TCP/UDP). For higher level functionality (TLS termination, HTTP path based routing, etc.) you can use aresgyr
Controller.

NodePort
A service object of NodePort type is used to expose a container to the outside world, usually only for development.

s ClusterlP
Exposes a set of pods to other objects in the cluster. You need to define a port and a targetHdré host name for services
running in Pods behind a ClusterlP service, is the name of the ClusterlP as it is defined in its configuration file

s LoadBalancer

a way of getting traffic into a cluster. A load balancer service can be used instead of a clusterlIP in front of a set of.pBdsis
only suitable for one set of pods not for multiple sets (same with the clusterlP). in addition to tha LB object automatically
configures the load balancer service of the host provider on which the cluster is runnindor example if it is in AWS it will
configure an aws LB to route traffic to the LB service of the cluster.

Ingress (or Ingress Controller)



Exposes a set of service objects to the outside worl(On the contrary the cluster ip and load balancer expose a set of pods).

& B

: NGINX 3 rvice 3 Service 4
i Ingress Controller

When we have a Service that needs to be exposed outside the cluster, we cre
an Ingress for it there are popular public implementations for an Ingress, fo
example NginX Ingress Controller (IngrestNGINX)

Clients

kubernetes

It creates an input (Ingress) to a cluster by configuring an nginx server. it creates a deployment with an nginx pod. The
deployment contains both amginx serviceand annginx controller. A controller kubernetes object is any object that constantly
tries to make a desired state a reality. In front of the deployment it creates a loadBalancer service and connects it toavigier
specific load balancer. You create a configuration file thaefines the Ingress and the ingress deployment tries to always match
this desired state. You configure your routing rules. You use the ingresginx implementation instead of just an nginx pod
manually created by you because it contains a lot of configuration details to properly work as an Ingress to a kubernetestdr
For example when it routes traffic to a specific service it bypasses the ClusterlP service and routes the request directlyh
Pod itself. This is useful for sticky sessions for example where you want some requests to be routed to specific Pods. Hatedr
LB listens to port 80 and 443 by default. (The defaulbackendpod deployment contains a service responsible for cluster health
checks. It can also be part of one of your other deployments). Notice that the easiest way to install IngrBiggnx to your
production environment is using Helm.

ingress-service.yami x
Ingress-Nginx on S —— Node A i L —
Google Cloud Secret holding Deployment 6 kubernetes. 10/ ing < . L la u.. ,‘H] 7
certificate —_— 7 nginx.ingress.kubernetes.io/rewrite-target: /
Clusterlp| multiclient pod | 8 spec:
Service | multi-client pod 9 : rules:
multi-client pod 10 - http:
%?og‘l’e Load Deplayment 11 paths:
Traffic = [ ¢ Balancer nginx-  * |__| - } 12 - patha. /
Balancer Service | controller/ngin pod Deployment 13 bae ~ag:
L | L Clusterlp. multi-server pod 14 SEBViceName:| c le‘j t-cluster-ip-service
- Service | multi-server pod 15 servicePort: 3000°
Ingress Config | multi-server pod | 16 - path: /api/
e _— 17 backend:
28 Sty e Y ClusterlP Deployment 18 serviceName: server-cluster-ip-service
Service | default-backend podl 19 servicePort: 5000

The secret holding the TLS certificate for HTTPS is created by anothet Barty kubernetes application.

Ingress controller vs load balancer

While ingresses and load balancers have a lot of overlap in functionality, they behave differently. The main differenceggesses
are native objects inside the cluster that can route to multiple services, while load balancers are external to the clusted only
route to a single service.

Deployment object
500A1T T U UT O AT180 OOA PI AO AEOAAOI U8B )1 OOAAA Ul O AAEET A



] A deployment object maintains a set of identical pods ensuring that the
Pods Deployment have the correct config and that the right number exists. We define th
& managed pods with a template.

Runs a single set of Runs a set of identical pods
containers (one or more)
Good for one-off dev Monitors the state of each
purposes pod, updating as necessary
Rarely used directly in
production Good for dev
Good for productino
- Smomconel > Every pod that will be created by that deployment will have a label o
niVersi . IDDS/ . .
; :jf ’{f'“’“' pparv component:web and a container of that image.
ind: Deployment
3 metadata: .
4 name: client-deployment Rep“cas
5 spec: How many pods of that configuration to create
6 replicas: 1 I
7 selector: Selector
2 matchlabels: ' This deployment will only manage pods with the label of component
o | ;‘[“‘I",’“”"’”" web. When you describe the configuration of the containers in th
cemp Late: . . .
11 e template you assign labels to these containers. You might create sor

12 tabals: pods and assign another label to them, so that thishkdb1 T Ul AT

13 component: web manage them. Whyo
14 spec:
15 containers: This deployment must also have a Service object connected with it whig
is B ; is defined in a separate configuration file.
image: stephengrider/multi-client

Update image version
Make a deployment to recreate the pods with the latest version of an image

The image has changed but its name remains the same.

Data storage objects

There are three types of objectsyolume, Persistent Volume , Persistent Volume Claim .

611 0 A EO £ O 001 OET ¢ AAOA EI DI A 1AOGAI8 )O EO A OiitOi A
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A Persistent Volume exists outside of the pod so it is not affected by pods death.

A Persistent Volume Claim is like a statement that exists inside your cluster. This statement informs all the objects inside
the cluster about what Persistent Volumes are available for this cluster. An object that wants to use a persistent storage of
the specs described in the volume claim, can claim it. There are statically provisioned persistent volumes which are volumes
that already exist and dynamically provisioned volumes that will be created on the fly when they are claimed. On your local
machine persstent volumes are created in the host machine hard drive. In production there are specific services for storing
persistent kubernetes volumes like AWS Block Store (these are referred to as Storage Classes). There is a default option so
EA Ul O Aylekplicity it@ib Jsé tBatE

For each volume object you have to create a configuration file.

f;c:(:gg Modes

‘ '
+ ReadWriteOnce -—>‘ Cfm be u?ﬁ.d dzy asingle

I \ Multiple nodes can read
| ReadOnlyMany ——==> P from this

1 . ‘ Can be read and written
} ReadWriteMany ——> 1o by many nodes

The volume claim object How it is claimed by another object




15 volumes:

a 16 - name:

17 persistentVc meClaim:
18 laimName:

19 containers:

20 - name: [

21 image:

22 ports:

23 - containerPort: 5432

9 requests: 24 volumeMo
10 istorage: 2 25 - nam
11 26

27
28

In this example the default storage class is used since it is not explicitly defined
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written there it will be actually written in the external storage. For example in case we have a postgres we will mount it tiee
path that the db writes its data.

- Subpath: it will create a folder inside the mountPath in the external persistent volume. Postgres needs a subpath.

Get information about where kubernetes stores its persistent volumes.
> kubectl get storageclass

> kubectl describe storageclass

> kubectl get pv

Get the persistent volumes

> kubectl get pvs

Get the persistent volume claims

Secret object
Environment variables for pods

If a service running in a container inside a pod needs access to some environmeg

5 o variables we can define these variables in the pod configuration file in the containe
13 conponent work setting.

15 : ; ]

16 - nal

17

18

19 -

20

21 -
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configuration files. What you can do instead is use a special kubernetes object called Secret.

Secret, securely stores a piece of information in the cluster. Type of secret objects: generic (kalue pair), dockerregistry and

tls. You can save many keyalue pairs in a single secret object. You can create it using a configuration file or eitherdhgh a
one off imperative command. The command enables you not to have to deal with a plain text file that you want to keep secret.
You just have to run this command both in dev and in prod environments so that the object is created. Then you have to poin
to it any services that want to access it.



T FURREARASE To use a secret keypair as the value for an env variable we use the <valueFrom> instruction.

The name of the <secretekeyRef> refers to the name of the secret object.

Namespace object
In Kubernetes, namespaces provides a mechanism for isolating groups of resources within a single cluster.

You can assign namespaces to different sets of resources (different sets of objects). this way you can refer to the whole set
whenever necessary. For example you can create a rolebinding (permissions) for a specific namespace. There are some default
namespaces created by kubernetes in a cluster.
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Context

A context in Kubernetes is a group of access parametgffsr kubctl cli) . Each context contains &ubernetes cluster, auser, and
anamespaceContexts are stored in the kubeconfig file.

Instead of manually defining with which namespace of your cluster you want to interact
>kubectl get pods-n dev

you can create a context, define the cluster, the user and neamaspace=dev and set the current context to this context amd the
just do

>kubectl get pods

Labels and Annotations

Both labels and annotations are ways to attach metadata to objects in Kubernetéabels are for kubernetes, annotations are for
other applications and humans.

1 Labels can be used to select objects anfini collections of objectthat satisfy certain condition§electors are used to query
labels.To ensure efficient queries, labels are constrained by RFC 1123. RFC 1123, among other constraints, restricts labels
maximum 63 character length.

1 In contrast, annotations are not used to identify and select objgseKubernetes annotations to attach arbitrargn-identifying
metadatato objects.They are not needed for queries, so they have no constraints on char&ttenss such as tools and libraries
can retrieve this metadatdhe metadata in an annotation can be small or large, structured or unstructured, and can include
characters not permitted by labels.

apiVersion: vl
kind: Service

metadata:
\3 —»nanme: aquote

Annotations:
a8r.io/owner: “@sally”
a8r.io/repository: “https://github.com/ambassadorlabs/k8s-for-humans”
spec:
ports:
- name: http
port: 80
targetPort: 8G86
selectar:
app: quote




ConfigMap object
A ConfigMap is an API object used to store namonfidential data in keyvalue pairs. Pods can consume ConfigMaps as
environment variables, commandline arguments, or as configuration files in a volume.

A ConfigMap allows you to decouple environmersgpecific configuration from your container images, so that your applications
are easily portable.

Role Based Access Control (RBAC)

Limits who can access and modify objects in our cluster. So there &
User Accounts Service Accounts kubernetes applications (that you install on your kubernetes cluster)
that can modify your configurations etc. To do so they need to hay
Identifies a “person* Identifies a “pod* administering | permissions to do so. These are defined with theBAC.
administering our cluster a cluster
| - Service accounts are for kubernetes applications. We assign ro
ClusterRoleBinding I RoleBinding bindings to user accounts and service accounts.
Authofizes an éccount ‘to do a Authorizes an account to do a
certain set of actions across the certain set of actions in a *single
entire cluster namespace*

Service discovery
The concept in a nutshell

You build a microservice. You build a client library for it so that other services can easily communicate with it.lithargligotains
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The client library uses some other services on the background, to decide to which exact service instance to route th&hisquest
ASNIBAOS RA&AO2GSNE YR t2FR oFflFyOAy3a LINROSaa Oy o0 $fsélicgsRE S
like Eureka, Zuul and Ribbon.

Service discoverp nonKubernetes context
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scenes, Ribbon would look up which instances are associated to service bob, choose an instance and send the reqllelsothere.
pools Eureka to learn the set of available instances, and implements richer logic on top (load balancing policies, )eltisshetve

in mind that Ribbon has been deprecated in fav@ming Cloud LoadBalancdéthat Ribbon does for inter service requests (discovery
and load balancing), Zuul, an API gateway service, does for external client requests. tegalts et available instances and applies
richer logic on top. Zull also does additional api gateway things (SSL termination, rate limiting etc.). All microgisteitesireervice
name, IP, port, health endpoint, and other metadata to Eureka as soon as they come up, and keep refreshing the sarma infhrmati
regular heartbeats as long while they are available. When heartbeats stop, Eureka evicts the instaneerégistrthafter a timeout.
Each microservice can have a local copy of thelrdgi8 Ay A0 Qa 26y OF OKS o

Service Instance ID Endpoint Port . ! y S E Y LIt S 27T 9 dZN\B 1 I Qa N\B JAa l:l NE
Bob Bob1 168.1.1.21 80

Bob2 168.1.1.22 80

Bob3 168.1.1.23 80
Alice Alice1 168.1.2.31 80

Alice2 168.1.2.32 80

Alice3 168.1.2.33 80

Service discovery models:

1 Clientside service discovery (Eureka)

The client service communicates with the discovery service to get the location of a service. It gets the responseoatibrihé then
communicates with the service in this location
1 Serverside service discovery (aws solution)



The client service communicates with the discovery service which gets the location of the service and it communicatesewitteth
too. it gets the response and sends it back to the client service.

Service discoveiyp Kubernetes
LY YdzoaSNYySiSa e2dz RXybarieteyi§ bR to daiNhibbth denyide diseodvdr§ abd load balancing on its own,
although using very different approaches.

To deploy microservices like Bob and Alice we use ord
( carolsve.myeluster Deployment objects that generate a number of Pods run
\ the microservice. For each Deployment we also crea
Service that defines how to reach those Pods.

172.17.0.1

carol. k8s.adevinta. com @
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alice.kBs.adevinta.com
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\
N
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Each Service object gets a private DNS record
> carol.svc.mycluster that resolves to a virtual IP (172.17.0
Private Ingress / \ the diagram). When any Pod talks to carol.svc.myclu
ELE R @ Kubernetes will do its magic and route traffic to healthy F

L
bR
wa

running Carol.
alice.svc.mycluster

172.17.8.2

|
[Ty
o a9

Internal K8s services communicatitke Ribbon)
So in the client library of your microservibe endpoint is the private DNS record of the Service objeztdeployment. You can also
use a service mesh for extra functionalities in the service to service communication.

External communicatiofSimilar to Zuul)

When we have a Service that needs to be exposed outside the cluster, we create an Ingrégsdaainple NginX Ingress Controller

(or even better an APl gateway)glth £ £ Y I LJ | ¢ ¢t NBIldzSada 6A0GK I 1280 KSFRSNI
record, carol.svc.mycluster, which resolves to the virtual IP, etc.

API gateway, Ingress Controller and Service Mesh

An API gateway is an Ingress controller with rich functionality. They are both responsible for handling externaldeaftisbey, but
generally the APl Gateway implements many functionalities (authentication/authorization, TLS terminationgthvattting etc.). An

API gateway can be either inside or outside of your Kubernetes cluster. This means that you can connect AWS gatewaie (with pr
link) so that it routes traffic to your Kubernetes cluster. Or you can use a public implementatiorative &ubernetes API gateway

like Kong (or the new native API gateway from kubernetes).

The service mesh (like Istio) on the other hand, is mostly used to handle traffic within your cluster (internal serviocagatomn
Typical uses of service meshes includenitoring and observing requests between gmgesuring the connection betwegservices
using encryption (mutual TL.Bhproving resiliency with circuit breakers, retries, 8iace service meshes are deployed alongside your
apps, they benefit fromow latency and high bandwidthnlikely to be targeted for misuse by bad actors

1 Internal APl gateway
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controllers Konghas plugins for authentication, certificate management, Grpc control. (Kubernetes Gateway API. This is a new resout
introduced in 2021 by Kubernetes. It is the evolve of the Ingress. In beta in 2021.) have in mind that most popular atipresti&et
Kong, are developing service mesh solutions too (KongMesh).

1 External API gateway
You can use AWS API Gatewagxjpose their microservices running in Kubernetd¥d Gateway private integrations let you expose
services running an EKS cluster to clients outside of your VPC using Network Load Balancers (NLB) and Applicaticard ¢adBalanc
Currently, customers that use APl Gateway to expose their private emdees running in EKS manage their APl Gateway configuration
separately from their Kubernetes resource definitions. For example, many customers use an infrastsuctdee tool, like
CloudFormation or Terraform, to create APl Gateway resources andadelnGitOps tool to manage their Kubernetes cluster
configuration.
This post will usAWS Controller for Kubernetes (A@Kjreate and manage AP| Gateway resources. ACK is a comanineityproject
that lets you manage AWS services using the Kubernetes API and tools you are already familiar with, like kubectlyogicgmCK,
create and update AWS service resources,dik S3 bucket or APl Gateway API, the same way you create and update a Kubernete
deployment, service, or pod.




u AWS Cloud

Service mesh
One popular implementation of a service mesh is Istio.

Retry Service Mesh with Sidecar Pattern

Proxy

Business logic

Control Plane

Proxy Proxy [l

Istio

A s IEZH
-

configuration, discovery, certificates

Serverless

1 One option is to trigger serverless functions outside of your cluster (for example aws lambdas using lambda contreliée pod in

the cluster)

A service mesh implementation installs a proxy service in
of your service inside of your service pod. This prox
responsible for handling any communication between y
service (MS from microservice in the picture) and any o
service of the clster.

Instead of writing all the communication logic in every ser
you focus on the service functionality only, and delegate al
communication stuff to the proxy. Service discoV
configuration, internal encryption (with mutual TLS
example), retrydgic, even metrics and tracing configurati
with the tools of your choice (like Prometheus and Zij
NBEalLISOGA@St ey NS AYLX SYSy
easy to setup traffic splitting for each service (car|
deployment) where the service nfés N2 dzi S& f §
the traffic to the new version of a service and the rest to
old one.

There are open source implementations for such a p
service like Envoy proxy that Istio uses.

1 Another option is to use internal functions that run inside the cluster (for example fission)

Calling aws Lambdas from kubernetes cluster

AWS controllers for Kubernetes (ACK)



AWS Controllers for Kubernetes (ACK) lets you define and use AWS service resources directly from Kubernetes. With ACK, you
can take advantage of AW#anaged services for your Kubernetes applications without needing to define resources outside of
the cluster or run services that provide supporting capabilities like databases or message queues within the cluster.

https://aws.amazon.com/blogs/compute/deploying -aws-lambda-functions-using-aws-controllers-for-kubernetes-ack/

You have to define arAWS lambda controllerpod in your cluster. This is a custom kubernetes resource created by aws. Any of
your pods can communicate with this controller, to spin up a lambda function. This lambda controller gets the zip file that
contains the lambda function code from s3 where iis stored, and spins a new lambda function in aws infrastructure for it. you
define the proper permissions so that it can do it.

Fission
Fission is a framework for serverless functions on Kubern&té® shortlived functions in any language, and map them to HTTP
requests (or other event triggers).

We're built on Kubernetes because we think any-misal app will use a combination of serverless functions and more conventional
microservices, and Kubernetes is a great framework to bring these together seamigkihg on Kubernetes also means that anything
you do for operations on your Kubernetes clugtesuch as monitoring or log aggregationalso helps with ops on your Fission
deployment.

100msec cold start

Minikube for local dev environment

—~
[ \, Kubernetes Local Setup Kubernetes Production
@ using Minikube Setup
Using Minikube the Master Processes and T ‘ up need
Worker Processes both run on one Node in ! " a
a single machine. TPr
— | 471 Sorver | | 471 Sorver |
For testing purpose we use |
Minikube -  Scheduier B0  cheduier B8
- Minikube is a one Node K8s ) )
cluster. = 1 = = T =
+ Minikube creates a virtual
box in our computer machine [ e T
and it runs inside a Virtual
Master Node-1  Master Node
Virtaal Box | Workar Processes | i
This also has Docker ‘ l I
container pre-installed. o — peny
o] L9 - ey Lt -
Computer & | (e .
| = ) -> i
& | | [rere
| -

0 (=)
We use Kubect! (command line tool) to bt

* n|kube interact with Minikube or Gloud cluster

<oubd be One or Hundrada or W number af nades

There are kubernetes managed services that can be used to deploy your kubernetes project. For example AWS Amazon Elastic
Container Service for kubernetes (EKS) or google kubernetes engine. In development though, you use a tool caliedkube

that creates a kubernetes cluster in a vm in your local machine. Minikube runs a singlede Kubernetes cluster inside a Virtual
Machine (VM) on your laptop for users looking to try out Kubernetes or develop with it dajo-day. Minikube also offers a
dashboard web appfor managing your cluster.

Minikube creates one VM which represents one node. So during development the whole cluster lives inside a single node.

In your local machine you have docker installed and then you have docker installed within the VM minikube created. Any time
you type a docker command in the terminal the docker command will read a set of environment variables to decide which copy
of dockerserver to connect to. By default it will look in the global environment variables.


https://aws.amazon.com/blogs/compute/deploying-aws-lambda-functions-using-aws-controllers-for-kubernetes-ack/

But you can evaluate a set of env variables for a specific session in a terminal and docker will use this set. This is whatgn
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containers running in the kubernetes node.
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Maybe this picture is false. Master is also insid{ > eval $(minikube dockerenv)
the vm. Kubectl is the only thing that runs in the

host machine. PS C:\wagrantEnvs\ubuntu docker> minikube docker-env
Your Computer $Env:DOCKER_TLS VERIFY = 1"

$Env:DOCKER_HOST = "tcp://192.168.99.1682:2376"

$Env:DOCKER_CERT_PATH = "C:\Users\dimgeo\.minikube\certs"

$Env:MINIKUBE ACTIVE DOCKERD = “minikube™

Virtual Machine
(Node)

docker-client
docker-server

7 |
L docker-client [ Image Cache

docker-server

=»{ kubectl ~» Master =

# To point your shell to minikube's docker-daemon, run:
# & minikube -p minikube docker-env | Invoke-Expression
PS C:\wagrantEnvs\ubuntu_docker> minikube ip
192.168.99.162

PS C:\wagrantEnvs\ubuntu_docker> |

Docker for Mac/Win I.

Doing so you can use all docker cli commands for kubernetes containers for debugging purposes, manually kill containersgb te
auto heal, delete cached images etc. For example you coulddiiwker logs <containeid> or docker execit <container-id> sh
have in mind though that many of these commands can be executed on individual containers directly from kubectl.

> kubectl get pods (see the names of containers)
> kubectl logs <containername>

> kubectl execit <name> sh

Minikube dashboard
> minikube dashboard

It is a service running in the VM created by minikube. It contains a lot information about your cluster.

> minikube ip

Notice that minikube will assign a static IP to the created virtual machine so in order to connect to it from a browser foteanple
you have to identify it and use it.

Kubectl cli for kubernetes
. Apply a configuration
> kubectl apply-f <conf_file>

Change the current configuration of the cluster. Also used to create a new cluster. For applying two files we have to ruwdt
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and ensure that they match. If you make a > docker ps, get the id of a docker container running in a pod and kill it > dokker

<id> you will notice that it will be restarted in the kubernetes cluster. You can confirm that by runningubectl getand checking

the number of restarts and the time it is alive.



> kubectl apply-f <folder-name>

Delete a configuration
> kubectl delete-f <conf_file>

> kubectl delete <objecttype> <objectname>

s Update a configuration (same names new images)
Kubernetes updates are Rolling updates

Users expect applications to be available all the time and developers are expected to deploy hew versions of them severaistim
a day. In Kubernetes this is done with rolling updatesRolling updatesallow Deployments' update to take place with zero
downtime by incrementally updating Pods instances with new one3he new Pods will be scheduled on Nodes with available
resources

> kubectl rollout restart <resource>

Imperatively update to new image version

Before the support of rollout restart a common workaround for updating the pods to the new images would be to tag the images
with a version (username/image_name:version) and then use an imperative command in kubectl to explicitly tell the master

node to update specific pods with this image. (In the deployment pipeline you can use a script to automate this process defining
the appropriate versioning tags in Travis and modifying the kubectl command).

> kubectl set image <object_type/object_name> <container_name>=<new_image_tag>
For example: kubectl set image deployment/my_depl_name my_container_in_my_deployment=usernamefinagne:v5

Using this command you can rollback to a previous version. You just have versions of your image in your image hub.

s Create imperatively a kubernetes object
> kubectl create <objecttype> <object specific fields>

Show information about an object or type of objects
> kubectl get <pods or services or etc.so wide

With the flags will give us extra info for example the ip of the individual pods.
> kubectl describe >object_kind> <object_name>

Autoscaling

Auto backup and restore



Helm package manager
Have in mind Helm which is a package manager for kubernetes applications. Using it we can install third party kubernetes
objects in our kubernetes cluster. There are various helm hubs with many kubernetes ready applications like mongodb, elastic

search etc A package is a kubernetes yaml configuration file describing the application(Helm 3 removes the use of Tiller).

Some kubernetes packages
Cert Manager It automatically handles the TLS certificate

Ingress-nginx. It creates an input (Ingress) to a cluster by configuring an nginx server

Skaffold

not a helm package, its a tool for auto updating the source code from our host machine in the container during development

Multi container application example
Development

R . Path to
— Ngde y Production
Ngirox + Riooct Worker Deployment Deployment Create config files for each service and
7 ¥ ) | Clusterip|  multi-client pod multi-worker pod deployment
Service | multi-client pod
f— Nginx Express Server Redis ] - Test locally on minikube
multi-client pod Clusterip|  Deployment y
Ingress Service i
Traffic =9 e Redis pod - . .
. oo Service L~ sec J Create a Github/Travis flow to build
ostgres = :
_| Deployment - " images and deploy
Cluster|P|_multi-server pod Clusterip __Deployment | * :
Service | mutt-server pod | Senvice | postares pod ¥ Deploy app to a cloud provider
multi-server pod L 7

Postgres PVC

Previously we had used dockecomr;ose for development and AWS EB for deployment. Now we will use kubernetes for
development and deployment (to AWS). so no need for the compose and aws config files. For this project we will need 11 config
files one for eachobject. We can place them in a folder inside our project.

viously we u volu
Previously we used docker volumes tg
Kubernotos update the source code and have it b
Rtk adent reflected inside the container. This was
Watch for e fom ecraiciy used with dockercompose. Now that
—canges | - xA ATT180 GobriposeA bufs
Local React Mode #1 Client Pod 0 ose u
Project Skaffold kubernetes we use another tool called
——— Source Code . . u igu
Directory Mode #2 Skaffold. Its a CLI. You configurg
Change Inject updated files into . .
occurred! the Glient pod, rely on skaffold with a yaml file. You actually
react agg;glggggaf’ca”y define which source files and which pod
(or deployment or whatever a
kubernetes config file defines) to
monitor.

It works in one of two possible modes. The first one is the typical one where the image is rebuild. For the second one yoojegt
needs to be configured accordingly using nodemon for node js for example. With nodemon whenever there is a change in the
project files inside the container nodemon will restart the server so you will be able to see the changes immediately. Skaffold
will just copy the changes from your local machine to inside the container. Nodemon will see that and restart the server.

> skaffold dev starts skaffold. It starts your defined kubernetes deployments and watch for changes in the defined source code.
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manually.



In development environment we can create our own pods for redis and postgresql. The problem with postgresql is that it needs
to store data permanently but the container filesystem is ephemeral. If the container crashes the data is lost. In order to
overcome this we can use an external Volume on our host machine. Every time posgresql service writes data it will write the
data to this volume instead of the ephemeral container filesystem.

Postgres PVC is a Persistent Volume Claim. It needs to be defined so that it can be claimed by the postgresql object.

Notice that you have to change the default password for the default posgtresql user by defining it in the pod config file.

Production
He used three nodes in the cluster

Travis Config File Travis will build our images, push them to docker hub and deploy ou
Install Google Gloud SDK CLI application to a kubernetes cluster.
The google cloud SDK CLI is a tool which we will install our Travis environme
Configure the SDK with out Google Cloud auth info so that Travis is able to manage our google cloud project.
Login to Docker CLI Probably the last step would be replaced by the rollout restart command

Build the 'test' version of multi-client

Run tests

If tests are successful, run a script to deploy newest images

Build all our images, tag each one, push each to docker hub

Apply all configs in the 'k8s' folder

Imperatively set latest images on each deployment

sudo: required The .traViS.ymI f||e

services:
- docker
env:
global:
- SHA=$(git rev-parse HEAD)
- CLOUDSDK_CORE_DISABLE_PROMPTS=1
before_install:
- openssl aes-256-cbc -K $encrypted @c35eebf4@3c_key -iv $encrypted 0c35eebf403c_
- curl https://sdk.cloud.google.com | bash > /dev/null;
- source $HOME/google-cloud-sdk/path.bash.inc

- gcloud components update kubectl

gcloud auth activate-service-account --key-file service-account.json

gcloud config set project skilful-berm-214822

gcloud config set compute/zone us-centrall-a

gcloud container clusters get-credentials multi-cluster
echo "$DOCKER PASSWORD" | docker login -u "$DOCKER_USERNAME" --password-stdin
docker build -t stephengrider/react-test -f ./client/Dockerfile.dev ./client

script:

- docker run stephengrider/react-test npm test -- --coverage

deploy:
provider: script
script: bash ./deploy.sh
on:

branch: master




D araveyml | B desloyan x @ o | The deploy script
2 docker build -t stephengrider/multi-server:latest -t stephengrider/mult In the travis file we define a deployment SCI‘ipt
3 docker build -t stephengrider/multi-worker:latest -t stephengrider/mult LA o~ PPN - = oz e oA
1 e R OET AR ET c¢mpy EO AEAI
5 docker push stephengrider/multi-clifnt:latest kubernetes. This is the deployment script. It
6 docker push stephengrider/multi-server:latest builds the images pushes to the docker hub an
; docker push stephengrider/multi-worker:latest sends a command to kubernetes to reapply
9 docker push stephengrider/multi-gddent: $SHA certain conﬁgurauon.
10 docker push stephengrider/multi=s¢ ser:$SHA
11 docker push stephengrider/multi-worker:$SHA Notice that we use the GIT_SHA as a version f
- ‘ the images. It is the SHA of a git commit. Th
13 kubectl apply -f k8s . . i
& i i _ , process can easily be automated. You define &
ubectl set image deployments/server—deployment server=stephengrider/mu i i i X . X
15 kubectl set image deployments/client-deployment client=stephengrider/mu env variable in the travis yml file which is the GIT|
16 kubectl set image deployments/worker-deployment worker=stephengrider/mu SHA like so SHA:$(git reyparse HEAD). Then youy
can use thisenv variable in your deploy script.
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detect any changes. You can probably avoid this using the new rollout restart command.

Changing the

source code

Check

out a branch Push to devel in github

Make changes

Create pull request to master

Commit changes

Push to

+

Wait for tests to show up 'green

Merge the PR

N

I
|
|
I
% Create a PR
l
|
!

See changes appear on prod

|
|
|
github branch |
i
|
|
|

TLS certificate for https

Hi, I own multi-k8s.com, can you give me a certificate
that says | do?

<€
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process for getting a certificate is as follows. Yo
declare to the issuer that you own a domain. To prove
you have to set up in your domain a specific random ur

DAOE CEOAT O ubioB AWK OBAD
1 dont believe it. Im going o mak t to multi- Kubernetes make ar in that url and if i he proper repl
LetsEncrypt | [“uiisier s/ sorgieraesmereu| | Kugernetes | | make a request in that url and if it gets the proper reply
domain you'l reply > it will issue a certificate valid for 90 days.
(v] . . .
There are kubernetes implementations that handle this
B e 1 oo process. You just have to install and configure then
> You can install them using helmCert Manager is such
a service
Objectdescriing oot Cert Manager creates a Cert Manager deployme
% Sortcans that Certificate Issuer managerwrereoget | which receives two custom objects (issuer anc
shotd bé ablmkad the certificate from

> Secret l l

Created by
Helm

Cert Manager

J

Sets up infra to
respond to HTTP
challenge

Gets certificate,

stores it in secret

certificate defined by Cert Manager) configured by ug
with some config files. The issuer defines the certificatg
issuer and the certificate contains the certificae details.
You can create more than one issuers. When the
objects are created it initiates the process. It finally
stores the resulting TLS certificate in a secret. Yo
create the objects deploy them wait for a few minuteg
for the process of getting thecertificate to complete.
You then have to reconfigure your ingress service to us
that certificate and route https traffic. Cert manager will
automatically repeat the process before the certificate
expires.




Misc
Openshift

Have in mind Openshift from redhat, which is a platform built on top of Kubernetes and contains additional services that ran
top of the Kubernetes cluster. Services like the gateway, the load balancer, logging and metrics with Grafana on top of tieem
make them more explorable etc.

AWS
Overview

filter=*all&awsf.apg-rty pe-filter=*all&awsf.apg-isv-filter=*all&awsf.apg-product-filter=*all&awsf.apg-env-filter=*all

Guidelines from aws. Quite good.

Regions and Availability zones

REGION There are Regions, Access Zones AWS. A region is a large geographic area sg
separately by a group of datacenters and is separated in availability zones (A
where each zone consists of some datacenterBifferent AWS services work in
different scopes For example when you setup an S3 bucket you choose a regids.
eastla the ais a specific AZ. AZ «east2a is different for each user. There are als
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of resources anong AZs. Deploy your instances in multiple AZs so that if one go
down the others continue to serve.
Scope of services

AWS Account, Users and Services scope

[vril

33 B EB Global Billing, IAM, Route53

US West - California (us-west-1) S o

VPC, ELB

NS BN B

Edge locations

Edge locations are AWS data centers designed to deliver services with the lowest latency possible. Amazon has dozens of these
AAOA AAT OAOO OPOAAA AAOI OO OEA xi1 Ol A8 4EAUBOA Al T OAO OI (
responses can be fast and snappy. A subset of services for which latency really matters use edge locations, inclu@lingdFront,

Route 53, WAF (Web Application Firewall) and AWS Shield.

Local zones


https://aws.amazon.com/prescriptive-guidance/?apg-all-cards.sort-by=item.additionalFields.sortText&apg-all-cards.sort-order=desc&awsf.apg-new-filter=*all&awsf.apg-content-type-filter=*all&awsf.apg-code-filter=*all&awsf.apg-category-filter=*all&awsf.apg-rtype-filter=*all&awsf.apg-isv-filter=*all&awsf.apg-product-filter=*all&awsf.apg-env-filter=*all
https://aws.amazon.com/prescriptive-guidance/?apg-all-cards.sort-by=item.additionalFields.sortText&apg-all-cards.sort-order=desc&awsf.apg-new-filter=*all&awsf.apg-content-type-filter=*all&awsf.apg-code-filter=*all&awsf.apg-category-filter=*all&awsf.apg-rtype-filter=*all&awsf.apg-isv-filter=*all&awsf.apg-product-filter=*all&awsf.apg-env-filter=*all
https://aws.amazon.com/prescriptive-guidance/?apg-all-cards.sort-by=item.additionalFields.sortText&apg-all-cards.sort-order=desc&awsf.apg-new-filter=*all&awsf.apg-content-type-filter=*all&awsf.apg-code-filter=*all&awsf.apg-category-filter=*all&awsf.apg-rtype-filter=*all&awsf.apg-isv-filter=*all&awsf.apg-product-filter=*all&awsf.apg-env-filter=*all

Region

&

Public subnet

Private subnet

@
E Public subnet Public subnet
Private subnet Private subnet

A Local zoneis an AWS infrastructure
deployment that places compute, storage
database, and other select services closer t
your end users. A Local Zone enables you
end users to run applications that require
single-digit millisecond latencies.Contrary to
edge locations, they are not only for caching

CDN, and DNS resolution. They ar
datacenters that support many aws
resources.

Greece will be the site of one of 11 AWS Loc
Zones that the company is planning tg
establish in Europe

AWS organizations

It is an account management service that enables you to consolidate multiple aws accounts into an organization.

Organization

Architecture examples

Policy

Policy Policy

Root account is better to be used only fo
billing, not for other resources.
OU- organization units

Database

020
Mobile -&0

(]
'&. users | Web
fb.com | Browser
fb.com | DNS Content Delivery Network (Cache)
Private
Network -
Load Balancer
{ & A v v
SMS L Web |y M P o
Mobile Push |y | Server . P.;eldra - Video
i i | Disk Disk Files

Notifications i . Disk_ External  Convert A

i x ' Storage Storage
Email '« | Content

e WM YL Filter

i Server { oisk | Disk | i

i X /T Click
Message |« | » Stream > >ﬁp:lk!
Queue ' Analysis a ‘oop

i Storage

L : DB Cache
Monitoring i
Dashboard L4
- { ) v NoSQL ETL
Relational DB DB

Business
Intelligence

>

Data Warehouse !

An example of an architecture for &
social network and how it could be
deployed in AWS.

Some static files might need to be
converted to a mobile friendly format
and be stored and served separately.
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S0% [ Web CloydFront ; 20%
AVAICS users ] ~—{ Mobile | SE8 . . . .
fb.com on AWS | Browser ‘ () services but it is drawn like this for
o B | | Edge convenience.
fb.com .H‘Routesa Location - u,_oca“on
@ @ Ew ' In EC2s you can run your VMs or docke
Lapbda Quicksight containers. You can setup autoscalin

for your EC2s, so that when load ig

o = @
sollf . | 2 @I d ||
Server Video' . increased more EC2s are spawn of|
y rd Rl = | Have in mind that an EC2 instance mus
SES - App -, ‘Userchcks/ Amena"“ have permissions to access an S
| Server Actions v

g m.‘

¢ - bucket.
SQS [» > '
*‘ KlneS|s EMR
‘ i i 2 | ElastiCache S3 > Redshift
o =— v -

CloudWatch « | . ] m =
.
.

RDS DynamoDB Glue
One way to implement the video conversion to mobile friendly format is to set up a FIFO queue and have some workers (EC2s)
listen to that queue and whenever a video is uploaded they get it, convert it and store it in the respective S3. another vgap
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to maintain the workers.

ml Web and Mobile User Management

Cognit
19431 .
T B REST API
AP| Gateway

AWS security services

AWS Security Services s KMS store the keys used for encryption

et @ - . ACM (Amazon Certificate manager) digita
? v - Browse ENTE. S 0. certificates usually deployed in load balancers
M = . . or in the CDN
. m 125 ., WAF (Web application firewalls )
KMS . o : application firewalls, prevent DDOS, SQ
— "o e R o injections, cross site scripting etc.Usuall
1 e . 'O J ; pung etc.Usually
AcM e &> deployed in front of the API gateways or the
‘ = o, O L ’é I load balancer and CDN. It lets you monitor thg
WAF s ; . Kine s - ' HTTP and HTTPS requests that are forwarde
B ’ -\ to cloudfront, load balancer or APl gateway
> ] E_ Web app firewalls are at application level
Inspector e .

k (level 7) this means that you have access t
higher level info like querystrings etc based on
which you can create rules. Block IPg
countries etc.

Inspector scans your machines for known vulnerabilities (in terms of compliance)

AWS development and Devops services



AWS Development and DevOps Services AWS Regon CIoudFormation infrastructure asa che. It takes ¢
2 json template and creates the defined infrastructure
from scratch.There are many public templates from
various publishers available in Quick Start, you ca
CloudFormation go and use them.
¢ : Then he describes the CI/CD pipeline where
) rw b developer does a commit which is automatically
3 built and deployed. (The laaC is the infrastructure
Template E : Deploy template | guess)
Jevelopers e |
D;,ﬁ)ps‘, Build >.A_ Test 2 s ::;rsciﬁc;rl\::.:i:ement
CodeCommit CodeBuild CodeDeploy CodePipeline CodesStar Continuous Delivery
EC2

Root device volume

By default an EC2 instance hasRoot device volume(/dev/xvda) where the OS is installed. They can be encrypted too. You can
now encrypt the root device volume when you create the EC2 instance. This was not possible. You have to take a snapshat of th
volume, make a copy of it, encrypt the copy and creats image from the encrypted copy. Then deploy that image to an EC2
instance.

Ec2 instances might sit on top of a hypervisor.

Tags

Tags is a way to add some information to the EC2 instance and volumes so that you know for example to which department they
belong etc.An EC2 instance can inherit its name from its tag plus a counter

EBS

You can add more volumes to your EC2 instance of type EBS. EBSes are virtual hard drives. They are in the same AZ as their EC
instances so that latency between EC2 and its EBS is small. They are automatically replicated within their AZ. If you add
additional storage to an EBS instance you have to run a command on it that repartitions the disk in order to see the extra space.

Instance store volumes

You can choose to attach to your EC2 instance an instance store instead of an EBS for the root device volume. Instancesstore
ephemeral. If the instance reboots you lose all data stored on it.

Security groups

1 Instance level firewall.

1 For opening ports (for Inbound and outbound traffic)

1 Effects are immediate
Security groups arevirtual firewalls using which you can restrict all communication but some ports for example. Each instance
has its own security group. They are distinct objects which you can assign EC2 instances to. For example you can have a
webserver security group with open only the pots 22 for SSH and 80 for HTTP. An EC2 instance with a web server can be in
one security group and an RDS instance in another one, you have to set up an inbound rule that opens access in db security
group on port the dblistens to, specifically for the security group of the web server EC2. you specify the security group by its



security group ID. You can add more than one sec groups to an instantiee effects are immediateAll inbound traffic is blocked
by default. You open ports with security groups. Notice that if you allow Http in, automatically an outbound rule is creatéa
allow outbound traffic for it. This means that security groups are stateful.
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level firewall) which works on subnet level so it will block it for all ec2 instances of the subnet.
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Snapshots and Images (AMIs)
Take snapshot of a volume> create AMI image from it> deploy the image

One usage is when you want to change the AZ of an EC2 volume (which is an EBS instance). Snapshots are like a photograph of
a volume. Notice that snapshots exist on S3. Volumes exist on EBS. You can create snapshots of your volumes, then create an
image (an AMI) from a snapshot and deploy that image to an EC2 instance in another availability zone.

Bootstrap script

It is a script that will be executed when the EC2 instance is launched. Using it you can install things on your instancefample.

Placement groups

There are three main groups. The spread placement group: Each EC2 instance is in its own rack so it is a more resilient
placement. Clustered group: all very close each other.

There are three types of network cards to choose from. The default are virtual cards

Some Ec2 options

Field Programmable Gate Array

Genomics research, financial analytics, real-
time video processing, big data etc

High Speed Storage

NoSQL DBs, Data Warehousing etc

Graphics Intensive

Video Encoding/ 3D Application Streaming

High Disk Throughput

MapReduce-based workloads, distributed file

;stems such as HDFS and MapR-FS

Lowest Cost, General Purpose

Web Servers/Small DBs

Dense Storage

Fileservers/Data Warehousing/Hadoop

Memory Optimized

Memory Intensive Apps/DBs

General Purpose

Application Servers

Compute Optimized

CPU Intensive Apps/DBs

Graphics/General Purpose GPU

Machine Learning, Bit Coin Mining etc

Memory Optimized

SAP HANA/Apache Spark etc

High compute capacity and a high memory
footprint.

Ideal for electronic design automation (EDA)
and certain relational database workloads with
high per-core licensing costs

Arm-based workloads

‘Scale-out workloads such as web servers

Bare Metal

Bare metal capabilities that eliminate
virtualization overhead

Volume Type

Description

Use Cases

APl Name
Volume Size

Max. IOPS**/
Volume

General
Purpose SSD

Most Work
Loads

gp2
1GiB-16 TiB

16,000

Provisioned
IOPS SSD

Databases

io1
4GiB- 16 TiB

64,000

Throughput

Optimized Hpp ~ C°!d HDD

Big Data & Data

i I
Warehouses File Servers

st sci
500 GiB - 16 TiB 500 GiB - 16 TiB

G100] 250

EBS Magnetic

Workloads
where data is
infrequently
accessed
Standard
1 GiB-1 TiB

40-200

VPC
Intro
1 Itis per region (but you can peer it across regions)
1 Ithas a CIDR block (a set of addresses)
1 It can span AZ and local zones
1 It can have subnets each with its own subset of CIDR kltiaR plocks of the subnets cannot ovérlap



A virtual private cloud is a logical datacenter in AWS. It lets you provision a logically isolated section of the AWS clouttre
you can launch AWS resources in a virtual network that you define. You have complete control over your virtual network,
including selection of your own IP address range, creation of subnets and configuration of route tables and network gateways.

Apart from the custom VPCs that you configure there is also a default VPC. By default AWS creates a default VPC and evgrythin
you do is done with it. So, when you create an EC2 instance, it is created within the default VPC. Each region has its daultde
VPC. If you select another region from the AWS gui, you will see the VPCs you have created in that region.

What .I.sA VPC? A CLOUD GURU

VPC with Public & Private Subnet(s)

" PUBLIC SN (10.0.1.0/24)

l_*

Instance
Internet

Gateway

A VPC example. It has two subnets one publ
(connected to the internet) and one private. There areg
two gateways in, one for each subnet. Each request ¢
them goes to a router which routes it accordingly. Therg
is a route table and a network access list L) for each
subnet. An ACL is a stateless firewall which means th
you have to define both inbound and outbound rules. |
you define an inbound rule for a port, you have to creats
a respective outbound rule too. Security groups insteag
are stateful. With ACLs you can block specific ports o

Instance

_ <+
\_ PRIVATE SN (10.0.2.0/24)

VPC (acloudguru) - 10.0.0.0/16
REGION (us-east-1)

IPs. The only way to access your private instance fror
your public one, is through an SSH from the public to th
private. In this setup the public instance is called &
bastion host.

In general IANA defines three different set of IP range
that are reserved for private networks.

Virtual
Private
Gateway

Default VPC vs Custom VPC

Default VPC is user friendly, allowing you to immediately deploy
instances.

All Subnets in default VPC have a route out to the internet.

Each EC2 instance has both a public and private IP address.

When you create a VPC @ute table an ACLand asecurity group is created automatically. Then we must create subnets. Then
one Internet gateway for our VPC. Then route tables, one for each subnet. Then we can create EC2 instances in our subnets.
When you create it there are options to connect it with a specific vpad a specific subnet of it.

Subnets

A subnet isa range of IP addresses in your VP®ou can launch AWS resources into a specified subnet. Use a public subnet for
resources that must be connected to the internet, and a private subnet for resources that won't be connected to the interiiet.
protect the AWS resources in each subnet, yoar use multiple layers of security, including security groups and network access
control lists (ACL).

A subnet is a range of IP addresses in your VPC. You can launch AWS resources, such as EC2 instances, into a specific subne
When you create a subnet, you specify the IPv4 CIDR block for the subnet, which is a subset of the VPC CIDR block. Each subne
must reside entirely within one Availability Zone and cannot span zones.

The allowed block sizeor a subnetis between a /28 netmask and /16 netmask.

If you create more than one subnet in a VPC, the CIDR blocks of the subnets cannot oveHapexample, if you create a VPC
with CIDR block 10.0.0.0/24, it supports 256 IP addresses. You can break this CIDR block into two subnets, each supportifg 12
IP addresses. One subnet uses CIDR block 10.0.0.0/25 (for addresses 10.0.0.0.0.127) and he other uses CIDR block
10.0.0.128/25 (for addresses 10.0.0.128 10.0.0.255).

There are tools available on the internet to help you calculate and create IPv4 subnet CIDR blocks. You can find tools that s
your needs by searching for terms such as 'subnet calculator' or 'CIDR calculator'.

The first four IP addresses and the last IP address in each subnet CIDR block are not available for your use, and they chanot
assigned to a resource, such as an EC2 instance.



The first four IP addresses and the last IP address in each subnet CIDR block are not available for you to use, and cannot be assigned Have in mind that AWS reserves

to an instance. For example, in a subnet with CIDR block 10.0.0.0/24, the following five IP addresses are reserved: some |P addresses Of yOUr Subne
« 10.0.0.0: Network address. range and assign them to specifig
¢ 10.0.0.1: Reserved by AWS for the VPC routei resources by default.

e 10.0.0.2: Reserved by AWS. The IP address of the DNS server is always the base of the VPC network range plus two; however,
we also reserve the base of each subnet range plus two. For VPCs with multiple CIDR blocks, the IP address of the DNS server is
located in the primary CIDR. For more information, see Amazon DNS Server.

e 10.0.0.3: Reserved by AWS for future use.

e 10.0.0.255: Network broadcast address. We do not support broadcast in a VPC, therefore we reserve this address.

A subnet CIDR reservation is a range of IPv4 or IPv6 addresses that you set aside so that AWS can't assign them to yourrketwo
interfaces.

(Elastic) Network interfaces

An elastic network interface is a logical networking component in a VPC that represents a virtual network card. You can ceeat

and configure network interfaces and attach them to instances in the same Availability Zone. AWS ENIs are virtual network
cards dtached to EC2 instances that help facilitate network connectivity for instances. Having two or more of AWS Network
Interface connected to an instance permits it to communicate on two separate subnets.

Each instance has a default network interface, called thgrimary network interface. You cannot detach a primary network
interface from an instance. You cagreate and attach additional network interfaces The maximum number of network interfaces
that you can use varies by instance type.

Route tables

1 Each subnet has a route tab{emany subnets can have the same Route table)
A VPC has at least one route table. One route table of a VPC is the main table which simply means that every subnet created f
that VPC would be associated with the main route table. Its good practice to have your main table private, not open to tierimet
and explicitly assign any subnet you want to be public, to a specific open route table. In a route table you define Routes.

A route has a destination and a target. To make one open to the internet you define as Destination 0.0.0.0/0 and Target the
internet gateway of your VPC. Destination: you are in the subnet, and you want to reach a specific destination. To do songt
gothrough the target. Repeat the same with ::/0 as destination for IPv6. you can think of it like this: you are in your subaetd

you want a way out of it to the internet. If for example you ping the IPv4 address of some external web server then your rests
destination is an IPv4 address (it is caught by the route/rule in the route table) and its target is the internet gateway vdti will
forward it to the internet.

ACL (access control list)

1 Subnet level firewalEach subnet has one ACL (many subnets can have the same ACL)
They are stateless, you have to define both inbound and outbound rules. When you create a VPC a default ACL is created. Every
subnet must be connected to an ACL. An ACL can be connected with many subretdfic reach to ACL before it reaches the
security groups. Rules are evaluated in order so you must have a deny rule before an allow rafeu have to open ephemeral
ports in the outbound rules. You can do more things than security groups, for example block specific IP addresses.

Internet gateways



A gateway isa network "node" that connects two different networksthat use different protocols for communicating. In the most
basic terms, an Internet gateway is where data stops on its way to or from other networks.

VPC endpoints

They are virtual devices. You can connect from your VPC to other AWS services without going through the internet. Trafficsdoe
not leave the Amazon network. For example if you want to communicate with an S3 bucket from your private instance, you
normally have to go through the internet using the NAT gateway. What you can do instead is communicate directly from your
private instance through a VPC endpoint to your S3 bucket without leaving the amazon internal network.

There are two categories, interface endpoints and vpc gateways.

NAT instances and NAT gateways

1 It enables you to enable instances in the private subnet to initiate outbound IPv4 traffic to the Internet or other AMAS servi
1 prevent the instances from receiving inbound traffic initiated by someone on the Internet

VPC with Public & Private Subnet(s) You can use a network address translation (NAT
instance in a public subnet in your VPC to enabl
instances in the private subnet to initiate outbound
8 IPv4 traffic to the Internet or other AWS services, bu

(= - = prevent the instances from receiving inbound trafic
¥ - initiated by someone on the Internet. Private
wd instances send traffic to the NAT and NAT sends it t
n _ » the internet. You actually create a route rule in the
‘::‘I\j:::SN —_— private subnets route table that has a destination o
—= 0.0.0.0/0 and a target the NAT instance yotnave

PUBLIC SN (10.0.1.0/24)

Instance
Internet

VPC (acloudguru) - 10.0.0.0/16
REGION (eu-central-1) created.

A NAT instance is an EC2 instance created from a NAT image. It must be in the public subnet. If you have lots of private EC2
instances all routing traffic to a NAT instance then it might turn out to be a bottleneck so it is not the preferred solutioihe
preferred one is a NAT Gateway which is a AWS service and is redundant inside the availability zone. It can handle a lot more
traffic reliably and with redundancy. A NAT instance (because is a EC2 instance) must be behind a security group. There is no
suchrequirement for a NAT gateway.

Ephemeral ports

An ephemeral port is a random high port the client software picks to communicate to a known service port. For example, Bh s
from my machine to a server the connection would look like: 192.168.1.102:37852-> 192.168.1.105:22

22 is the standard SSH port I'm connecting to on the remote machine; 37852 is the ephemeral port used on my local machine.
After completion of the communication session the ephemeral ports become available for reuse.

Elastic IP addresses

AnElastic IP addresss a static, public IPv4 address designed for dynamic cloud computing. You can associate an Elastic IP
address with any instance or network interface for any VPC in your account. With an Elastic IP address, you can mask theéail

of an instance by rapidly remapping the address to another instance in your VPC. Note that the advantage of associating the
Elastic IP address with the network interface instead of directly with the instance is that you can move all the attributefthe
network interface from one instance to another in a single step

Flow logs

A service that stores all traffic from and to your VPC. Actually you can configure it to one of three levels. At VPC levsljlbnet
level all the way down to network interface level (of particular instances as | understand).



Have in mind that there are some things not logged to flow logs. For example the traffic generated when your instances cdntac
the amazon DNS server, or traffic for windows license activation, DHCP traffic.

Bastions

Abastion hostis a specialpurpose computer on a network specifically designed and configured to withstand attacks. The
computer generally hosts a single application, for examplegoxy server, and all other services are removed or limited to reduce
the threat to the computer.

In an Amazon Web Services (AWS)pntext, a bastion host is defined as "a server whose purpose is to provide access to a private
network from an external network, such as the Internet. They are instances that sit within your public subnet and are typibal
accessed using SSH or RDP. Onemote connectivity has been established with the bastion host, it then acts a®& O Bd, OAC
allowing you to use SSH or RDP to log in to other instances (within private subnets) deeper within youPC When properly
configured through the use of security groups and Network ACLs (NACLSs), the bastion essentially acts as a bridge to youafaiv
instances via the internet. There are community AMIs for bastion hosts. To SSH to your private instances ymt $SH to your
bastion host and from there you ssh to your private instance.

VPC peering

VPC peering. The concept is that you connect two VPCs and the instance of the first one see the instances of the seconslibne a
they were in the same VPC.

You can peer any two VPCs in different Regions, as long as they have distinct-ogrlapping CIDR blocks.

You can peer with a virtual private cloud (VPG another AWS accounby using AWS::EC2::VPCPeeringConnection. This creates
a networking connection between two VPCs that enables you to route traffic between them so they can communicate as if they
were within the same network.

RDS
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maintain the OS and the DB on them. There are two main settings:

Multi-AZ
On multi AZ if your db in the first AZ fails AWS will automatically point the DNS record that your EC2s use to connect to the
database to the IP of the second database in the other Availability Zone. When your production db is written to, this writél w

automatically be synchronized to the stand by db (synchronous replication). this option enhances reliability, not performance.
For performance improvement you need read replicas instead of multi AZ.

How RDS multi availability zone modelworks. In an Amazon RDS MuHAZ deployment, Amazon RDS automatically creates a
primary database (DB) instance and synchronously replicates the data to an instance in a different AZ. When it detects aril
Amazon RDS automatically fails over to a stdby instance without manual intervention.

s Read Replicas

In this case you have a primary database and every write on it is replicated to a replica database. If the primary fails lyave to
manually create a new DNS entry that points to the IP of the replica and make your EC2 instances use that. The beneffiais t

for read requests, you can make half of your EC2 instances use the primary db and the other half the replica. you can have as
many as 5 replicas. The production db is asynchronously replicated to multiple copies (asynchronous replication). each reglic
has its own DNS endpoint. You can have read replicas that have miélZ deployment to enhance their reliability. You can have
read replicas of read replicas. In order to be able to create read replicas you need to enable backups first.

You can have both multAZ and read replicas at the same time.

Backups


https://en.wikipedia.org/wiki/Proxy_server
https://en.wikipedia.org/wiki/Amazon_Web_Services
https://en.wikipedia.org/wiki/Jump_server
https://en.wikipedia.org/wiki/Virtual_private_cloud

Automated backups once per day, but stores your transactions for the day and reapplies it to the last backup. Stored intsS. t
other option is manual snapshots. Notice that whenever you restore a backup the new database will be a new RDS instance with
a new DNS endpoint.

Encryption at rest (as it is called) is supported for the db read replicas, snapshots and backups. It is done using the Key
Management Service (KMS).

DynamoDB
(No SQL db)

Stored on SSD, across 3 distinct data centers. There are two modes of operatiBwentual consistent readsand strongly
consistent reads DynamoDB needs at maximum 1 sec to apply a write to all nodes of the db. If you are ok with reading a write
1 second later and any read before that gives the previous state, then you use the first option. Otherwise you use the second
option which will re turn the updated value even if it is only written in one node (reflects all writes that received a successful
response pior to the read)

Redshift (warehouse service)
$1k/TBlyear

Single node or multi node. In multi mode you have a leader node that manages client connections and receives queries and
compute nodes that store data and perform queries and computations. Up to 128 nodes. You are charged for the compute nodes
hours. AWS vill always try to have three copies of your data, the original and replica on the compute nodes and a backup in S3.
snapshots are asynchronously replicated to S3 in another region for disaster recovery.

OLTP vs OLAP

Online transaction processing vs online analytical processing. OLTP queries are the kind of queries performed on a typical SQ
database for example retrieve the order with id 12345. OLAP transactions are different. For example you create a query asking
for the net profit of the EMEA region. This is translated to many queries and calculation on the results. Executing these queries
on your relational db would be very expensive and would affect its overall performance. This is the reason for storing youtal

in data warehouses too, which are built for storing large amounts of data and there are tools that perform OLAP queries amnth
Typically you have a relational database for your web service which contains only the necessary data your web applicationdsee
and another data warehouse solution for all types of data both your relational db data and additional data like users clieks.
Then for business intelligence you can query the data warehouse instead of the relational db, allowing the later to performliw
for the web application users.

ElastiCache
Memcached vs Redis Uses one of two in memory caching engines, redis or memcache

Redis is multi AZ, it supports backups and restore

Simple Cache to offload DB S Yes

Ability to scale horizontally
Multi-threaded performance

Advanced data types

Ranking/Sorting data sets

Pub/Sub capabilities
Persistence
Multi-AZ

Backup & Restore Capabilities




Available only from within the VPC

By default you can only access it by ec2 instances running in the same vpc with the elastic cache cluster. Even if the $gcuri
group has port 6379 open for all sources (0.0.0.0) it means all sources from inside the vpc! To connect from outside you rieed
do it through a VPN. | found that the easiest way connect to your redis cluster from within your ec2 instance is to use docke
download redis container and then run the rediscli command on it. (rediscli is not installed in the ec2 node, so you woullave

to install it. but using a container seems easier).

U  docker rund redis
0  docker exeeit e0c061a5700bfa400f8f24b rediti -h host-p port

Connecting to it with encryption in transit enabled
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SSL/TLS connections. To do it you have to use stunnel

/etc/stunnel/redis -cli.conf In stunnel you define a redis cli group where you specify the remot

fFips = no redis server. Notice that in the accept instruction you define

::I;i: Rk localhost. This means that you connect to redis by connecting |

pid = /var/run/stunnel.pid your localhost (and stunnel forwards the connection using

debug = 7 .

oSt;Ens - NO_SSLv2 encryption).

options = NO_SSLv3
[redis-cli] P P _ _ P
AN > redis-cli -h localhost-p 6379 -a psw ping
accept = 127.6.8.1:6379
connect = master.redis-cluster.d3@imf.eucl.cache.amazonaws.com: 6379 With > sudo netstat—tulnp | grep -i stunnel you can see the stunnels
you have defined.

S3

Block based storage vs object based storage

S3is an object storage. An object has a key (can be the file name), a value (the sequence of bytes), a version id (you can upload
the same file again and it will be stored with a different version prefix), metadata about the data and subresources (access
control listsandtorrel OQq ! #, AAZEET A DPAOI EOOEI T 08 91 O AAT 80 OO01T OA A AA
makes you use more space since all versions are stored.

$3 - Comparison S3 storage is extremely durable (multiple AZ)
Sistandard o MellgeMt oy iandardA  S3OneZone-At 3 Glacier 53 Glacter designed to sustain the loss of 2 facilities
Tiering* Deep Archive** concurre nt|y.
Designedfor 99 99 99 o 99 99.99999 99. S3 is a universal namespace. Names must
durability (1199 (1199 (1199 (1199 (199 (1199 unique globally Buckets are like folders
e - 59.5% 50.9% 05% N/A N/A When you upload successfully you get a Hit
200 response.
Availability SLA 99.9% 99% 99% 99% N/A N/A Supports MFA (multl factor authent|cat|0n)
Availability Zones 23 23 23 1 . =5 delete
Minimum
capacity charge N/A N/A 128KB 128KB 40KB 40KB
per object
Hinimum storage N/A 30 days 30 days 30 days 90 days 180 days
duration charge
Retrieval fee N/A N/A per GB retrieved  per GB retrieved per GB retrieved  per GB retrieved
First byte latency  milliseconds millseconds milliseconds sl s it Rk
or hours

S3 has different storage Tiers based on your needs. Glacier tiers is for long storage but retrieval is slow (eg. 12 hours)



Encryption on S3

There is encryption in transit with SSL/TLS and at rest. Encryption at rest can be either server side (files are encrypted®W'S)
or client side (the user encrypts the files and then uploads them to S3)

Access to the S3 API is governed by an Access Key ID and a Secret Access Key. The access key identifies your S3 user accou
while the secret key is akin to a password and should be kept secret.

Once uploaded your application can reference its assets by copying their public URLs (such as
EOODPqTTO08AI AUTT AxO8AT i TAOAEAOT ATl AT £EIT AT ATl Aq AT A PAOOEIT ¢ (
will now be served directly from S3, freemng up your application to serve only dynamic requests.

Cognito
IAM
There are two different types of users in AWS. You are either the account owner (root user) or you are an AMtity and

Access ManagemenfiAM) user. The root user is created when the AWS account is created. IAM users are created by the root
user or an IAM administrator for the account.

Identity Access Management

~ _TAM There are four main objectsUsers, groups, policies , roles
L User-Y Ro QC Policies are json docs with the specific permissions. You assigalicies to
3 - v groups and roles
\ X Roles are assigned to aws services (to be able to access other aws servi
Po I ey for example Allow EC2 instance to access an S3 bucket).

The root account is the user with email the one you used to register to AW
Itis the super user for AWS. All users and other stuff that you create in 1A
are global, applied to all regions8 j UT O AT 1680 AOAA

Sexvice | 3“"@\ Y regions)
=l AL Q)—E/l

~— -
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Cognito

https://www.youtube.com/watch?v=QEGo6ZoN-ao excellent 20 mins
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compute it provides them transparently. It is also a highly available service by default. It has two main concepts. User paoid
identity pools. The first one handles authentication and the second one authorization. You can configure it to be the
authentication service or you can set up'8 party auth services like google etc. it offers a lot of triggers (post signup etc.) so that
you can write custom code on them executed in lambdas. For example you can assign custom tags to users like admin, teacher,
student etc. Then using the Identity pool, you can set up IAM roles for each tag. This way you can restrict access to Spawif
services per user tag. When a user is authenticated he receives a token (maybe jwt) that he sends in each subsequent retfuest.

is integrated with AWS API gateway, so when an authenticated request comes in with a specific cognito token (jwt for example)
gateway checks with cognito to get the authorization details and block or allow access to specific services.

Aws role restriction vs application role restriction


https://www.youtube.com/watch?v=QEGo6ZoN-ao

Notice the difference between aws role restriction and application specific role restrictiofffor example in Django rest). In the
first case you restrict access to entire aws services. In the later case you can restrict access in application specific.|dbe user
can have access to the application but not all parts of it for example.

sl | |t Offers social authentication for your application out of the box, without you having tqg
fecebook J || write code for it. It acts as an identity broker between the identity provider and AWS
‘ Successful authentication generates a JWT.

A user logs in with facebook. Fb sends him a token, he sends it to cognito which sel
EEIi AAAE A EAU j OEAO 1 APO O1I AT HY!- Q@
AWS services

Cognito keeps also track of the association between user identity and the differe

devices they sign in from. For example the user does some action that triggers
el | notification to him. Cognito will use SNS push notifications to send it to his laptoy
Amazon

JWTTokens  User Pool phone.

AWS Credentials

~

“

Identity Pool

3

User can now
access AWS resources

High Availability (HA)

Load balancers

There are three types. The application LB (ALB), the network LB (NLB) and the classic or elastic LB (ELB). The applicatiad lo
balancer works on layer 7, so it has access to your application details which means that it is very versatile since you efimd
load balancing rules based on your application nuances. The network LB operates in layer 4, but is extremely efficient, it ca
route millions of requests. The classic LB is a legacy one only used now for simple cases like a round robin.

Have in mind that the load balancer has its own internal IP and since it will route the traffic to your EC2 your web serveillw
record the load balancers IP and not your real user IP. For this reason you can access tfarwarded-for http header to learn

OEA OOAOGEO )08 91 6 AAT EAOA ET OAOT Al 1T AA AAI AT AAO j ET OEA
ET OOAT AAO AT A OO0i b OOAT OEZAOOEIT C 1T TAA O A AAAA ET OOAT AAs !
them.

With an application load balancer you can create sophisticated rules like if then statements. It uses target groups

With a network load balancer you can have a fixed ip address for your load balancer or ultra high performance.

Target groups

You can assign your instances to target groups and have a load balancer target requests to the target group using targepgrou
settings.

Have in mind that you can enable Sticky sessions on your LB so that users stick to the same EC2 instance during a sesséve. Th
is also cross zone load balancing and path based routing options for the ALBs.



v Path Patterns
( US-EAST-1A

With Cross Zone Load Balancing

Common Exam Scenario
www.myurl.com

Enable Path Patterns

(US-EAST-1B

www.myurl.com/images/

Autoscaling

You can define arautoscaling policyfor your architecture where if a metric reaches a threshold AWS automatically creates more
instances (and stops them using another metric?). to create an autoscaling system, you first need to create a launch comafiigur
where you just define the setting for the instances you want to create, without actually creating them. (you can also create an
AMI image (Amazon Machine Image) from one EC2 instance and use it as the base image for the launch configuration). Then you
define an autoscaling group (ASG) fdahat launch configuration. You define the min and max number of active instances and the
metric and threshold. If an instance dies for a reason autoscaling will detect that and launch a new instance based on your
configuration settings. In general its god practice to use an autoscaling group whenever you have a fleet of identical instances
like workers in a queue for example.

High Availability architectures

This is an example of a HA architecture. You hay
a duplicate system in two regions while each
subnet is on its own AZ within a region. You hav

HA Architecture Example

hellocloudgurus2019.com

PUBLIC SN PUBLIC SN

"m«mmmmm,‘..b -I |
‘ &'w Health Check

-
.
.
Health Check ‘

PUBLIC SN PUBLIC SN

also autoscaling group (ASG) configured.You
can recover both from a region fail and from an
AZ fail.

Have in mind simian army a service of Netflix
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destroys one AZ, a gorilla that does morg
damage etc. This way they test their HA.

Web1 NGW

Web3 NGW

o

Web2 NGW
DB1 DB4

PRIVATE SN PRIVATE SN PRIVATE SN PRIVATE SN

Web4 NGW

REGION (eu-west-1)

REGION (us-east-1)

Cloudfront

Amazon CloudFront is a web service that speeds up distribution of your static and dynamic web content, such as .html, jsss, .
and image files, to your users. CloudFront delivers your content through a worldwide network of data centers calledge
locations . When a user requests content that you're serving with CloudFront, the request is routed to the edge location that
provides the lowest latency (time delay), so that content is delivered with the best possible performance.

1 If the content is already in the edge location with the lowest latency, CloudFront delivers it immediately.

1 Ifthe contentis not in that edge location, CloudFront retrieves it from an origin that you've de$inglilas an Amazon S3 bucket,
a MediaPackage channel, or an HTTP server (for example, a web server) that you have identified as the source fiwethe defin
version of your content.



@ o You createa CloudFront distribution to tell CloudFront
n —a where you want content to be delivered from, and the details

B about how to track and manage content delivery(me:

 — something like a configuration file) Then CloudFront uses

e Locations .

- a 95 computers? edge servers that are close to your viewers to
deliver that content quickly when someone wants to see it o

s use it.

Al 111 lgpcdcfo
idfront.net/

Developer

o.sz”?.'.f'u’t.on As you develop your website or application, you use th
Distrbution's domain name that CloudFront provides for your URLs. Fo
C°""g“'a"°" example, if CloudFront returns
d111111abcdef8.cloudfront.net as the domain name for you
) l_ll distri_bution, the URL for logo.jpg in your Amazon S3 tnke_t
E gt (or in the root directory on an HTTP server) is

P https://d111111abcdef8.cloudfront.net/logo.jpg.

Amazon S3 Bucket or HTTP Server CloudFront

Objects

Or you can set up CloudFront to use your own domain nam
with your distribution. In that case, the URL might be
https://www.example.com/logo.jpg.

APl Gateway

API Gateway

authentication and security policy enforcements

\__Web  Mob ile _____PCc . load balancing and circuit breaking

protocol translation and service discovery

caching

HTTP Request

Parameter Allow-list/ i Identity
Validation Deny-list Authorization Provider

2 . It validates the http request
3. It checks the ip address or other http headers againg
allow/deny list. At this step It can apply rate limiting t
against ip addresses for example. (but not based on u
user roles etc. this information is received later)
M?r?afi?ﬂg Analytics 4. It passes the request to an identity provider
authorization and authentication. It receives
authenticated session back with the scope of what

‘ ' : request is allowed to do.
Service A1 servicen2 | | Service B.1 5. Rate limit based on authenticated session

6. And 7. With a help of a service discovery compone

Dm . .

- locates the appropriate service to handle the reques
path matching.

Protocol
Conversion

8

Error Handling Circuit Break

Domain B

= o 1 S “ St 8. Ittransforms the http request to the appropriate protoc

the service expects. For example it could be grpc. W
the response comes back it transforms it back to
public facing protocol.

It can track errors. It can implement a circuit braking functionality to protect services from overloading. It can be deplogleén
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them in multiple)
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API gateway vs load balancer

In a region, the request goes first to the api gateway, then it points to an api that might sit behind a load balancer. If have
many regions you have DNS load balancing.

API gateway predominately does API management and provides various other key features suchdd (Identity and Access
Management), Rate limiting, circuit breakers. Hence, it mainly eliminates the need to implement AP3pecific code for

functionalities such as security, caching, throttling, and monitoring for each of the microservic®licroservices typically expose
the REST APIs for use in front ends, other microservices and 3rd party apps with help of API gateway.

Can API gateway replace load balancer?

TL;DR: yes, APl Gateway can replace what a Load Balancer would usually provide, with a simpler interface and many more
features on top of it. The downside is that it doesn't come cheap.

Api gateway and custom django api

Me: You can create your microservices with Django rest framework and deploy them on ec2 instances (or on containers
infrastructure like ECS, EKS etc.) and put them behind api gateway. Then in the api gateway you define the paths for eacitser
(all requests to sales/apiare routed to sales serviceinventory/api to inventory service etc.) and the individual services handle
the fine-grained routing like sales/api/sale/1 etc. you can have load balancer between the api gateway and your services. This
way you route sales/api to the sales load balancer and the load balancer distributes the requests among several sales
microservices.

What Can API Gateway Do? How Do | Configure APl Gateway?
Expose HTTPS endpoints to define a RESTful API Define an APl (container)

Serverless-ly connect to services like Lambda & DynamoDB Define Resources and nested Resources (URL paths)
For each Resource:

Select supported HTTP methods (verbs)

Scale effortlessly ey

Track and control usage by AP! key I ! Choose target (such as EC2, Lambda, DynamoDB, etc.)
Set request and response transformations

Send each API endpoint to a different target [

Run efficiently with low cost

Throttle requests to prevent attacks

Connect to CloudWatch to log all requests for monitoring ) ]
You can enable API caching (caching responses)

Maintain multiple versions of your API

CDNand API gateway

CDN in front of API gatewaythis is a common pattern for API Protection in AWS.
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1. Regional API endpoint
2. Edge optimized endpoint



Here is a good article by AWS in setting up CloudFront and WAF with AWS API Gateway, though the same principals apply to
any APl Gateway: https://aws.amazon.com/blogs/compute/protecting -your-api-using-amazonapi-gateway-and-aws-waf-
part-i/

Edge optimized endpoint Regional APl endpoint

Cloudfront is missing
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For the regional API endpoint, your customers access your API from the same Region in which your REST API is deployed. This
helps you to reduce request latencyme: because your users are in the same region with your API servicajd particularly
allows you to add your own content delivery network, as needed.

In the edgeoptimized API endpoint where your API clients access your API through a CloudFront distribution created and
managed by API Gateway.

Examples

0,0
'ﬂ‘

API clients

/\PI clients

1. API call made against
APl Gateway

L
Cp)

Amazon API
Gateway

2. Lambda functior
invoked

Lambda Lambda Lambda
function function function
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|
|
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Api gateway endpoints

1. API call made against
AP| Gateway

Amazon AP|
Gateway

2. Step Functions workflow

I Amunn

is executed

1 D
AWS Step
Functions

1 Edge optimized endpoint
It automatically integrates api gateway behind cloudfront CDN

1 Regional endpoint

1. API call made against
AP| Gateway

C
o ]

Amazon AP|
Gateway

2. API call made directly against
backing AWS service

Amazon
DynamoDB

Amazon
Kinesis

You set up an api gateway in one region, and you can manually set up a cdn in front of it.

1 Private endpoint

Only for services inside your VPC


https://aws.amazon.com/blogs/compute/protecting-your-api-using-amazon-api-gateway-and-aws-waf-part-i/
https://aws.amazon.com/blogs/compute/protecting-your-api-using-amazon-api-gateway-and-aws-waf-part-i/

Serverless web application with Amazon APl Gateway
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Amazon Simple Storage AP| Gateway handles all your Lambda runs all the logic
Service (Amazon S3) stores all application routing. It can behind your website and
of your static content: CSS, handle authentication and interfaces with databases,
JS, images, and more. You authorization, throttling, other backend services, or

a CDN such as CloudFront.

Amazon APl Gateway Security

* |AM Permissions
— Use |IAM policies and AWS credentials to grant access
* Lambda Authorizers

parameters and grant access
+ Cognito User Pools
— Create a completely managed user management system
* Resource Policies
— Can restrict based on IP, VPC, AWS Account ID

* 7 Built in metrics for Lambda

* |Invocation Count, Invocation duration, Invocation
errors, Throttled Invocation, Iterator Age, DLQ
Errors, Concurrency

* Cancall“ " from your function code
for custom metrics
« 7 Built in metrics for API-Gateway
* API Calls Count, Latency, 4XXs, 5XXs, Integration
Latency, Cache Hit Count, Cache Miss Count

« Error and Cache metrics support averages and
percentiles

AWS XRay is also integrated with api gateway.

Enable active tracing Info

Enable X-Ray Tracing @ ©

Lambdas

===

would typically front this with DDOS protection, and more. anything else your site needs.

AWS:

Several mechanisms for adding Authz/Authn and restricting access to our API

- Use Lambda to validate a bearer token(Oauth or SAML as examples) or request

Metrics and logging are a universal right! Metrics and logging are a universal right!

API| Gateway Logging
. 2 Levels of logging, ERROR and INFO
. Optionally log method request/body content
. Set globally in stage, or override per method
Lambda Logging

. Logging directly from your code with your language's
equivalent of

. Basic request information included
Log Pivots

. Build metrics based on log filters

. Jump to logs that generated metrics
Export logs to AWS ElastiCache or S3

. Explore with Kibana or Athena/QuickSight

1. Be warnedlambdas have a timeout of 15min maw anything longer than that should not be serverless




2. Usuallya cold start takes-8 secondsbut when Lambda is deployed inside of VPC, it takes uplts 48conds. When AWS Lambda
connects to storage services like DocumentDB or RDS, this is the only option.

3. There is @oncurrency limifor how many concurrent lambdas you can spawn in a region. By default, it is 1000. You can change
if the limit is reached any new invocation would be queued and will be executed when there is free room.

You can invoke Lambda functions directly using the Lambda console, a function URL HTTP(S) endpoint, the Lambda API, an AWS
SDK, the AWS Command Line Interface (AWS CLI), and AWS toolkits.

Cold and warm starts

Download your Start new execution Execute initialization Execute handler
code environment code code

Cold start duration

Invocation duration

When the Lambda service receives a request to run a function via the Lambda API, the service first prepares an execution
environment. During this step, the service downloads the code for the function, which is stored in an internal Amazon S3 laick
(or in Amazon Elastic Container Registry if the function uses container packaging). It then creates an environment with the
memory, runtime, and configuration specified. Once complete, Lambda runs any initialization code outside of the event handler
before finally running the handler code.
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are not charged for the time it takes for Lambda to prepare the function but it does add latency to the overall invocatiorration.

After the execution completes, the execution environment is frozen. To improve resource management and performance, the
Lambda service retains the execution environment for a nedeterministic period of time. During this time, if another request
arrives for the same function, the service may reuse the environment. This second request typically finishes more quickly, since
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might be adequate for development and test environments, or lowraffic or low -priority workloads.
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to execute in. AWS takes care of provisioning and managing the servers that you use to run the code. When you call thaidanct
amazon will scale up a runtime environment, execute your function and then scale down the runtime environment.

You upload your code which can be executed by specific triggers or it can be scheduled jobs. Your uploaded code is now called
a lambda function. It functions as a service.



You can use lambda in the following ways:

1. As an event driven compute service where lambda runs your code in response to events.
2. As a compute service to run your code in response to HTTP requests using Amazon API| Gateway (or API calls made using
AWS sdks)

Benefits

NO SERVERS TO MANAGE

AWS Lambda automatically runs your code without requiring you to provision or manage servers. Just write the code and upload
it to Lambda.

CONTINUOUS SCALING
AWS Lambda automatically scales your application by running code in response to each trigger. Your code runs in parallel and
processes each trigger individually, scaling precisely with the size of the workload. For one million triggers you would hawee
million lambda functions running in parallel.

R SUBSECOND METERING

With AWS Lambda, you are charged for every 100ms your code executes and the number of times your code is triggered. You
don't pay anything when your code isn't running. Very cheap in relation with traditional EC2 instances.

Two very similar examples for a serverless Web Application using lambda

Notice that the web site in these|

Example: Weather Application examples is a static web site
Lambda s stored in s3. All dynamic content
% E triggered : is retrieved by lambda functions.
S3 APl GATEWAY DYNAMODB

Front-end code for User clicks link to get local App makes REST AP Lambda runs code to retrieve local weather
weather app hosted in 53 weather information call to endpoint information and retums data back to user

019.com

Get dynamic
on

Serveless definition
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underlying OS etc. Must be out of your thinking. So an RDS database despite the fact that it is a managed service, thalkties

component of the underlying os, where AWS has to maintain it and update it etc so you might have downtimes as a consequence.
So it is not serverless.

Other Services
AWS Command Line



You enable programmatic access to an EC2 instance. You create an access key pair (not the ssh keys). You SSH to it, kpecify t
access key and then you can use the aws cli. All commands start witws name_of_service commaiwd example: >aws s3 Is

Notice that the access keys are stored in your EC2 instance in a .aws folder. But you can use roles instead of access Keaysin
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done.

> aws s3 cp local_file s3://s3_bucket_name

Cloudwatch

Monitor your AWS resources and your applications running in AWS. Monitors performance. Its not free. You activate it when
you create an EC2 instance. You can set up alerts on metrics, so you are notified. You can send your logs to cloudwatch.

AWS Amplify

Easily host and serve your react app (or other static app) through CDN. You connect your repo with source code and amplify
will build it, and deploy it. (Auto ci/cd).

Meploy and host your app using either Amplify Console or Amazon CloudFront/S3. The Amplify Console offers fully managed
hosting with features such as instant cache invalidation and atomic deploys. For more control with setting up a CDN and magti
buckets,use CloudFront and S®The Amplify CLI provides you the option to manage the hosting of your static website using
Amazon S3 and Amazon Cloudfront directly as well.

https://docs.amplify.aws/cli/hosting/hosting/

You can also do this manuallyOne of the cool features associated with using AWS S3 is the ability to set up your bucket as a
static web hosting platform.

EFS (Elastic file system)

It is a file storage service for EC2s. While an EBS is only mounted to one EC2 instance an EFS instance can be shared by more
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automatically expand. We have to open NFS port in the EFS instance since EC2s will communicate with EFS with the NFS
protocol. You create the EFS instance and then you mount it to your EC2s with a command. It can support thousands of NFS

connections.

Route53
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by which a registrar such as GoDaddy negotiates with ICANN to register a domain name on your behalf. DNS service:
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service such as AWS Route53

1 DNS for ECS cluster. There is different process for making it privately available, reachable through DNS from your other
resources and a different one for making it publicly available.

With route53 you create hosted zones which contain your records. There are two types of hosted zones, public and private.

1. Public hosted zone: A public hosted zone determines how traffic is routed on the internet.

2. Private hosted zone: A private hosted zone determines how traffic is routed within an Amazon VPC.
A private hosted zone is a container that holds information about how you want Amazon Route 53 to respond to DNS quer
for a domain and its subdomains within one or more VPCs


https://docs.amplify.aws/cli/hosting/hosting/

A highly available and scalable Domain Name System (DNS) web service.

Amazon Route 53 is designed to give developers and businesses an extremely reliable and cost effective way to route end users
to Internet applications by translating human readable names like www.example.com into the numeric IP addresses like
192.0.2.1 tha computers use to connect to each otheRoute 53 effectively connects user requests to infrastructure running in
Amazon Web Services (AWS) such as an Amazon Elastic Compute Cloud (Amazon EC2) instance, an Amazon Elastic Load
Balancer, or an Amazon Siple Storage Service (Amazon S3) buckegtand can also be used to route users to infrastructure
outside of AWS

DNS is mostly UDP Port 53, but as time progresses, DNS will rely on TCP Port 53 more heavily. DNS has always been designed
to use both UDP and TCP port 53 from the start, with UDP being the default, and fall back to using TCP when it is unable to
communicae on UDP, typically when the packet size is too large to push through in a single UDP packet.

https://www.red -gate.com/simple-talk/cloud/infrastructure -as-a-service/introduction -to-route-53/

In order to manage domains in Route 53 you can create one or more hosted zones, which is the basic entityogted Zone is
similar to a zone file in any other DNS system which consists of a collection of resource record sets. A record set canttye-a
level domain, its subdomains, DNS records, MX records, etc. Route 53 allows almost all types of record types in a recbrd se

When creating hosted zone for your domain, Route 53 will add two record sets by default. One is a SOA (Service Of Authority)
record and the second one is a NS record with four virtual name servers. You need to update your registrar with these name
servers,so that they should answer DNS queries for your domain. Next you need to create aredord for your root domain. As
A-records can only be pointed to an IP address, you will need create an elastic IP and attach it to an EC2 instance. Analias f
the A record means that the A record will not point to an IP but rather to another domain.

Sometimes you may only need to move a subdomain to Route 53. Procedure for this is same as above. First create a hosted zone
for your subdomain (say subdomain.example.com). It will add SOA and NS records for the subdomain. Using the nhame server
addressescreate NS records for this subdomain in your registrar account. To use this domain name, you need to create-an A
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as CNAMEsd not allowed at zone apex.

When you register a URL, a hosted zone is created for it for which you can create record sets. These record sets contaiDiNBe
records. There are various routing policies to choose from. For example the simple routing allows you to define only one relco
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randomly route requests to your URL among the defined values.

Some policies allow to take into consideration the health checks. Health checks monitor the health of your endpoints. You can
set them up to test them every 30 secs for example. If a health checks fails then Route53 will not route requests to youeaithy
resources.

There is also a traffic flow tool which is a GUI tool within which you can create sophisticated routing policies.

Elastic beanstalk
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you can just upload your code, for example python code, and amazon will automatically provision the different services that i


https://www.red-gate.com/simple-talk/cloud/infrastructure-as-a-service/introduction-to-route-53/
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Its much simpler than cloudform.

SQs

A web service that gives you access to a distributed queue system. There is a standard type and a FIFO type. The standard typ
offers at least once delivery but due to its distributed nature occasionally you might have more than one copy of the same
message delivered out of order. le. It offerbest effort orderingg ( AOA ET [T ET A OEA OEOEAEI EOU (
might use a FIFO type queue which offeexactly once processing. They are limited though to 300 transactions per second.

Long vs short polling

SQS offers long polling.

SWF

It is a system used for coordinating generic tasks where a task might involve human interaction as well, for example go ® th
shelf of the store and pick up the stuff to put in a box and mail the box. You have workflow starters, deciders and workers.

SNS

Simple notification service allows you to set up operate and send notifications from the cloud delivered to subscribers ohet
applications. You can send Push notifications to mobiles, SMS text messages, emails, messages to SQS or to any HTTP endpoint
You can group recipients based on topics. Some recipients would be subscribed to one topic but not to another. SNS stores its
messages redundantly in many AZs. SNS is a push system while SQS a pull one, you have to have instances constantly asking for
data.

Kinesis

Its a platform on AWS to send your streaming data to. there are three types of kinesis services. Typical streaming dataoiskst
prices or IOT sensor data.

Kinesis Streams A CLOUD GURU

Kinesis streams
Kifiasis Sifearns Its a service to which all of your data producers send th¢
Producers Consumers data. Data is retained there for 47 days and is distributed
i B 3 (el | in shards. So data is persisted. Then you have consume
which are EC2 instances that can get the data from kines|
streams analyze themand store the analytics in other
services like DynamoDB.

Kinesis Firehose

o b Your producers send the data to firehose but the data i
Shard ) not persisted there, it has to be analyzed on the fly an
‘ then stored to s3, or a warehouse or an elasticsearc
cluster or whatever.

24 Hour - 7 Days Retention ’ Redshift

Kinesis analytics

This service can be used for on the fly analysis of streaming data. It can work inside both steams and firehose.

Containers in AWS

Introduction
AWS Elastic Beanstalk vs AWS ECS vs AWS Fargate for Containers



AWS Elastic Beanstalk is an application management platform that helps customers easily deploy and scale web applications
and services. It keeps the provisioning of building blocks (e.g., EC2, RDS, Elastic Load Balancing, Auto Scaling, CloudWatch)
deployment of applications, and health monitoring abstracted from the user so they can just focus on writing code. You simply
specify which container images are to be deployed, the CPU and memory requirements, the port mappings, and the container
links.

Elastic Beanstalk will automatically handle all the details such as provisioning an Amazon ECS cluster, balancing load,-auto
scaling, monitoring, and placing your containers across your cluster. Elastic Beanstalk is ideal if you want to leveragebgefits

of containers but just want the simplicity of deploying applications from development to production by uploading a container
image. You can work with Amazon ECS directly if you want more fisggained control for custom application architectures.

ECS gave you great flexibility, but at the expense of managing the underlying clustered hosts. There was also the lighter
weight Elastic Beanstalkoffering: the clustering platform was managed automatically, but there wasn't as much configuration
wiggle room, and was mainly geared toward websites. With ECS Fargate, the underlying clustered hosts and orchestration is
handled for you. You can focus eopletely on your containers and clustering parameters. But, unlike Elastic Beanstalk, you could
be more flexible in your configuration.

It completely abstracts the underlying infrastructure, and you see each and every one of your containers as a single mactine.

is true that you are giving up some cool aspects of real PaaS. Yes you will still havenémually updateUT OO0 AT 1 OAET AO
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administration. But, it also means that you can do pretty much anything you can think about and have complééxibility and
freedomin the systems, languages, tools, libraries, and versions that you want to use.

x  Kubernetes on AWS

AWS makes it easy to run Kubernete¥.ou can choose to manage Kubernetes infrastructure yourself with Amazon EC2 or get
an automatically provisioned, managed Kubernetes control plane with Amazon EKS. Either way, you get powerful, community
backed integrations to AWS services like VPC, IAM, and service discovery as well as the security, scalability, andavgttability

of AWS.

x  Elastic Beanstalk
In a multi container setup all containers run in a single EC2 instance. The autoscaling works in EC2 instance level sotheers
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Multi Container: Architecture You can launch a cluster o

multicontainer instances in a single
instance or autoscaling Elastic Beanstal
environment using the Elastic Beanstalk
console.

One very important disadvantage is that
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cluster instances must run the same se
of containers which means that they are
D scaled all together as a single unit.

Container 1 —»{ Container 2 Container 1 —* Container 2

Each environment has its own ECS Cluster This is not convenient for having a web
container and some workers. You want
to scale only your workers and this is not

The ECS Task is defined in the Dockerrun.aws.json file possible.

Supports a single ECS Task definition per environment

Uses a flood scheduling mechanism
Provides out of the box auto scaling for ECS Tasks



https://aws.amazon.com/elasticbeanstalk

ECS
the ECS task definition closely resembles a Kubernetes pod while the service definition mimics a Kubernetes deployment.

Launch types

You can run it either in Fargate launch type or on EC2 launch type. In the first case the underlying resources the clustesiin,
are managed by amazon. In the latter you have to manage them.

Task Definitions

To prepare your application to run on Amazon ECS, you creatéask definition. The task definition is a text file, in JSON format,
that describes one or more containers, up to a maximum of ten, that form your application.

Container Instances

The containers you describe in a task definition live in a container instance. What the container instance actually is, dejseon
the launch type. In EC2 launch type, the container instance is a an EC2 instance that is running the Amazon ECS contaimér age
and has been registered into a cluster. Tasks using the Fargate launch type are deployed onto infrastructure managed by AWS.

When you set a container instance t®ORAINING, Amazon ECS prevents new tasks from being scheduled for placement on the
container instance.

Services

After you have your task definitions, you can create services from them to maintain the availability of your desired tasks.
scale your containers, you have to scale your tasks which are scaled by their service.

An Amazon ECS service enables you to run and maintain a specified number of instances of a task definition simultaneously in
an Amazon ECS cluster. If any of your tasks should fail or stop for any reason, the Amazon ECS service scheduler launchigsrano
instance of your task definition to replace it in order to maintain the desired number of tasks in the service.

Clusters

An Amazon ECS cluster is a logical grouping of tasks or servidéyou are running tasks or services that use the EC2 launch
type, a cluster is also a grouping of container instances.

Container agent

it is a process running in the container instance. The Amazon ECS container agent allows container instances to connectuto yo
cluster.

Resources and Tags

Amazon ECS resources, including task definitions, clusters, tasks, services, and container instances, are assignachanon
Resource Nam&ARN) and aunigue resource identifier (ID). These resources can be tagged with values that you define, to help
you organize and identify them.

Service Discovery for Amazon ECS



Amazon ECS Service Discovery. Service discovery uses AWS Cloud Map API actions to manage HTTP and DNS namespaces f
your Amazon ECS services. You can enable service discovery for your containerized services. Amazon ECS creates and manages
a registry of sevice names using the Route 53 Auto Naming API. Names are automatically mapped to a set of DNS records so
uir & AAT OAZEAO OI OAOOGEAARAO AU AT AT EAOh AT A EAOA ORHad (May EAC
2020), service discaery is available for Amazon ECS tasks using AWS Fargate or the EC2 launch type with awsvpc networking
mode.

DNS for ECS services

You can make a service reachable by DNS. There is different process for making it privately available, reachable through DNS
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your DNS records since the underlying container instances might change during the lifetime of your services. You can make your
service privately reachable with AWS Cloud Map that points to the correct IP every time. For making it publicly available the
easkest and the proper way is to put it behind a load balancer. Load balancer has a DNS name to which you can point your DNS
records.

Your ALB will already have a DNS name with some long abdcef123emst1.amazonaws.com type of hostname. If you're hosting
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subdomain of your domain which points to that same long hostname and use redirection of dns queries made to your naked
domain to your www subdomain (this is what | did for heroku-godaddy and also for AWS$jodaddy). this way when you visit
zakanda.com the registrar will forward you towww.zakanda.comwhich points to your ALB. If you set up SSL then you forward

to www subdomain through https protocol.

Pushing code

| imagine the automated pipeline like this. You commit changes to master on github. This triggers the docker build actions in
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option enabled which redeploys the service using the updated images.

For the manual process | would commit the code and then manually build the images from it, push them to a hub and then update
the services manually.

Tips

If you update a task definition you have to update its service and make it use the new task definition.
If you push an update container image with the same name to your docker registry and you want to update your tasks with
it you can just restart the service that controls this task with the option EnforceDeployment on.

U  When you create an ECS cluster an auto scaling group is created for it with the desired number of EC2 instances. When you
want to close your cluster temporarily you can edit it and set the desired instances to 0. Then when you want to start it
again set itto what it was.

0  ??When you update your services (created with the rolling update option) then in order to achieve no downtime your
cluster needs to scale up to more instances, deploy the updated services to them and then scale down again. This means
that your containers will run in new container instances with new IP addressesvlaybe you must create an Elastic IP
address and connect it to your ec2 instance
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The env variables defined in a task only have effect when the container runs by the task. They will not be available if you
manually run a custom command to your container. To do so you have to specify the needed env variables with the docker
run command.The easiest way is to upload an env file to your container instance and point to it with the run command.

0 ??Notice that the health checks performed by the target group of the load balancer, use the internal IPs of the container
instances (ec2 instances). This means that you have to add these IPs to the allowed hosts of your django app. Is there any
way to avoid this and use for example the private dns name of the service that you want to check?


http://www.zakanda.com/

https://forums.aws.amazon.com/thread.jspa?messagelD=423533naybe a workaround would be to identify the health
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have to hard code the IPs in your code.

Getstream

Database

Static

branch

State 0 (dev)

Zakandadev

Db-dev

Static-dev

Demo

State 1 (prod)

Zakanda last heroku

Db last heroku

Static-last heroku

Master (last heroku)

Internet - ALB - reverse proxy - application server

Internet to ALB is encrypted with SSL certificate that lives in the ALB. All the rest communication is with http. Applicatiboad

Balancer does pass "forwarded-for/x -forwarded-proto/x -forwarded-port" headers with the request.

The X-Forwarded-Proto (XFP) header is a ddacto standard header for identifying the protocol (HTTP or HTTPS) that a client

Ei

used to connect to your proxy or load balancer. Your server access logs contain the protocol used between the server and the
load bdancer, but not the protocol used between the client and the load balancer. To determine the protocol used between the
client and the load balancer, the-Forwarded-Proto request header can be used.

Redirect http to https

http requests can be redirected to https with different ways. One way is with the application server (in django with

SECURE_SSL_REDIRECT=True setting). Another one is from the load balancer. With the aws ALB you can set a redirect action

But the first option has some issues. All communications to application server are through http (https only to internet to load
balancer). this means that if you redirect all http to https in the application server you will get infinite redirections. Sbe proper

way to redirect https to http is in the load balancer level.

Misc
Beginner friendly projects

1. Deploy and host a productieeadyhighly availabl&/ordPress website on AWS

https://www.aosnote.com/offers/xFzgby9z/checkout (TECHWITHLUCY coupon code). You do it yourself without elastic

beanstalk so that you know all the underlying fundamental parts.

https://aws.amazon.com/getting -started/hands-on/build -wordpress-website/

2. Build a Serverless Web Application
https://aws.amazon.com/getting -started/hands-on/build -serverlessweb-app-lambda-apigateways3-dynamodb-cognito/

Multiple projects in AWS

There are a few potential approaches you could take:

1. Use a nhaming convention and tags
2. Isolate projects via separate VPC and IAM groups
3. Completely separate accounts for each app

The third is usually the best option. You can use AWS organizations to handle the multiple accounts and have consolidated

billing. From the organizations interface invite a new user to the organization. You can choose to create a new user instéad


https://forums.aws.amazon.com/thread.jspa?messageID=423533
https://www.aosnote.com/offers/xFzqby9z/checkout
https://aws.amazon.com/getting-started/hands-on/build-wordpress-website/
https://aws.amazon.com/getting-started/hands-on/build-serverless-web-app-lambda-apigateway-s3-dynamodb-cognito/

inviting an existing one. For email you can use a mail like thigimgeows+something@gmail.comThis is an alias to your existing
email.

Roles

Trust relationships and Permission policies. A role has both of them. The Trust relationships are what aws services can be
connected with that role and the permissions is what permissions the aws services connected with that role have.

A security group can have a source that is the same security group.

Block based storage vs object based storage

Block storage is the oldest and simplest form of data storage. Block storage stores data in fisgwkd chunks called? you
guesseditt OAT I AEO88 " U EOOAI £#h A A1 T AE OUDPEAAIT U 1T1T1U0 EI OOGAO A
correct address of the blocks, then organizes them to form the complete fiRBecause the data is piecemeal, the address is the
only identifying part of a block? there is no metadata associated with blocks. This structure leads to faster performance when

the application and storage are local, but can lead to more latency when they are farther apart.

Compared to block storage, object storage is much newer. With object storage, data is bundled with customizable metadata tags
and a unique identifier to form objects. Objects are stored in a flat address space and there is no limit to the number gécis
stored, making it much easier to scale out.

Round Robin

Round robin load balancings a simple way to distribute client requests across a group of servers. A client request is forwarded
to each server in turn. The algorithm instructs thdoad balancerto go back to the top of the list and repeats again.

Hypervisor

A hypervisor (or virtual machine monitor, VMM) is computersoftware, firmware or hardware that creates and runsvirtual
machines A computer on which a hypervisor runs one or more virtual machines is calledh@st machine, and each virtual
machine is called gguest machine. The hypervisor presents the guest operating systems withvistual operating platform and
manages the execution of the guest operating systems.

DMZ

In computer security, aDMZor demilitarized zone (sometimes referred to as gerimeter network or screened subne} is a
physical or logicalsubnetwork that contains and exposes an organization's externdhcing services to an untrusted, usually
larger, network such as the Internet. The purpose of a DMZ is to add an additional layer of security to an organizatitosl
area network (LAN): an externalnetwork node can access only what is exposed in the DMZ, while the rest of the organization's
network is firewalled. The DMZ functions as a small, isolated network positioned between the Internet and the private network
and, if its design is effective, allows the organization extra time to detect and address breaches before they would further
penetrate into the internal networks. (In AWS VPC with a public and a private subnet the public one acts as a DMZ for the private
one)

How to automate the restart of web server and other stuff after a EC2 instance failure?


mailto:dimgeows+something@gmail.com
https://avinetworks.com/software-load-balancer/
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Firmware
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Platform_virtualization
https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Screened_subnet
https://en.wikipedia.org/wiki/Subnetwork
https://en.wikipedia.org/wiki/Local_area_network
https://en.wikipedia.org/wiki/Local_area_network
https://en.wikipedia.org/wiki/Node_(networking)
https://en.wikipedia.org/wiki/Firewall_(computing)

The current product is built in Python/Django, MySQL, PostgreSQL on AWER, S3, RDS, ELB Elastic Beansta)k You should
be very comfortable in this envinronment.

AWS (EC2, EMC, DDB, S3, SQS, RDS, etc)

User uploaded files
There are 2 possible methods:
Direct upload
4EEO EO OEA POAAEAOOAA APDPOTI AAE EAZA Ul O860A x1 OEEI C xEOE FEEI
making a direct connection from the end user browser to S3. While this reduces the processing required by your application it
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Most of the articles listed below demonstrate how to perform direct uploads. Large file uploads in singlbreaded, nonevented
enODEOI 11 AT OO | OOAE AO 2AEI 6q AiI T AE Ui OO0 ApbPI EAAOEI T80 xAA A

Passthrough uploads
Passthrough uploading sends the file from the user to the application on Heroku which then uploads it to S3. Benefits of this
approach include the ability to preprocess usekOBD1 T AAO AA &£ OA OOI OET ¢ ET 308 (1 xAOA[
your application dynos during the upload process.

Amazon Step functions

You might want a 2d lambda function to always follow a first and only run if the first succeeds
You may want to execute 2 functions in parallel and feed the combined results into a third
You may want to choose between 2 functions based on the outcome of the first one

You can write a lot of code to orchestrate the interaction of your microservices (which in this case are lambda functions)ou
can use amazon step functions to coordinate your workflows. It has embedded try catch finally patterns to manage task timsput
retries and failures.

Monitoring (Observability)

Intro

You might need to use an APM service for sure. But you might also use a log streaming serbice to keep track of your logarmnd
additional error tracking service for context around application errors.The Grafana blog pos@ogs and Metrics and Graphs, Oh
My!dprovides more details about the differences between logs and metrics.

i APM services

1 Prometheus+Gifana(powerful, free, but steep learning curve)
1 New reli(powerful and free plan)

1 Dynatracqlamazing but expensive)

1 Instana

1 Datadog

Have in mind that from k8s you get some cpu and memory data information out of the box.

U Log streaming/aggregation services
Loki (free, like Prometheus but for logs), OpenSearch, coralogix, elasticsearch

U Application Error monitoring service
Sentry (you can connect sentry with Grafana to see everything in a single dashboard)



Notice that you can monitor your application errors with Prometheus directly using Djang@rometheus for example that adds
a middleware and sends data to a specific url.

Prometheus+Gra fana vs New Relic vs Dynatrace

TLDR; Dynatrace One is, in my fairly well informed/experienced opinion, is the Bently or Aston Martin of monitoring solutions
Sure, you can invest a lot of time and effort in customizing the heck out of the Prometheus/Grafana open source stack and get
amazing results from that (and even that's become way easier to do in the past year or so), but | personally see that solutisn a
a sort of "kit car" that's only as good as the people you have setting it up and maintaining it. New Relic is like the Caafry
monitoring solutions; affordable (even without the big client discounts), sufficient for 85% of the things you'd typically thow

at it, supports some deeper extension (i.e. there's plenty of "aftermarket tuning" that can be done). You can mostly bridge t
gap between New Relic and Dynatrace or Prometheus if you're willing to accept the limitations (samples instead of everything)
and do your homework, but at the end of the day you're not driving this "Camry" off the lot and "taking it to the track”. Wit
Dynatrace One you can take it to track day right away and expect to have a mdnan-respectable showing.

Instana
Enterprise Observability solution (acquired by IBM)

Instead of configuring and connecting many different opeisource tools yourself, you get a complete solution. Very nice and
featureful.

Price $75 per host per month, minimum order quantity 10 hosts so minimum of $750/month. A host is a physical or virtual OS
instance that you monitor with Instana.

ELK stack

Elasticsearch, Logstash and Kiban&lk's APM is terrible and half baked. Not a fan at all

Dynatrace

Very Expensive Dynatrace One was hands down the single best "whole ecosystem" APM/monitoring tool | have ever had the
pleasure of using. After some light configuration work, we had automatically generated datacenter health dashboards that
allowed us to drill down to the network level and see some (minor) network traffic issues, full visibility of the applications from
nuts to scalp (host VM health/status, interhost networking health/status, inter-app and public facing transaction tracing out of
the box, real user monitoring, no transaction sampling we got every bit of telemetry generated by every transaction, viz on our
websocket connections/transactions with some more minor servesside tweaking. It's a beautiful product in comparison to New
Relic, whichneeds more heavy lifting and multiple agents (APM, JS, and Infrastructure) to only come close to Dynatrace One's
capabilities (which uses only a single hoskevel agent).| really fell in love with it, but holy Moses the cost! For what we were
implementing, only 50 hosts in our UAT environment, the license we were quoted was upwards of $65K annually.

kube-prometheus-stack

have in mind this for Prometheus and Grafana on Kuberneteshttps://github.com/prometheus -community/helm -
charts/tree/main/charts/kube -prometheus-stack

Monitoring stack
1 Cloud Provider (generally AWS)
1 Kubernetes (generally using clepidbvider's version, eg: EKS)
1 Prometheus


https://github.com/prometheus-community/helm-charts/tree/main/charts/kube-prometheus-stack
https://github.com/prometheus-community/helm-charts/tree/main/charts/kube-prometheus-stack

Prometheus Alert Manager

Cloud Provider's Monitoring System for Cléudvider managed SaasS services (eg: CloudWatch, for watching RDS, ES, etc)
ElasticSearch + Kibana for log aggregation and log visualization/searching/dashboard

Grafana for visualization of metrics from CloudWatch + Prometheus + Application (via RDS)
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1 Amazing Dashboards for Grafana. See: https://github.com/DeN®yEna/Grafana
Dashboards/raw/main/images/kubernetaginxingressviaprometheus.png for example
SN&o-slack simple terraform module to send all CloudWatch/AWS alerts into Slack
Prometheus setup to send alerts to Slack, and critical alerts to Pagerduty
1 Setup an "deasihans" alert in Prometheus which always alerts and sends an http request every minute into an AWS
Serverless stack which saves transparently into an CloudWatch metric, which has an alert to detect if Prometheus dies.
1 Besides good default/best practice alerts for AWS resources which go to slack, create some critical alerts which send to
PagerDuty.
Once you've done this once, 99% of it can be done via Terraform.
I've rinse and reised this stack with about 20 companies now. Pure beauty. You can setup alerting schedules and such in PagerDu
to do shifts. You can enable devs to monitor and maintain things by inviting them into Slack and giving them accesgkib@&nafan
Generally on top of that above | CI/CD 99% of everything with either Gitlab or Github. Or whatever the client wanefebthdge

=a =4

Aws Cloudwatch

By default, AWS gives you visibility into metrics like CPU load logs, network latency, request volume, etc., but not EC2 mgmo

OOACA8 &l O 1T OEAO 1 AOGOEAO 1T EEA w#c¢ 1 AT OU OOACAR Ul 6811 EA
CloudWatchcontains a lot of different metrics to choose from.

'T ACAT O EO OEiIiPI U A AAAECOI OT A OAOE OEAO Ai11AAOO ODPAAEEE
familiar with AWS, you may already know that for one service to access another, roles and permissions are needed.

Aws X-Ray

Monitor your application traces and get a view of your connected services. Very suitable for monitoring microservices. Yon ca
easily enable it when using aws api gateway in front of your microserviceX:-Ray provides an eneto-end view of requests as
OEAU OOAOGAI OEOI OGE Ui OO ApbPi EAAOCEIT AT A OEI xO A 1T AP 1 £ UI

Aws cloudwatch syntheti cs

It monitors your users experienceFor example, how much time does it take to load a page? Is a link broken? Are there any page
load errors?It monitors your endpoints. It uses the concept of canaries. A canary is a configurable script that follows the same
routes and perform the same actions as a customer. You can run scheduled canaries.

Aws cloudwatch Service Lens
Tie all the monitoring tools in one place. Monitor the health performance and availability of your application.

1. Infrastructure monitoring
2. Transaction monitoring (uses traces to understand dependencies between your resources and identify faults in your servic:
3. End user monitoring (uses canaries)

31 party APM tools (application performance monitoring )



xEET A T AUTT #1171 OAxAOAE AAT bOi OEAA AAOAEI AA Al 1T OA ET GECEO
by New Relic. Businesses looking specifically for an application performance monitoring tool may find more success with New
Relic.

| see Sentry and New Relic as having quite different purposes.

1 1 use Sentry for debugging errors in production
1 1 use NewRelic for figuring out performance issues.

New relic

Application monitoring

Server monitoring (resource usage, cpu, ram, disk, network etc.)
Browser monitoring

Mobile monitoring

Availability monitoring

After you install the Python agent, it begins to collect data about your app. You can view the data as charts and tabldseitNew
Relic ULIf you are using Docker, install the agent within each container.

a) Application Stack Trace Details

New Relic offers awesome interface for debugging the server side performance issues. While this running on your servers it
keeps track of the entire run time stack and gives a detailed report on issues by thread profiler. For example, it countsthsgp
number of database queries that are running slow and within your particular thread and gives a report on how many different
queries are executed and how long they took to executes. This is a out of the box feature to allow you quickly to identify
performance issues:which queries take too long, which query is called too many times, what function is running for way too
long.

b) Global Real User Tracking

Since this runs on your servers and also as part of js on your webpage, you can track accurate real user page load times. Thi
was way more valuable to our company than the simulated traffic because it allowed us to see exactly how our web pages were
performing all across the world. This offers for real user page performance tracking allowed us quickly to see if there were
particular users that were getting a worse experience than others.

Distributed traces



Here is an example of a web transactio
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Sentry

Sentry's SDK hooks into your runtime environment and automatically reports errors, uncaught exceptions, and unhandled
rejections as well as other types of errors depending on the platfornGGenerally, unhandled errors are errors that aren't caught
by any except (or try/catch) clause.

Notice that you can also report handled exceptions

Sentry vs logging

Sentry is for errors and crashes. Logging is for tracing events even non errors. Sentry saves context for our errors. Samugser
are not stored again. So if you want tracing you need to use your typical logging infrastructure.

Prometheus + Grafana

You have prometheus and graphana microservices. You open graphana and add a data source. You add the Prometheus service
endpoint. Notice that you can also monitor postgresql with Prometheus.



