Design Patterns

Intro
https://codewithmosh.com/courses/enrolled/759570 a good course

Design patterns are elegant solutions to common repeating problems in software design. A good book proposed by many as a
reference: Design patterns elements of reusable object oriented software, by GoF. The book separates 23 design patterns in
three categaies, creational (patterns that deal with different ways to create objects)structural (patterns that define the
relationships between these objects) andehavioral (deal with the communication between these objects). Design Patterns
help you build reusalle, extensible and maintainable software

Patterns to have in mind

Memento, state, command, observer, mediator, visitor, pipeline,

The 4 basic principles of OOP

encapsulation, abstraction, inheritance and polymorphism.

com. codewithmosh Encapsulation
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outsiders only use setBalance and getBalance.

( balance) {

(balance > 0)

= balance jDUOE|T6C) PDOi PAOOU i AOET A
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MailService { Abstraction
()t

connect( ) ] o o
authenticate() Reduce complexity by hiding unnecessary details in th
: classes. We hide connect, authenticate and disconnect fro
SR AL the rest of the program by making them private. We only
need to interact with the send_email method of this clasg
connect ( The rest of the methods aramplementation details of this

.printin( class.

disconnect() {
printin(

authenticate() {

| Inheritance
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UlControl.java TextBox.java

com. codewithmosh
Main {

drawUIControl(

control.draw()

Main.java UlControl.java

com. codewithmosh

TextBox.java
[ ]

() {
System. .printin( )

}

Main.java UlControl.java TextBox.java

com. codewithmosh

a0ver
draw() {
® gSystem.out.printin(
}

s

OOP principles

U Single Responsibility Principl
U Open Closed Principle

UIControl {

CheckBox.java

main(String[] args) {
CheckBox())

drawUIControl(UIControl control) {

CheckBox.java

UIControl {

e

Polymorphism
An object @n_interface) can take many different forms
(implementations of the interface.

It uses the concept of interfaces. You work with aimterface
and not the actual implementation of the interface.

In this case you have an abstract method UlControl (th
interface) which is an abstract method for ui buttons of g
menu. Then you have an actual implementation which is th
CheckBox. In the main program you use the UlControl (th
functions work with an UlControl instance) and not a
specific implementation. So you just call the draw methog
of the interface which is implemented differently in each
implementation.

for extengion

By following this principle, you can add new functionality without changing existing code. Fo
example when we use a generic interface with specific implementations of it, in order to ad
new functionality, we just have to add a new interface implementatio without modifying

for modification o ) ) 4
existing code. This makes our codebase more robust to changes, easily extensible
maintainable.

UML
— lass Shape { Unified modelling language. A graphical notation to represent a system (it
— ivate int positionX; classes and their dependencies).
= position :\\n
> veniae) SR \Vithout parenthesis we define the variables and with () the methods of a class.

shape

Rectangle

ligll

Composition: Shapéas aSize

We have 3 types of relationships between classes: inheritance, composition a
dependency relationship

—_— INHERITANCE
~— COMPOSITION
....... > DEPENDENCY
Dependency

Somewhere in the shape class we have a reference (a dependency) to
document class
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Dependency occurs when one object "is dependent” on anothelt can occur with

or without a relation between the 2 objects Actually, one object might not ever
be knowing that another exists, yet they might be dependent. Example : Tt




Shape

Size

Document

shape

render(document)

.

Documentk

Shape {

d render(Document doc) {

Shape {
ite Size size;

Dependency: Shapelepends on(references

Producer-Consumer problem. The producer need not know that the consume
exists, yet it has to do wait() and notify(). So, "NO" , dependency is not a subse
association.

Compositon ¢, j xEAT AT T AEAAO8O OAOEAAI A
other_object). Is a type of association in whiclthe "child" object cannot exist
without the parent class. i.ejf the child object exists, then it MUST BE IN TH
parent Object and nowhere elseEG: ACar (Parent) has Fuel injection system
(child) . Now, it makes no sense to have a Fuel Injection system outside a car
will be of no use). i.e, Fuel injection system cannot exist without the car.
Aggregation : Here, the child object can exist outside the parent object.@arhas
aDriver. The Driver CAN Exist outside the car.

Patterns

--- Behavioral ---
They deal with the communication between objects

Memento

String

String

Editor

Main.java Editor.java

com. codewithmosh.memento

{
I

(String co
= content

ntent) {

EditorState

content: String

createstate()
restore(state)

#| content: String

;A

_

4

History

2

states: List

pop()

push(state)
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In this case we have an editor that shows some content and we want to implement
undo functionality. The editor is a class with one variable, the content (with setter an
getter methods). how would you implement an undo behaviour? One solution woul
be to use a list that stores the previous contents. Notice though, that later we cou
AAA 117 OA OAOEAAT AOG OI OEA AAEOI O OEA
example title. This would mean that we now have to use many lists for storing mar
variables histories which is not convenient. So we can have all the undoable variabl
A0 EAUO ET A OOAOA T AEAAOh AT A OO1T OA

In the memento pattern, we create a class that represents the state of the edit
(EditorState). its members are the undoable variables. So each editor stésmapshod,

is an instance of this class. Now we need to have a list of those instances. We
another class to store that list (the History class). Each instance of this class is a histq
of states (snapshots). (We say that the history class is composed of Ed§tate). The
Editor class has a createstate method that creates a new state instance. M hgushes
that state instance to a history instance.

Notice the difference with the undo capability of the command pattern. In the
memento pattern even if only one variable of the state changes, we still create a né
state instance which contains all the state variables. So we keep a history of ent
state objects even if only one variable of the state changes. This has memq
implications. In the command object we would have commands for each variab
change. For example, changeContentCommand, changeTitleCommand etc. Then ¢
individual action could be undable. Each action could be stored in global histor
I AEAAO8 7EAT Ui O OT AT h Ui O PIiD A ATIIl
method. Notice thatin memento the history object holds a list of states while in the
command pattern a list of commandgthat know how to unexecute themselves).

Me: we can make the history object an Iterator (see the iterator pattern).




Main {

main(String[] args) {
Editor()
History()

editor =
history =

editor.setContent( )
history.push(editor.createState())

editor.setContent( )
history.push(editor.createState())

editor.setContent( )
editor.restore(history.pop())

System. .println(editor.getContent ()]

State

It is called state pattern, because it allows an object to behave differently if the state changes. For example, the mousatiipod
behaves differently depending on the state of the Tool interface.

Canvas.java ToolType.java

() {
== ToolType.
System. .printin(
( == ToolType.
System. .printin(
( == ToolType.
System. .printin(

() {
( == ToolType.
System. .printin(
( == ToolType.
System. .printin(

== ToolType.
.printin(

Systel

.mouseDown ()

() {
.mouseUp() ;|

()

(Tool currentTool)

Say you want to build an app with various tools available to the useg
(brush, eraser, drawer etc.). When you select a tool the mouse dow
and drag functionality changes (the drawer draws a line, the erase
erases etc.). one way to implement this is to chkcwith if else
statements on each mouse action or keyboard button. This means th
you will repeat this if else statements many times within your app (on
mouseUp, mouseDown, on key pressed and other similar functiong
making it eventually hard to change ad maintain.

Instead we use polymorphism. We implement a button interface as a
abstract class and each button is a different implementation of thi
interface. In the code we work with the interface. Whenever we wan
to add a new tool we just have to implement a new iplementation of
the interface. This approach follows the open closed principle.

Canvas Tool
currentTool >
mouseDown() mouseDown()
mouseup() mouseup()

e

(sm%nW (

Brush

N

LmouseDown() J LmouseDown()

mouseUp() mouseUp()

Strategy
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We want to store an image. Before storing, the image must be compress
and filtered. We can have more than one compressing and filterin

ImageStorage Compressor . . . .
9 d P algorithms. Instead of creating if else loops we use interfaces.
compressor ¥»| compress()
filter
\St"’e‘) ) It looks a lot like the state pattern but there is a difference. In the stat

| | pattern, the object (canvas) can have a single state (the current tool) thg
JpegCompressor | | PngCompressor ] defines all its methods (mouseDown and mouseUp). On the contrary in th

l 300A0AcU DPAOOAOA ®RAT i AGO0EARA8 7A
B

behaviors (compressor, filter) represented by one Interface each.

,
Filter
Context Strategy ImageStorage
apply()
> compressor
i & filter

Compressor

T store()
O\

ConcreteStrategyA | ConcreteStrategyB

(notesfrom another sourcg

compress()

It is a pattern that describes a composition mechanism. The imageStorage class is composed of (or has) a compressor (an
abstract compressor behavior) and a filter (an abstract filter behavior). Then a specific compressor behavior extends the
abstract compressor behavior. In the generic notation, the Context is composed of Strategies.

This pattern promotes composition over inheritance. Think of the example with the ducks. Instead of using inheritance which
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abstract interfaces(the strategy interfaces). Each abstract strategy interface can be implemented by a numbesthtegiesthat

contain the actual implementation. This way instead of having separate subclasses (for example a mountain duck that inherits
from duck) the subclass is replaced by a specific configuration of strategies.

If we have many variants of ducks, we could not have
clean inheritance hierarchy. Instead, we might need som
combinations of properties that belong to different
OOAAI AOOAOG O £ OEA OAIT A 14
use composition using the stréegy design pattern where
the duck class uses strategy interfaces (duck behaviors).
duck behavior can have various implementations (actual
strategies) where each strategy has distinct methoc
implementations. So now a duck is a configuration ¢
strategiesinstead of a specific subclass.

In this picture we would need to create a new subclass thz
implements the eatl and quack2 methods. If we have mor
variations we would need more subclasses.




!mterator

quack_loudly

display text |
mountain_duck
display text_behaviour)

mountain_duck.fly behaviour

ABC, abstractclassmethod

qaack._hehaviour

display behaviour

FlyHigh()
FlyLow()
QuackLoudly( )
DisplayText()
(fly_high_behaviour, gquack loudly behaviour,

fly low behaviour

Main {
main(String[] args) {
history = BrowseHistory()
history.push( )
history.push( )
history.push( )

( = i < history.getUrls().size()
url = history.getUrls().get(i)
System.out.println(url)

i++) {

INTERFACE

Iterosor

push(url)

pop()
createlterator()

current()
isDone()

Listiterator Arraylterator W

L J

SR
1 J

Interfaces
Have in mind that some languages like Java have the concept
interfaces (abstract classes that contain methods that have no coq
and need to be implemented by the class that inherited from tha
class). In python theabstract base classan be used to implement an
interface (with a module called abc).

Notice that we ultimately work with the interface and not with the
classes that implement that interface. This is the whole point. Fg
example in the duck class, we work with an abstract fly_behaviou
not with a specific fly behaviour like flyHigh for exanple.

Suppose we have implemented a history class (the BrowseHistory
this example) that holds the history states in a list. Then we use it in ou
code with methods that are specific to lists (push, size and get in th
example). But what if we decide to changthe list variable to another
type? We would have to make changes to a lot of places in our code
change all the uses of list specific functions (push, size etc.). T
solution is to use an iterator interface with three methods. Then we
have specific inplementations (list iterator). The createlterator()
method returns a specific implementation instance.

4EA T AET &EO61 AGEI 180 111 DHPh AAT |/
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representation.

(iterator.hasNext()) {
url = iterator.current()
System. .println(url)

iterator.next();|
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browsehistory members. Then if we want to use another iterator
we replace this class with another one and fix any errs appearing
within the BrowseHistory class. But the main function remains
without any errors.

B 4 EA ) OAOAOI O ET OAOZAAAA AT AOT 60 EAOA Al
methods that the specific implementation have to implement. We need specif
R implementation to be able to create iterators of different types (list, array, object et).

= history

BrowseHistory
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hasNext() 4 argument and knows how to iterate over it.

<I i .size())]

@Override
String current() {
.get(
}

@Override
next() {

If we had all the methods in the browseHistory class then it would violate the singl

responsibility principle. It would be responsible for 1. history management and 2. fo

Pustuet) iteration. So we split it to two different classes (the BrowseHistory and Iterator
o) respectively)

hasNext()

Template Method
A template is a sequence of methods execution. The body of the executed methods is defined in the implementation of the
interface.

It is presented with an example of an Audit trail: a system that traces th
gt et recond() detailed transactions_ rele_lted to any itemin an _accounting re_cord. Every tim
dobxecute(); execute() a user makes an action it would be recorded in an audit trail. The audit tra
l is represented by a clas. In the example we have two actions, transfer mone
and generate report. Each task class has to define an execute() method tt
runs the auditrail record() method so that the action is recorded in the
AOAEOOOAEI AT A 001 O OEA TieAaGdiréilGs an
instance of the Audittrail class and holds a list of executed actions.

A

TransferMoney

GenerateReport

doExecute()

doExecEte()

The execute() method of the task interface definest@mplate, a sequence of
methods execution With this implementation when you are creating a new
task, you only have to implement its actual logic (the doExecute method) ar
not the other things related to that task, that need to be executed too (her
the other thing is the recording of the taskn the audit trail)

So Instead of this

Grey fonts are for abstract classes and methods.




Main.java TransferMoneyTask.java GenerateReportTask.java

com. codewithmosh.template

{
AuditTrail

(AuditTrail auditTrail) {
= auditTrail

() {
.record()

® System.out.println(
}
}

We simply do this for every new task

Main.java TransferMoneyTask.java Task.java

com.codewithmosh.template

@Override I
doExecute() {
System. .printin(

- N [ R The concept is that you have a method of an abstract class (interface) whi
executes a few other abstract methods. This execution sequence is like
templateMethod() templateMethod() template. The implementations of this interface define the actua
primitiveOperation1() . . }

primitiveOperation2() implementation of the methods of the tenplate. A template of executing our
7y y class. Notice that the template methods could not be abstract but norm

o % methods that the subclass can override if it needs to. These methods a
(" concreteClass ConcreteClass called hooks, and this is a very common scheme in many frameworks. B

overriding these hooks, you can modify the template.

primitiveOperation() primitiveOperation()
primitivepperation2() primitiveOperation2()
— T
Command

You create action objects for all actions of your application. This way you can create command sequences and undo functtgnali

FREMEWORK Assume we are building a gui framework (buttons etc.) that othe
developers can use to implement their functionality. We could have

button class. Each button has a label, and a click method that implemer
the logic that is executed when clicked. This stuld be implemented by
— the app developers not by us.

Button Command

execute()

v

click()

Once more, we use interfaces. The button receives a command instar

APP Sostomerserte Addcustomer (an implementation of an interface) with an execute method. On click
eSSt N execute() OEAO 1T AOET A xEI1l AA AAI 1 AA8 4EA
addcustomer functionality on a customer servie application. He builds
an implementation of our command interface. In his implementation he
T wocer ) (" command ) calls the addCustomer method of his CustomerService class. Notice tt
the receiver (the customerService) is passed as argument to th
§ *| exscuts() command implementation, notthe other way around. Then he car
S — import the button class, and pass it his command implementation. O
M click a customer will be added.
Receiver ConcreteCommand
We decouple the invoker from the receiver.
- J | )

Since the concrete command implementations are classes, we can he
instances of them, that can be stored in a list and in the database etc.
we can easily replay actions for example.

Composite Command




Button.java CustomerService.java AddCustomerCommand.java

Command {
CustomerService

(CustomerService service) {
= service

execute() {

.addCustomer()

Main {

main(String[] args) {
CustomerService()
AddCustomerCommand(service)
Button(command)

service
command
button =

button.click()
15
J

For example, we can create a composite command (which is also
implementation of the command interface) that gets a list of comman
implementations and executes them in the execute method.

BlackAndWhiteCommand.java

Main.java ResizeCommand.java Comp{

Command {

List<Command> = ArrayList<>()
(Command command) {

.add(command)

f

execute() {
( command :
command.execute()

Command INTERFACE

execute()
(N

UndoableCommand INTERFACE

unexecute()

BoldCommand

execute()

unexecute()
N~

Document
makeBold()
BoldCommand UndoCommand

prevContent: String execute()

execute()
unexecute()

HtmiDocument.java

last.unexecute();

&

Command.java

com. codewithmosh.command.editor

Command {
History

(History history) {
= history

execute() {
.size() > @)
.pop().unexecute()

Main.java UndoCommand.java Command.java
uvcuniene -

document.setContent( )

HtmiDocument.java
nunwocumeiey )

boldCommand =
boldCommand.execute()
System. .println(document.getContent())

BoldCommand(document, history)

undoCommand =
undoCommand. execute()
System. .println(document.getContent())

UndoCommand (history)

last = history.pop();

Undoable commands

The command pattern can also be used to implement undo functionality
We make any action we want, undoable. We do this by creating a ne
interface (UndoableCommand) that extends the command interface.

EAO OEA O1 AgAAOOA 1 AOET A8 theroligindl |
command interface because not all actions are undoable. Tk
boldCommand (makes the fonts bold) is the concrete implementation ¢
the undoable interface. The receiver is a distinct class (the Document

this case). it knows how to make its @ntent bold.

Notice that we store the previous content in the commanc
implementation. It will be used by the unexecute method to bring the
content to its original state. The prev state is command specific. F¢
example in this case is the text content without the bold arks. In case
of a resize action, it would be the dimensions of the page before tt
resize. All undoable commands can push themselves to a global histo
object. The undo command is a command itself, which implements th
command interface.

Bold Command execute() Bold Command unexecute()

prevContent = doc.getContent(); ~—
document.makeBold(); doc.setContent(prevContent)

history.push(this);

See the differences with the memento pattern in the memento chapter




Observer (Publish Subscribe)

Think of a spreadsheet case. You have a data_ source wh
are a few cells with values. You have a pie chart th
depends on these values. And you have anothe
OPOAAAOEAAOGO AAI 1T OEAO A
know from the beginning which objects will depend on
your data source. So you have to make this generic.

DataSource Observer

[3
L

value

> update()
~—
r

getVque()
setValue(value)
addObserver(obs) | I

fuibbiviiir S ( SreaciEhinnt w ( o Again we use polymorphism. We use an interfac
— x (Observer interface) that has an update methodThe
L J L datasource (which is the observabler publisher) keeps a
list of all the observer objects that observe itWhenever it

for (var obs : observers) B N B
obs.update(); changes its value, it executes the notifyObservers methc
that iterates over the observers and updates them.

N

ABSTRACT CLASS INTERFACE

The gang of four book uses this notation. Notice that it ha
Subject Oheonver a different class, the Subject (which is th®bservable or
update()
D

Publisher, it publishes changes to its state, it is an obje

v

L]

attach(obs) M

ﬁ:;;;?;‘("‘“) that can be observed) which implements the observing
_. logic, and a concrete class (which would be the DataSour
M ConcreteObserver class in our example) that inherits from the Subject.

ConcreteSubject

The observable notifies the observers but the observer
AT1680 ETTx OEA 1TAx OAlI OA
Subject R Observer update themselves with it. There are two ways tc
N "I update (value) communicate this new value. The push and the pull style.
_ _
In the push style the update method has a parameter whic
I I is the new value (the value could be an object with man
ConcreteSubject ConcreteObserver keys). so the observable pushes the new value to th
observers. The downside of this method is that eac
observer might use different keys ofthat value and we
might need to modify the value object with new keys if we
add new observers.
Subject ] Observer

~—

"I update() In the pull style the observer object has a reference of th
y Observable object, and so it can call any method it wan

from it. So it can call for the data it wants. This way there i
no need to modify the observable any time we want to ad

Y
() ()
ConcreteSubject ConcreteObserver a new observer

&

getvalue() N L3




Mediator

Article 1

Articlel
Article 2
Article 3

ABSTRACT CLASS

Mediator

TextBox

@

DialogBox

Button
changed(control)

-

ArticlesDialogBox

changed(control)

INTERFACE

Colleague

_
| ConcreteMediator

_
—_—
ConcreteColIeague

.

'\______________J

Suppose that we want to create a dialog box window that has thre
sections. An articles list from which you can select one. A title fiel
which shows the title of the selected article (we can edit it). And
button that saves the title when pressed. If narticle is selected, no
title is shown and the button is inactive.

There is a relationship between the three sections (controls). we
want to implement this relationship in an extensible way. This is
what the mediator pattern solves. It creates a mediator class (th
ArticlesDialogBox in this case) that handles the relatioghip logic
xEEIT A OEA AT1001T1 0 OEAI OA1 OAC
controls that are related to them.

Since there might be some common logic for all the dialog boxes
our application, we implement the DialogBox as an abstract clas
So each dialogbox that handles its own controls, would be a distin
implementation of the abstract dialogBox.

The most convenient implementation of the Mediator pattern is to
make the Controls observables, and the specific dialog box

observer of them. In any casethe mediator class is the one that
handles all the relationship logic

First Implementation

The UlControl class

UlControl.java

DialogBox.java ListBox.jav3

com.codewithmosh.mediator

UIControl {
pialogBox

UIControl(DialogBox owner) {

TheListBox class

owner

Every control (the button, the list, the text box) are children of an
abstract UlControl class. The UlControl class has an owner fie
which is a specific dialogBox instance. When you will create
specific ui control like the Button, you will initialize it with a specific
$SEAIT C"1@ jxEEAE xEiI1 AA OEA

AT 1 OAT O AEAT CAOh EO xEI 1T AAII

pass itself to it. This way the owner (which is the specific dialog box

xEIl 1 EIT I x xEE Ags cliaf§edaqdivi apply danyddgit
xEOE EOh OOET C Al EZ Al OA OOA
changed.

The ArticlesDialogBox class

UlControl.java

DialogBox.java ArticlesDialogBox.java ListBox.java

com. codewithmosh.mediator

DialogBox {

ListBox(
TextBox(
Button(

ListBox =
TextBox
Button




UlControl.java DialogBox.java ListBox.java

com.codewithmosh.mediator {
L

UIControl {
String |

(DialogBox owner) {
(owner) titleChanged() {
content = .getContent()
= (content == | | content.isEmpty())
String .setEnabled( ! isEmpty])

articleSelected() {
(String selection) { .setContent .getSelection())
5 = selection
. changed( | )

1

Implementation using the Observer pattern
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and the uicontrol will not have to know about it.

Notice: In this implementation the update() method of the observer (of the articles dialog box) can be called handler() &s i
handles the event of a control change. The observer interface can be called EventHandler (an object that handles an event tha
happened somewhere else). The attach() method of the observable (of the controls) can be renamed to addEventListeners.
Notify to notifyEventHandlers. It is a naming convention thing, used by many frameworks.

Chain of responsibility (Pipeline)

We want to implement a pipeline, where one action is followec
AU AT 1T OEAO 1T1TA8 7A AI180 «x
actions in the pipeline, nor to the pipenodes themselves. W
want to be able to control the order externally easily.

next

WebServer Handler

handle()

v

handle(request)

So we implement it with a linked list actually. We use a Handle
e , [ ] interface with a next variable that is a Handler itself. Eac
andler.handle(request); ™\ . .

L ( Authenticator w ( Logger handler knows its next one. We start the execution of th
pipeline by passing the data (the request in this case) from th
first handler. Then it passes it to the next one and so on. (I ma
a repl test case with this example).

—
N
—
.

Notice that the Pipeline is a new object, which has a simp
reference to the first Pipenode of the pipeline and when yot
execute the pipeline, it executes the first pipenode.
Aurt (PipeNode)
data)

reques

request.username == 'gimli’ request.password == '




main.py *
pipeline Compressor,
main()
compressor = Compressor(None)
logger = Logger(compressor)
authenticator = Authenticator(logger)

pipeline = Pipeline(authenticator)

HttpRequest(password="dwarf")

request

pipeline.execute(request)

pipeline.py *
1|

execute(self, a
o_execute(data) != 'Unauthent
f.execute next(data)

ctmethod

do_execute(

te next(self,
1f .has_next()
f.next .execute(data)

Logger, Au

self.pipenode = pipenode

Visitor

The naive implementation

INTERFACE

HtmIDocument HtmINode

—>| highlight()
plainText()

highlight()
plainText()

HeadingNode ( AnchorNode

[
L L

)
)

HeadingNode.java
Al TdyL1SL<>\ )

Main.java HtmiNode.java

LiSLsnuiuvuuc> -

HtmIDocument.java

add (HtmWNode node) {
.add(node)

highlight() {
( node : )|
node.highlight()

The visitor pattern

It allows to add new operations to an object structure without modifying
it.

In the naive implementation whenever we want to add new functionality
to the htmINodes, for example the plainText method which returns the
inner text of the node, we must add an abstract plainText method to th
interface, then write it in all implementations and create it in the
htmlDocument which iterates over all added html nodes and execute
their plainText method. This is not an easily extensible implementation.

Method overloading
A class can have more than two methods with the same name b
different signatures (for example different parameters). Notice: in
python you can implement method overloading with a library like
OOUDPET C638

We use method overloading to solve this problem. We create a
i DAOAOGEIT ET OAOEZAAA xEEAE EAO
receiving a specific html node. Then each specific operation (highligh
innerText etc.) has its own implementation of the interfae and
implements all versions of the apply method (one method for each nod
where the method contains the code that applies this specific operatio
to the specific html node). this way all the logic of that operation and hov




implementation has an execute method that gets an operation and rur
its apply method passingitse8 4 EEO xAU xA AT 18
the html nodes implementation, but we keep the logic of an operatio

apply(heading) and how it is applied to all elements, in one place.
apply(anchor)

Operation

We use t~hi§ aoorgach whenev~er the Aobiect structure (thg numAber a
| IAEAAGOG Oi xEEAE OEA i PAOACGEITO
( High,ighwpemﬁoﬂ ( Pluimextopemﬁoq want to be able to frequently add additional methads ta it. For exampls
L J L in this case, there is a fixed amount of htin

T AAG OEAO
nodes, so the operation interface would have to have the apply methc
TTERERCE 20 times. But we only touch the interface code once, to create it. The
are no new html nodes all the time so we rarely have to change tr

Operation interface adding more apply methods to it. On the contran
there are many operations that can be applied to an html node, and w

p—

execute(operation)

can implement them easily by adding one more Operatio
T implementation. This follows the open closed principle. You can just ad
| | one more implementation class to add new functionality.

HeadingNode W AnchorNode |

Lexecute(operuﬁcn) J L execute(operation) J

operation.apply(this); operation.apply(this);
Operation.java HighlightOperation.java HtmiNode.java AnchorNode.java 9 | ("‘) A | ’I‘ 6 C") E A OA O| I' | A E /CEU C) E A OD
.codewith h.visit . . S . . .
D new method since it has arextensibility point (operation.apply(this)).

AnchorNode HtmWNode { This, will execute only the apply method that expects this specific objec

execute(Operation operation) { o .
operation.apply( ) The htmIDocument has also an extensibility point. So we can pass ne
I DPAOAOGEIT T O Oi EO xEOEI OO 1|11 AE AU

HtmiNode.java AnchorNode.java HeadingNode.java HtmiDocument.java pattern .

com.codewithmosh.visitor

java.util.ArraylList Main {

java.util.List

main(String[] args) {
document = HtmlDocument ()
document.add( HeadingNode())
document.add( AnchorNode())
document.execute( HighlightOperation()])

HtmlDocument {
List<HtmWNode> = ArrayList<>()

add (HtmNode node) .add(node)
execute(Operation operation) {| [

( node : )
node.execute(operation)

Main.java PlainTextOperation.java Operation.java HighlightOperation.ja'

com. codewithmosh.visitor

Operation {
@Ove
apply(HeadingNode heading) {
System. .printin( )

@Override

apply(AnchorNode anchor) {
System.out.println( 1)
}
}

--- Structural --
patterns that define the relationships between objects. Have in mind Composite, Adapteroxy.
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Composite
Promotes composition. Similar to the strategy pattern.

Whenever there is a hierarchy and we want to treat the objects of th
hierarchy the same way, we can use the composite pattern. For examp
files and folders. A folder can have files and other folders. Whatever we (
( Component W to the folder applies to its contentsand the contents of its folders. Of

grouping shapes in powerpoint. We can group shapes together and mo

render() them as one. We can also group groups together.

Main.java Shape.java Group.java

I I add(Object shape) {

' ) .add (shape)
Shape Group b

( object : ) {

render() (object Shape)

km-‘k-j(c,-,.“:,: Component) ((Shape)object).render()
_/

INTERFAGE ° ((Group)object)|. render()

Component

( A
Lc’perotion() ) N\ We want to avoid having this if else statement that checks what type (

7y object the argument is in order to handle it appropriately. (this action is
called casting an object to a specific class instance)
I |

Leaf Composite

Lrender() J objects: List«Component> render() {

u .1 O0OEAA OEAO OUOEIT AO A AOGAE OU
I OcOi AT OO EAOA 11 OUPA8 4EA CEO
Loperdtion() J Lopemtion() J . which means it should implement the methods it is expected to have,

What we need instead, is to be able to treat the different objects (Shape a
Group in this example) the same way. So we use a component interface tf
implements the common methods of all objects. The composite object (th
group) has a list of component bjects.

Adapter
We use it to convert an interface of an object to a different form (like real world power adapters).

Imagine that we build an application that applies filters to images. We build a Filter interface with an apply method. Therew

can make various filter implementations. Then in our code we can pass an image through a Filter object. Now imagine that we
want to use a third party library that has its own filters. These filters are not implementations of our Filter interface so our an

AT AA AAT 60 AAAADPO OEAI j OUPA ET AT T OEOOAT AUuQgs 41 Oi 1 OAStcOEEO
match our own interface.

The solution is to create a new Filter implementation (as if we create a new of our filters) that implements our interfacaytht
EO Al i1 DPI OAA T £/ OEA OEEOA PAOOU 1T AEAAOh xEEAE 1 AAT O OEWO EC
actually convert the interface of the third party using an adapter.

G )7 OUOGEIT AO A AOAE OUPETC 1 AT COACAR AOCOI AT OO EAOA 11 O
implement the methods it is expected to haWdis means that the argument can be a Filter instance or whatever other class
instance. It just have to implement the methods that are being called from it. Notice though that this pattern can still be
useful in python since the 3 party library objects could have different method names than our own, so we would need to
wrap them in our own objects and call them from there.



From other source: Adapter is very commonly used, Bridge is quite rare.

Decorator
We decorate an object with additional behavior.

INTERFACE

| Stream '
l write (data) l

A
| CloudStream |

l write(data) | write(data)
Y

encrypted = encrypt(data);

Encrypted

:

stream.write(encrypted);
INTERFACE

Component
operation()
—

Iy
ConcreteComponent

operation()

Decorator

l operation()

// additional behavior

i

component.operation();

Main.java Stream.java CloudStream.java CompressedCloudStream.java
LU CUUCEWLLINUSH.UCLUTd LUl «ClHILT ypLEUL LUUUD LT Eall

com. codewithmosh.decorator.Stream

Main {

main(String[] args) {
EncryptedCloudStream(

storeCreditCard( CloudStream(

storeCreditCard(Stream stream) {
stream.write( )

Suppose you want to write a class (CloudStream) that reads an
writes data in the cloud. It has a write method. In cases where th
data is sensitive you want to encrypt it before writing to the cloud.
For other data you might want to compress before writiig, or

compress and encrypt. The naive approach would be to create or
child class (child of CloudStream) for each operation and overrid
its write method with additional logic. This though would mean
that for every new operation you would have to create n&

classes, not only for the new operation but for combinations o
operations. This is not maintainable.

The solution is to use composition instead of inheritance. Yo
create a Stream interface. Then you have one strea
implementation for each operation. These implementationg
(except from the CloudStream class) have a variable self.stream
stream (they are ®mposed of the Stream object) and they can us
its methods. So the write method of each class, will apply it
operation logic (like encryption) and then it will pass the
operated data to its stream object to handle.

The Encrypted class is a decorator and the CloudStream class
the decorated class, because it performs some arbitrary logi
(decorating) before executing the decorated logic.

To use it you pass the decorated stream as argument to th
decorator stream: EncryptedCloudStream(Cloudstream)

It reminds me of the pipeline structure but this structure is | guess
not suitable for long chains of operations. It is mostly for adding
some additional operations that are performed from time to time,
to an object that you use very often.

Here we have one specific object (the CloudStream) that needs
be decorated with additional functionality. In pipeline all objects
are equal and just have a reference to the next one.

Facade
)y 06 0
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Main.java Message.java NotificationServer.java AuthToken.java

com. codewithmosh. facade.Message
com. codewithmosh. facade.NotificationServer

Main {

main(String[] args) {

server = NotificationServer()]
I connection = server.connect(
authToken = server.authenticate(
message = Message (
server.send(authToken, message
connection.disconnect()

Connection.java

We have implemented a notificationServer class to sen
push notifications to our app clients. The problem is that
every time we want to send a notification we have tg
repeat this whole sequence of actions (connect, get aut
token, send the message, discoeut)

The other problem is that our main code that sends the
messages, depends on 4 different classe
(notificationServer, Message, AuthToken, Connection) t
complete this action.

The solution is to create a new class (NotificationService) that has a send method that executes the sequence of actiongsand
dependent on the 4 classes. Our main code now only has to depend on the NotificationService (which is the facade or the front

of its underlying code)

Flyweight

Reduce the amount of memory used by our objects by using a reference (for example an id) to the heavy object instead of the

object itself.

Main.java Point.java PointService.java PointType.java

Point {

PointType
[

Point( > y
= X
=8y,
= type
= icon

PointType type

draw() {
System. printf(

1

FLYWEIGHT

Pdnﬂcoﬁ

Point

x:int
y:int

type: PointType
icon: byte|]

*

PointService | PointiconFactory

getPoints() I» ------- )L getPointicon(type): Pointicon

S |

For example in case of a google maps like app where we have points g
each point has x,y coordinates, a type (restaurant, hotel etc.) and an ima
(stored as a byte array in this example). if we have 100 hotels the 100 poin
can take a lot of memory dueo the size of the image. 100 images of a hote
Instead we separate the type and image in a different class (Pointlcon) a
use a reference to it in the poin class. Any time we want to create a ng
image we do it through a factory class that ensures thét will only create
OEA Ei ACA EZEZ EO AT AOTI 80 Al OAAAU
kind of memory or cache). The flyweight object (the pointicon in this case
is the object that can be referenced.

Point java

PointiconFactory.java Pointicon.java

java.util.HashMap
java.util.Map

[
1

PointIcon> =

Map<PointType HashMap<>()
PointIcon (PointType type) {
(! .containsKey(type)) {
icon = PointIcon(type )
.put(type, icon)

.get(type)

Bridge
RemoteControl
AdvancedRemote ‘ SonyRemote (samsungRemot%
I -
IMPLEMENTATION
| SonyAdvanced ] SomsungAdvcncedw

30pb1 OA OEAO xA AOA AOQEI AET C A
say we have an abstract RemoteControl class with two methods (tur
on and off) and an implementation of it called, advancedRemoteContr
with more functionality (change channel). We mst create a
remoteControl and an Advanced one for any tv model we want t
support. This is not an extensible approach. We have a hierarchy of tw
different dimensions. Feature and implementation. We need to spli
these two hierarchy dimensions and let then grow independently.

What we do is to create a Device interface with all the common method
Then each tv model can be an implementation of that interface.

The remoteControl is now not an interface but a standard class that hg
a Qe\{icg vafiqble (this.device1 i§ compo§ed frqm a device). SO we ¢
DAOO EO A AAOEAA AT A EAOA EO AQD




RemoteControl

IMPLEMENTATION

device

Device

turnon() |v
__

A

AdvancedRemote

RemoteControl.java

ljava Device java

Device

= device

.turnOn()

.turn0ff()

Proxy

com. codewithmosh.bridge

device.turnOn();

Device.java

com. codewithmosh.bridge

{
1

number) ;|

SonyTV.java

RemoteControl {

RemoteControl(Device device) {

S
>

turnon()

A

sonyTV

With the bridge pattern we split this hierarchy to two branches. The|
features hierarchy (remote and its child advanced) and the device
hierarchy (device interface and its children)

The composition relationship between the remoteControl and the
Device classes is the bridge between the two hierarchies

Map in java is like a python dictionary

Main.java RemoteControl.java AdvancedRemoteControl.java Device.java

com. codewithmosh

com.codewithmosh.bridge.RemoteControl
com. codewithmosh.bridge.SonyTV

Main {

main(String[] args) {

remoteControl =
remoteControl.turnOn()

RemoteControl( SonyTV())

We create a proxy (or agent) for a real object and talk to the real object through the proxy. The benefit is that in this yyave
can do some arbitrary logic, like logging, caching, access control etc.

Main.java

load()
}

load() {

System. .printin(

() {
.printin(

System.
1

String

(SUIiny 1iwenane) 1
= fileName

This is an example of using the proxy for implementing
Lazy initialization.

Suppose we are building an ebook library app. We have ¢
ebook and a library class. Whenever an ebook instance
created, it loads the ebook file in memory (it runs the loag
method on initialization). this might cause our app to use ¢
lot of memory without a reason, since we might only wanf
to ultimately show one of the loaded books.

So we implement a Proxy class (the EbookProxy which
an implementation of an Ebook interface. The real eboo
OEAO AT AOGI 80 AT 1 AUU ETEO
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ebook file in memory when it 5 created, but when it is to
be shown. (django uses lazy initialization for its querysetg
for example). the proxy is composed of the real objeq
j OAl E8AAT T E E AAiTEQ8 1171 OF
object creation, but only on the show method.

We can add more proxies for additional functionality
(logging, access control etc.) in this implementation. |
follows the open closed principle. | guess that we cal
combine more than one proxies (passing one to the other
ABGO ) AT 180 ETHpractcE £ OEEO §

Essentially the proxy is identical with a realSubject (since
it implements the same interface) butit delegates its
method execution to the real subject




INTERFACE

Library | Ebook
add(ebook) show() if (ebook == null)
3

y ebook = new Ebook();

lir

ebook.show();

RealEbook EbookProxy
A

show() show()

INTERFACE

Client Subject
request()
y

3

i)
i

It

realSubject.request();
k

RealSubject Proxy |
‘ request() request() l

--- Creational ---
Patterns that deal with different ways to create objects.

Have in mind Abstract factory.

Prototype
Assume we have a drawing app with button for different shapes and w|
want to implement the copy functionality to be able to duplicate a shape.
Component

render()
clone()

"""""" for the specific implementations of shapes which implement the actug
clone logic. Every time we want to add a new shape, we implement th
clone code in it. Then the context menuan just receive a component and
execute its clone method.

" ContextMenu We put an abstract clone method in the interface, which acts as a prototyy

I

h

Circle

clone()

[T

Singleton
s ~ | There are cases in which we should assure that only one instance of a class is created and used
ConfigManager AgAi DI A &£ O 00T OET ¢ 100 ApPI EAAOEI T80 OAOOEI
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set() class. We also have an instance field which is respobi& for storing the actual single instance of the
- ConfigManager() class. Itis private and static (underlined). whenever we want to get this instance we use the getinstan
-instance method (which is also static, because static fields are only visible to static methods)
getinstance()
.
Factory

We use it to defer the creation of an object to subclasses



com. codewithmosh. factory.matcha

java.util.Map

Controller {
render(String viewName, Map<String
html = engine.render(viewName, context)
System. .println(html)

Object> context

java.util.HashMap
java.util.Map

Controller {
() {

Map<String, Object> context = HashMap<>()

render( context

Controller

|

render()
createViewtngine()

it

3

SharpController

| createViewEngine()

return new SharpViewEngine();

Assume we are building a web framework named Matcha for othe
developers to use. We a MatchaViewEngine class (that implements
ViewEngine interface) that has a render method that gets a view name ar
a context and knows how to create an html page from time. We also create
A #17171001T11AO0 Al AOO OEAO CAOO A ¢
render method.
Developers could extend our controller class to build their own
controllers that use the render method. The controller could get any viev
engine to render the page.
The problem is though that now developers need to pass the specif
engine every time they use our render method. This is not convenient.

The solution is to add a createViewEngine method inside the Controllg
class and have the render method of the class to call that method to g
the engine. Then developers can override the createViewEngine class
their Controller implementations if they want to use a different engine.

In this case the createViewEngine method isfactory method of engine

objects which defers the creation of the objects to subclasses (if th

createViewEngine is an abstract method).
)

Creator

operation()

var product = factoryMethod();
factoryMethod()

r

ConcreteCreator

factoryMethod()

return new ConcreteProduct();

Abstract factory

It provides an interface for creating families of related objects

Project v @ = &

out
src
com.codewithmosh
abstractFactory

ant
app
material
Button
TextBox

Widget

com. codewithmosh.abstractFactory.ant.AntTextBox
com. codewithmosh.abstractFactory.material.MaterialButton
com. codewithmosh.abstractFactory.material.MaterialTextBox

{
render(Theme theme) {
(theme == Theme. ) {
AntTextBox().render()
AntButton().render()

(theme == Theme. ) {
MaterialTextBox().render()
MaterialButton().render();|

Assume we want to build an ui framework that has two widgets, ¢
button and a textbox. We also have two themes (material and an
and the widgets change according to which theme is selected. So,
have one family of widgets for the material ui theme and arther one
for the ant ui theme. The naive way to implement a contact form thg
rendered these widgets would be with an if else statement which
violates the open closed principle.

The solution is to use a widgetFactory interface which has tw
methods. One for creating a button object and one for a textbqg
object. Then we can have various implementations of this abstrag
widgetFactory. A material and an ant factory implementation irour
case. Each would implement the two methods differently and woulg
return the factory specific widgets. The widgetFactory in thig

example isan abstract factory, that has two factory methods

Then instead of passing a theme enum to the contactForm you pa
it a specific widgetFactory.




com. codewithmosh.abstractFactory.app

com. codewithmosh.abstractFactory.WidgetFactory

{
render(WidgetFactory factory) {
factory.createTextBox().render()
factory.createButton().render()
}
}

Main {
main(String[] args) {
ContactForm().render( MaterialWidgetFactory()))

ConcreteFactoryl

INTERFACE

| WidgetFactory

createButton()
createTextBox()
Y
AntFactory

INTERFACE

| AbstractFactory

createProductA()
createProductB()

ConcreteFactory2

MaterialFactory

Builder

It is used to separate the construction of an object from its representation.

INTERFACE

Presentation PresentationBuilder

>
>

export() addslide()

MovieBuilder
addslide() addslide()
getPdfDocument()

INTERFACE
| Director |
-
]

for (Slide slide: slides)
builder.addSlide(slide);

PdfDocumentBuilder

Builder

l construct() | buildPart()
7

ConcreteBuilder

buildpPart()
getResult()

java.util.

List<Slide> =

ArrayList<>()

(Slide slide) .add(slide)
(PresentationBuilder builder) {
builder.addSlide( Slide( )
(Slide slide: )
builder.addSlide(slide)

Assume we work on a powerpoint like app, and wevant to

build the feature of exporting our current presentation in
different formats like pdf, image, movie etc. Again, instea
of using an if else statement to check the selecte
presentation format, we use the builder pattern.

We actually create a PresentationBuilder interface with ar
addSlide method. We create a specific implementation fg
each output format that implements its logic in the addSlice
method. Then in the main code, (the Presentation class) w
work against the abgract PresentationBuilder interface.

(In this case construction is the exporting logic and itg
representation is the presentation format)

Have in mind that the getResult method (getPdfDocumen
in our case) is also necessary since the export method he
returns void and not a specific presentation builder. We
need to call its method in order to get it.




Misc
Functions whose output type is the same as its input type are really easy to compose together

Data structures

A data structure is a collection of data values, the relationships among them and the operations that can be applied to them.

Big O notation

Big O notation is a measuring standard that showsow much an algorithm is affected (in terms of execution speed and
memory usage) by the size of its input . We care about measuring how an algorithm is performing as the size of the input
increases.

Time complexity: how much computation is needed

Space complexity: How much memory is needed

Memory

U It consists of a finite number of memory slots. A memory slot has its own memory address. A memory slot can contain 8
bits.

U Integers are fixed width data, meaning that they are stored as 8, 16, 32 or 64 bits. In C a variable int is a 32 bit inte§jer.
long is a 64 bit integer. Fixed width data must be stored box to box, meaning in consecutive memory slots, one next to the
other. So for a 64 bit integer you need 8 free consecutive memory slots.

U  Any type of information can be transformed to a base 2 format and stored as bits into memory slots. For example strings
can be mapped to numbers and numbers can be represented by base 2 numbers that can be stored in memory. One such
mapping for strings isthe ASCII which maps strings (letters) to numbers.

To store a list you need box to box slots. The contents of the list must be stored box to box.
Memory uses the concept of pointers. You can avoid storing a particular data value in a memory slot, and instead store the
memory address of another memory slot that contains that data value. This is a pointer.

U Accessing a memory slot given its memory address is the most basic operation on a memory, and is a very fast operation.

0(n!)0(c") O(n%) 0(n!),0(c"),0(n°) -Worst speed of an algorithm with O(n) will increase linearly with n. If
RUNNING O(nlogn)-Bad nis 1, time will be 1. If nis 1000 time is 1000. But a process wit
Time O(1) will always have the time 1 no matter the length bthe
o)l 21t O(n)-Fair input.

in terms of

O(n) and 0(1). If you have input of length n, then the executio

big-0
O(If?n)) O(logn)-Good
0(1)-Best

Input size n

Asymptotic analysis is the analysis of the efficiency of a function as its input size increases to infinit)];.(n)”' "



Big O Notation

Big O Notation
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U Imagine that we have also a fourth function that requires the execution of the first, the second and two times the third one.

The input is an array of length n.
U The first function has a constant time complexity or in other words O(1). No matte

the size of the array the speed of execution would be the same since it alwg
accesses two items from the memory (integer 1 and the array value) and add
them. If these ae 32 bit integers then reading each integer from memory requireg
4 elementary operations (accessing 4 memory slots, the 4 bytes that constitute th
integer). So in this example we have at least 8 elementary operations. So may
we should say thatthefundET T EO / j ¢yQe . Aslongadthefunibér
£ AT AL AT OAOU 1 PAOAGEI T O AT AOI 860 AA+
the function has a constant time complexity and we symbolize this with O(1)So
no matter the integer type (32 bits, 64 bits etc) the time and space complexit
would be O(1).

The second function has to iterate over the whole array so its time complexity i
linear O(n)

The third function has two nested loops. For each element of the array, it iteratg
over the whole array. Iterating over the whole array requires n iterations, and if
has to do this n times. So the time complexity is 0(n2).

We could say that its time complexity would be 2*O®# + O(n) + O(1). Buin asymptotic analysis the most important factor
is the one that determines the efficiency of a functiarSo the time complexity of the fourth function would be O@). the reason

is that as n gets bigger, the other terms become insignificant. Also the 2 is a constant factor and constant factors are not

significant too.

1 Notice that the big O notation always refers to the worst case.

1 Notice that in case of more than one inputs, for example two input arrays of length n and m, then each variable ig.significa
For example if the complexity@{ri+m)& 2 dz R2 y Qi

O(logz(n))

2YAOQ GKS Y= aryO0S AG A& |

In computer science the log refers by default to base 2, not base A3.the size of the input increases 2 times, the number of

elementary operations increases by a constant unit

changes very little.

. For really large input sizes the number of elementary operations

Since log(2)=0, log(21)=1. log(22)=2, log(2d E o 8 I"=1g jf the input array length is 1024 (2°) the complexity is 10, if it is
2048 (2*1024 or 211) the complexity is 11, if it is 4096 (2*2048 or 22) the complexity is 12. Every time the input size doubles,
the complexity increases by a constant unit.

Typical O(log(n)) cases

The input is an array of length 8. Your function works in such a way that at eve
iteration it eliminates half of the array. It would need 3 iterations to eliminate all
AT AT AT OO 1T £# OEA AOOAU AT A AT A OP xEOB
16, then you would only need one additional iteration to eliminate one half, and the
you end up as before with an array of length 8. So you need 4 iterations in total. Eve
time the input size doubles you need one additional operation. This is a typida(log(n))

function.

Another typical example is searching a binary tree. Every time you make a choice, Y|
eliminate half the tree which means you eliminate half the elements. If the tree size w
to double in number of elements, this means that the tree would have one additial

layer becausen a tree roughly half of its elements lie on its last layerSoby adding one

more layer you are doubling the size of the treewhich means that you only have to dg
one additional choice at the end to reach to one element. You are in dd&@(n)) situation.




The way to think in order to decide if you have a log(n) function is thisAm | eliminating half the input with each elementary
operatione ) £ OEA AT OxAO EO UAO OEAT OEA &01 AOETIT EAO A OEI A
elementary operations after every halving. Or another way to think of it, is if | double the size of the input, | only hawedo one
additional elementary operation.

o(2n)

In O(logn) problems when you make a choice you eliminate half the items. In other words, if you double the size of the inmu

only increase the number of operations by 1. there are problems where the inverse is truéyou add one more item to the

input, you double the size of operations . Theseare O] D OT Al Ai 68 ) 080 OEA ET OAOOA 1T £ A
needs 2 operations. An input of n+1 needs 21 operations which is 2*2, or two times the number of operations. An example

of such a problem is a Fibonacci calculation function implemented with recursion.

£i%5¢5) For example imagine the case in which you have to write
7 function that returns the nn value of the Fibonacci
l. 2. 3. 5. 8 O sequence. The naive approach is to use a recursion but ng

) ’ ’ ’ 9 ooe ) . i
o R /fm(i) you have to compute many times the same Fibonacci valu
def fib(p): fib(4 (3) For example if you want to get the 8 value you will have
ifn==1orn==2: s X to calculate fib(2) 3 times and fib(3) 2 times. This is very

ue=] & fib(3) (@ [ RI] | inefficient with a time complexity of O(2)
: N
result = fib(n-1) + fib(n-2) @@7;“')

return result

o
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roughly double the operations of fib(5).
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Space complexity

Notice that with space complexity we measure only the space that will be used by the algorithm we measure. For example if a
function takes an array of length n and just iterates over it without copying it or creating a new one, its space complexityD(1)

ATA T10 135178 xA AOOOI A OEAO OEA AOOAU Al OAAAU A@EOOO AT A
memory slots.

Big O notation cheatsheet
https://www.bigocheatsheet.com/


https://www.bigocheatsheet.com/

Big-O Complexity Chart

HERTABS| (8aa) 71 [Goca]
0O(n*2)

o] o(24n)

Ofn log n)

Operations

o(n)

0Oflog n), O(1)

Elements

Array Sorting Algorithms

Algorithm Time Complexity Space Complexity
Best Average Worst Worst
Quicksort  [a(n Tog(n))] [0(n Tog(n)]  [O(H2)]
Mergesort  [a(n 10g(n))] [0(n 10g(n))] [0(n log(n))] [otm)]
Timsort [amy]  [otn 1og(m)] [o(n 10g(n))] [om)]
Heapsort  [A(n 2og(n)] [6(n 10g(n))| [0(n log(n))]
Bubble Sort  [aw)]
Insertion Sort ~ [atm)] o)
Selection Sort o(1)
Tree Sort  [A(n log(n))| [e(n log(n))|  [0(n"2)] [om]
Shell Sort  [a(n 1og(n)) |[e(n(10g(n))*2) | [0(n(10g(n))*2) |
Bucket Sort [o(m)]
Radix Sort a(nk) o(nk) lotn+i) |
Counting_Sort B(n+k) [ow]
Cubesort [ay]  [e(n 10g(m)]| [0 1og(n)] [otm]

Common Data Structure Operations

Data Structure Time Complexity

Space Complexity

Average Worst Worst

Access Search Insertion Deletion Access Search Insertion Deletion
Array pw] o] [ow] o] o] [ow)] o]
Stack lem]  [em)] fom]  [om)] o(m]
Queue lem]  [em)] o]  [om] [ om)]
Singly-Linked List ~ [em]  [etm] o] o] (o]
Doubly-Linked List ~ [o(m)]  [em)]  [BUE (1) [om)]  [ony] 0(1) o(1) [o(m]
Sk List [BCioe(0)] Breey) BCaog] Blogty] o] [o] o] [otm)
Hash Table /A /A [om] o] [otm] [otm]
Binary. Search Tree [8(1og(n)) | [e(2og(n))] [8(10g(n)) ] [€2oa(n))] [otm)]  [o(m)]  [otm)]  [om)] [o(m)]
Cartesian Tree w/a|  [e(log(n))|[B(1og(n))| [eC10gtn))| WA [om]  [fom]|  [orm] lo(m|
B-Tree [eC10g(n)) | [e(108(n)) | [0(108(n)) | [e(108(n)) | [0(108(n)) | [0(10g(n)) | [0(10g(n)) | [0(108(n)) | [om]
Red-Black Tree  [0(log(n))|[0(1og(n))][0(1og(n)) |[0(1og(n)) |[0(1og(n) ) | (0(10g(n)) | [0(10a(n)) ]| [0(1aa(n)) | lo(m]
Splay Tree n/a|  [e(1og(n))|[eiog(n))][e(10g(n))|  wsa|  [o(10g(n))][0(10g(n))][0(10g(n))] lo(m]
AVL Tree [0¢10g(n)) | [B(108(n)) | [0(10g(n)) |[6(108(n}) | [0(10e(n)) |[0(10g(n)) | [0(10g(n)) |[0(10g(n)} | lom]
KD Tree [e(10g(n)) | [e(10a(n)) | [6(10g(n)) | [6(Tog(n))] [om)|  [otm)]  [om]  [o(m] lo(m]

Arrays

DO(NST W o (N) ST
= 00 ST feese 3 g (n) T 0()S  insed 3
pop=> 0O N -

Copty = Oy

Static and dynamic arrays

OUOGEIT AT A EAOAOAOEDO AIlIl
predefined known length). for dynamic arrays the OS
allocates double the initial length (or something like that)

Initializing an array, which means storing it in memory, is a
O(N) for both time and space complexity. For time becaus
you have to write to n memory slots (actually n times the
number of bytes per value) so you have n elementar
operations and for space imce you had 0 memory slots
used and then you have n memory slots used (times th
bytes per array value).

The orange slots in the picture show how one 64 bits
integer is stored. It needs 8 memory slots of 1 byte each.




Inserting to a static array is O(n) for time and O(1) for space complexityts o(n) since in order to insert at the start or in the
middle or even at the end (if the next slots are fulljequires copying the arrayto another place in memory. In terms of memory
OEA Ai1 010 1T &£# OOAA T AITOU AT AGT 606 AEAT CA Ol GEi AGAT U 1 OAENR

Dynamic arrays have the same time and space complexity with static arrays except from the appending operation which is O(1)
Initially you have some allocated free slots. Appending at that stage is simply O(1). but when they are filled, the os atkxa
additional free slots the number of which is equal to the arrays length. This means that it has copy the whole array to ane
place in memory with the appropriate number of slots. Appending when the array is full is O(N) since you have to copy. Betrth
you can append with O(1) until it is full again. This in general is an O(1) operation since the times we have N elementary
operations is far less than the times we have one elementary operation. We say that #mortized complexity is O(1).

Pop an element (pop is removing the last element) is a O(1) but removing a random element is O(n) (because the array has to
be stored box to box and if you remove an element from the middle you have to copy the array and store in in another place in
memory)

But if you want to have an O(1) operation for removing the first item from an array, as an interview tip, you can assume that
your array is a Queue from which removing the first item is O(1).

Linked lists

No index (no need to be stored box to box). An element in a singly linked list has a reference of its next element. In a ldoub
linked list it has a reference to its previous element too. They have no information about where they are on the list. ltsyweasy
and quick to add or remove elements in comparison to arrays that have an index and maybe even a fixed length.

tHoiadLiss The big difference of a linked list with an array is that there is ng
need for the elements of the linked list to be stored box to bokach
element is stored anywhere in memory but we need to use one
additional memory slot for each element which would be the
memory address of the next elementSo each element needs 2 bg
to box memory slots.The last element of the linked list has a pointe
that points to the null memory address The first element is called
the head of the list.

SA\QL\—BL

\\ P

. Accessing an element is O(i) in time complexity, where i is th
ENCORPRCIOPIRPWIENCIOI OcE1 AAgos OF AAAAOO AT Al AIATO
WD 0 T 0 () S Copy “é QC(NWSOTO) list and follow the pointers until we find the in element.
Inserting and deleting though are O(1). this is the main advantage of a linked libiserting a new head is simply adding two new
memory slots, one for the new element and one for the pointer to the previous head. Inserting in the middle requires three
operations, two new memory slots for the value and the pointer to the next value aride change of the previous pointer to the

newvalue" 00 UT & EAOA O1T OOAOAOGA OEA T EOGO ET 1 OAKwuldvearktednde OE

to the tail of the list, adding a new tail is a o(1) operation otherwise its O(N) since you have to traverse the whole list.

The pointer of a singly list is called thenextpointer. Next andprevin the doubly list.

500A1T1TU 1 AT COACAO Ai160 EAOGA A AOGEIT A ET EI bl Al AT OAOQET 1 1
party library.



Stacks and Queues
For both we have: Insert O(1) ST. Search O(1) T, O(n) S

They can be implemented with linked lists or dynamic arrays. Each has ts own pros and cons.
Stack:

Array: As adynamic array
Linked list: As asingly-linked list with a head pointer.
Queue:

Linked list: As a singlylinked list with a head and tail pointer.
Array: As acircular buffer backed by an array.

Stacks and queues
Queues can be implemented with linked lists, with reference to head and tail in order to have enqueue and dequeue itiroenstant
Add and remove from queue is typically called enqueue and dequeue. They also have a peek method. They are O(1) operations.

Stacks can be implemented with dynamic arr@dd and remove from stack is typically called push and pop. They also have a peel
method which returns the element to be popped without actually deleting it. They are O(1) operations.

Although they are pretty simple data structures you can make them more sophisticated if you want. For example you carfiiiave Ma
Stacks, where you keep a reference to the max or min element of the stack.

Stacks

Imagine a stack of books in a table you add one on the top and you remove from the top fboe stack is a LIFO data structure
where the last item that was inserted in the stack is the first that will be extracted from the stack. There are no other
requirements for the elements of a stack.

Implementation using python lists

O0UOET 1 an@atdhsbuetlir®list can be used as a stacippend() is used to add elements to the top of the stack whilgop()
removes the element in LIFO ordeftUnfortunately, the list has a few shortcomings. The biggest issue is that it can run into speed
issues as it grows. The items in the list are stored next to each other in memory, if the stack grows bigger than the blafck
memory that currently holds it, then Python needs to do some memory allocations. This can lead to some append() calls tgkin
much longer than other ones.

Implementation using collections.deque

Faster insert and delete O(1) instead of O(N) in lists

Queues

FIFO structure. The opposite of the stack. It has a Head and a Tail elements. Add to the tail is called enqueue. Rerieymeatio

is called dequeue. Another operation is peek where you just look at the head element without removing it.

A double ended queue is called dequeue.

A Priority queue. Each element has a priority property too and when you remove an element you remove the one with the highe
priority. It is very efficient to do this.

Implementation using python list


http://en.wikipedia.org/wiki/Dynamic_array
http://en.wikipedia.org/wiki/Linked_list#Singly.2C_doubly.2C_and_multiply_linked_lists
http://en.wikipedia.org/wiki/Circular_buffer

list.append() and list.pop(0)

Hash tables

These data structures are usually embedded in languages. In javascript its fheascript objectwhile in Python is the dictionary.
The following is a description of how they work under the hood. The important thing is thaihsert , delete and search are all

constant time operationsO(1).

Under the hood,a hash table uses a dynamic array of linked liste efficiently store key/value pairs. When inserting a key/value
pair, a hash function first maps the key, which is typically a string (or any data that can be hashed, depending on the
implementation of the hash table), to an integer value and, by extewsi, to an index in the underlying dynamic array. Then, the
value associated with the key is added to the linked list stored at that index in the dynamic array, and a reference to thg Is
also stored with the value.

You have three key value pairs that you want to store in a way that you can access them easily by key. To do so, you hstgee¢o
the values in an array of length 2, since arrays have constant time complexity for element retrieval. To doysa have to find a
way to convert the keystoindexe8 4EEO EO OEA ETA T &£ A £01 AOGETT AAITAA OEAO

A typical hash function: | A hash function gets a value as an input and encodes it to an integer that can be used as the index
1. String to int array. In the general case the value can be anything, for example a string.

2.int % (array length)

Hash Tables In this case the string is converted to an integer, for example by getting th
T OO ascii encoding of each character and adding them together. This would resy
G to a number for example 602. But in the previous example you want to ston
the values in an underlyng array of length 2. Smne way to convert an
integer to a number between 0 and m -1, is to get the modulo of the
2 integer with the value m. In this case we take the modulo of 602 with the
! \W” = L length of the array which is 3, to get a value between 0 and@02%3=2. So the
value of this key, will be stored in index 2 of the underlying array Apart from
Mhas’ = the value, you can store a pointer to the memory address that contains i
key). So this way you can retrieve a value by a given key in constant tin
(access array is constant time).

\\0&0(” :> \

Notice that you might haveindex collisionswhere different keys are encoded to the same integer. In these cases the value at that
index would bea linked list and retrieving form it its O(len of list) since you have to traverse the list.

When the underlying array is full with linked lists, you can implement theesizing of the array All of its elements are copied, a
new array with double the size is stored, and all elements pass from a new hash function with the new array length, givinvne
indexes more spread out. You can have resizing as you delete elements from the array too.eHawmind the load factor of a hash

values) is called a bucket in this context. The closer to 0 the emptier the hash table so you probably would like to resizeetiuce
the number of buckets. Closer to 1 you need to resize to increase the buckets.

In the worst case scenario all values would collide to the same index and you would have access time of O(N). This is thetwor
case. But in general you can assume that the hash functions used and the hash table implementation are very sophisticated so
that you rarely have collisions. So you can assume that you always have the average case which is access with O(1).



A map is a collection of key value pairs, so a hash table that stores key value pairs can also be called a hash map.

About hash functions

There are a lot of hash functions that can do this. Which one to select depends on the case. For example if you want torimeple
a word dictionary (where you have a word as key and the definition as the value) then you need unique hash values meaning

thatUT O AT 180 Allix AlT11EOETT 08 30AE A EAOE &£O01 AOEI 1T EO OEEO
S[0]%317% (n-1) + s[1]#31"(n-2) + .. + s(n-1] | YOU have the ASCII value for each letter. You multiply each ascii value with
k= T 2 2. | power of 31. This operation produces unique hash values for any string. (31
e Tiahl + 65 ol a number that has this property. There are also other numbers like this too
R I But the downside is hat the hash values are very large so you. need a lot
(m .L"CJ ‘005177) TN 6L L space. Even for 4 letter strings the hash values are already quite big.

Strings
Strings are actually a data structure. You can do a lot of operations on them and doing operations has time and space
implications.

Strings are stored in memory as arrays of characteré\ character is encoded to an integer and stored. There are various encoding
standards. A common one is the ASCII encoding standard, which encodes to less than 256 integers. This means that each
character can be stored in one byte (8 bits) since one bytan have 256 (2) combinations. If you need to use more than 256
characters, then you need another encoding that will use more than one byte per character.

Access a character is like accessing an index of the arsayit is O(1) ST, Traverse is O(n)

Inserting depends on the language implementation of strings. It is different for mutable and immutable strings.

In some languages like C++ strings are mutable. Python and Javascript they are immutableThis means that when you modify

A AAAI AOAA OOOET ¢ch UT O AAOOAI T U AT PU OEA AQEOOEI ¢ OQWET,C38
since the string must be copied. Adding two strings is O(n+m) ST.

These languages offer workarounds to have O(1) operations instead. To dosou split the string to an array of characters. Now

uir & Ai180 EAOA A OOOCET ¢ AOO Al AOOAUS. Youri®thAd operatiohsfon thefairady @l 1 1
re concatenate back to a new string at the end.

My _list = list(string)

-U, OOOCET ¢ E O868EIETji U 1EOOQ

Graphs

Complexity analysis

Store: O(V+E) analogous to the number of edges plus the number of vertices.
Traversing: O(V+E) T,S both for DFS and BFS

DFS: seen list + a stack

BFS: seen list + a queue



Itis a data structure designed to show relationships between objects. It is a collection of nodes that may or may be noteated
to one another. Nodes are called vertices and the connections edges.

They can have no root node since graphs can have cycles (you start at a node and follow edges back to the same node). Edges
can contain data too, for example they can show the strength of the connections (in case of people, how many times they have
met for example). A Tree is a special type of graph

Connectivity, Direction and Cyclesare three important properties of a graph.

U  Directed Graphs
Edges can have direction meaning that the relation applies only in one direction. Graphs with such edges are called directed
graphs.

U  Acyclic graphs
Graphs with no cycles. If you traverse a graph following edges, and you end up in a vertex that you have already visited tthien
graph contains a cycle (and you have to skip the already visited vertex in order to continue traversing the graph)

0 Connected graphs

If there is some path between any two vertices then you have a connected graj
This is a disconnected graph.

\ y The minimum number of nodes that needs to be removed, for the graph to becon
0 \ /) IX\ disconnected. Usually connectivity measures the strength of a graph.

Strongly and weakly connected

A digraph isstrongly connectedif every vertex is reachable from every other following the directions of the arcs. l.e., for every
pair of distinct vertices uu and vv there exists adirected path from uu to vv.

A digraph isweakly connectedif when considering it as an undirected graph it is connected. l.e., for every pair of distinct
vertices uu and vv there exists anundirected path (potentially running opposite the direction on an edge) fromuu to vv.

Node degree

the number of edges connected to a particular node



Code representations of graphs

This is a very common implementation.
adjacency list

Every node stores a list of its edges, or in other words, of its adjacency, henceethm t

First implementation type
One type of implementation of storing a vertex would be to store its value and a dynam
""" i TO A PIEITOAO O A AUl Al EA
vertices but a list of the actual values of the adjacent vertices.

AOOAU

if the values of the vertices can be used as the index of an array, you can impleme

graph with anarray of arrays. An alternative would be with a hash table where the key
are the values and the values are the list of adjacent keys.

dict2 = dictl # pointer assignation mechanism
dict2[ ' first'] = 'bye"®
dictl

»»> { first':'bye', 'second’:'world'}

OUAOI 6d +OI1AdYH

OiTA6d r OUAOI 6h OOxT1 6

O606xi1a6d +OITAdR OOEOAA Array with arrays: The value of the vertices (which in these examples are intege

OOEOAAGd rOITA6Rh OOxI| starting from O so they can be used as index of a list) correspond to the index of a li

} And the value at a specific index is another inner lists that contains the idsGfE A O A
adjacent vertices. An adjacent vertex is one that is connected with vertex in question
an edge.
Hash table: An alternative implementation is using a hash table (for example a pythg
AEAOEI T Aouq xEAOA OEA EAU EO OEA OAIlI O/
adjacency list (a list of adjacent keys).

zero, one, two, three = {}, {}, {}, { o Second implementation type

}J IA g' . E . 00|O|U ﬁ OO:JO 0 ?’U i Io: éY An other type of implementation of storing a vertex, would be to store its value and

Oxi E aOOxioad ¢il1AR o|dynamic array (or a pointer to a dynamic array) but now the dynamic array contains

OEOAA E aOOEOAAGJ 1 1] pointerstothe adjacent vertices (the memory addresses of the adjacent vertices).
OUGEIT AT AOI 60 OOPDPI OO0 bpi ET OAOOh xEEAE
that point to the specific memory location of another variable. But you can do
indirectly.
*AOAOAOEDPO AT A OUOEIT Ai160 A@OAOT Al (
using javascript objects or python dictionaries.

dictl = {*first':'hello’, 'second’: 'world’} //this will make objectl point to the memory location that object2 is pointing at

objectl = object2;

Unlike in C, you can't see the actual address of the pointer nor the actual value of {
pointer, you can only dereference it (get the value at the address it points to.)

‘%\(\JJ\QCC/\C k/\/k\(kﬂ‘L 1X
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Essentially, vertex ids correspond to the index of both the outer and the inner list. Whe
there is an edge between two nodes the number 1 is used.

There would be 1 in the diagonal if there was edges that start and end in the same no
(Are this kind of edges valid?)

A single edge show up twice in this matrix.

You can use objects for vertices and edges to represent the graph but this set up makes traversing a graph less efficiecs sin
you have to search through many objects. Another way to represent a graph is to represent the edges information in a list.
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Depending on the most often use case you choose the respective representation. If you regularly search for node degrees (the
number of edges connected to a particular node) then an adjacency list would be the most convenient way to represent a graph

Traversing Graphs

In a traversal operation you go through all the elements of a data structure while on search you stop when you find what you
were looking for. Very important issue to know how to write DFS and BFS searches.

Graphs are very convenient for storing relationships and also because it is easy to traverse them based on connections. There
are 2 types of traversal algorithms. Depth First Search DFS (you search all the way down a path) and breadth first search BFS
(you search all adjacent vertices before moving deeper, you search every edge of a node before continuing to the next node).
Since there is no root, you choose a random node to start traversing.

u DFS
91 6 AAT EI Bl AT AT O A sse&03 1AB GO OFIO@Eack. | GRS gppiddch@é to replace the stack with
recursion.

The efficiency is O(E+V) it is analogous to the number of edges plus the number of vertices.

N Cm s\ | @ You begin from a node
~——— | 0 You store the node you just saw, on the stack and in seen array.
/ \ U When you meet a node that you have seen before you go back one step (you get
b = latest stack entry) and try another edge.
é U Ifthere is no other edge, you remove the current node from the stack (which woul
be the one with no more edges) and go back to the one before it (which is the ng
L Q) Lol one in the stack).
A———— You continue this process until you pop everything out of the stack or you meet the nog
{ / \ you were looking
g A
~ R
O
i BFS

First you visit all children of the selected node and then pick the first child and visit all of its children, then the chikh of the
second child etc.

You can implement a BFS algorithm using seen list for nodes and aqueue. When a node is marked as seen is added to the
gueue. O([E]+[V]) the efficiency analogous to the number of edges plus the number of vertices.



X Q You start from a random node you mark it as seen and you move to the next one. Y
— veJe . .
i 26 mark it as seen and you add it to the queue. When you mark a node as seen you add
/ \ l the queue. When you run out of edges you dequeue a node from the queue and use
L - as the next starting place.
o/ Vel e
— Q\)@\) 2 \ .'/ ﬁ
R H
\ ) A 7
/
N
\ : Lt/ou/ A BFS algorithm is equivalent of transforming a graph to a tree where the root is th
1y <‘ = = ' node from which BFS started.
\1/*‘/Z 1
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Standard Graph Paths

U  Eulerian path
A path that traverses every edge of a graph exactly one time (allowing for revisiting vertices).

A graph can have an Eulerian path if the only two vertices with odd degree (number of edges) is the starting and ending
vertices.vertex.

U  Eulerian cycle
It is an Eulerian path that starts and ends on the samesrtex.

A graph can have an Eulerian cycle only if all vertices have an even degree (an even number of edges)

i Not every graph is capable of having an Eulerian path.
/ \‘ %
/\\ /'// '\
=By Ys There are algorithms for finding Eulerian paths and cycles in a graph.
A , / This algorithm we combine two paths. O([E])

U Hamiltonian Paths
A path that must visit every vertex exactly one time. And Hamiltonian cycle will start and end in the same vertex. Trying to
identify if a graph has a Hamiltonian path is a famous computer science problem.



https://en.wikipedia.org/wiki/Vertex_(graph_theory)

Trees

It is a rooted, directed, acyclic, connected graph where each node can only have one parent.

The height of a balanced tree with n nodes is of lengtlog(n)

Thelast layer of a full tree contains approximatelyhalf the trees nodes

You want balanced trees so that tearch time is O(logn)

In binary trees, the parent with indevhas children in indexé&n+land2n+2

They have some common properties with linked lists.
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Leafs are nodes with no children
The height of a node is the number of edges between the no
and the furthest leaf.
The depth of a node is the number of edges to the root.

tree. Each path must be unique?

root and ending back to the root.

They must be fully connected which means that if you are starting from the root there must be a path for every node of the
There must be no cycles in a tree. There must be no way to encounter the same node twice for example starting from the

The nodes have no specific order, each tree can have different ordering rules depending on the algorithm used

Branch: any path that starts from the root node and goes to a leaf is a branch

Complete tree: a tree which is filled in all levels except from the last level which can be not filled , but must be poputialieft to

right.

Full tree: a kary (binary, tetriary etc.) tree is full if all nodes have k children or no children at all

Perfect tree: a tree where all leaf nodes have the same depth.

Tree traversal

Trees have no particular order so there are two different approaches when you want to traverse a tree.

Depth first search (DFS): if there are children nodes to a node, exploring them is a priority

In order search, pre order, post order

Breadth first search (BFS): the priority is visiting the nodes of the same level before we visit childhoods.

Complexity
Store: O(N) S
Traverse: ON) T



Search:0(n) for binary trees, O(log(N)) for Binary Search Trees

Binary trees

A node can have at most two children. Search is O(n). delete is O(n). Insert is faster

Binary Search Tree

It is a specific type of binary tree where every value in the lef
of a node is smaller than it, and every value on the right is biggs
than it. This makes searching, inserting and deleting O(logn
2 much faster than a standard binary tree which is O(n)

Notice that the second one, is also a BST called an unbalang
one.The worst case of an unbalanced tree is a linked lisD(n)

Properties of a BST

¢KS tSFi adzodNBS 2F | y2RS KFra y2RSa 6KAOK I NB 2yfe fS;
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Each node has distinct keys and duplicates are not allowed in Binary Search Tree.

The left and right subtree must also be a binary search tree.

=A =4 =4 =4

It you want to check where an element lies you compare its value with the current node. If it is larger then it goes to tlight. If
it is smaller then it goes to the left. If it is the same then you have found it.

In binary search trees, at every step you make a choice and eliminate one subtree of the tree. If the tree is balanced therre
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the nodes at each choice so the complexity would be worst. Havin@@ogn) time complexity for search, is a very important

property for a tree sothere are some sophisticated tree implementations like thé&ked black treewr AVL treesthat rebalance
themselves at every operatior{addition or deletion for example) so that they keep exhibiting O(log(n)) search complexity.

Important: Most of the BST(binary search tree)operations (e.g., search, max, min, insert, delete.. etc) take O(h) time where h is
the height of the BST. The cost of these operations may become O(n) for a skewed Binary tree. If we make sure that the height
of the tree remains O(logn)balanced tree),after every insertion and deletion, then we can guarantee an upper bound of O(log

n) for all these operations.This is what AVL trees and Retblack trees achieve. They are selebalancing trees. After every
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of the tree)

AVL tree

AVL tree is a sehlbalancing Binary Search Tree (BST) where the differenc
between heights of left and right subtrees cannot be more than one for all nodes




Red Black tree

A red-black tree is a kind of seHbalancing binary search tree where each node has an extra bit, and that bit is often interpreted

as the color (red or black).

Following are NOT possible
3-noded Red-Black Trees

NTI NIL NIL
Violates Violates Violates
Property 4 Property 4 Property 3

NIL

All Possible Structure of a 3-noded Red-Black Tree

Following are possible X
Red-Black Trees with 3 nodes 1. Every node has a color either red or black.

Proper structure of three noded Red-black tree

Rules That Every RedBlack Tree Follows:

2. The root of the tree is always black.

3. There are no two adjacent red nodes (A red n
cannot have a red parent or red child).

4. Every path from a node (including root) to any ol
descendants NULL nodes has the same numb
black nodes.

5. All leaf nodes are black nodes.

The AVL trees are more balanced compared to R&lack Trees, but they may cause more rotations during insertion and
deletion. So if your application involves frequent insertions and deletions, then Rd8lack trees should be preferred. And if the
insertions and deletions are less frequent and search is a more frequent operation, then AVL tree should be preferred over the

RedBlack Tree.

Heaps

A heap is a specializémbe-based data structuréhat satisfies thédneap property If A is a parent node of B then the key of node A is
ordered with respect to the key of node B with the same ordering applying across the heap. Or in other words:

(197 (36)
— St

ONONE

Example of a complete binary max heap &7

Example of a complete binary min heap &

91 OK LI NByild StSySyidqQa 1S
Ly GKS FTANBRG OFasS AdGQa
heap.

Abinaryheaph 1 Q& | KSIF LI Ay GKA
2 children.

Min-heaps are often used to implemeprtiority queues
The children elements of a parent are called siblings.
elements on the same level are called cousines. N
that the ordering of siblings and cousins of a level is
specified by the heap property.

There are some common operations that can be applied to a findgnax/min merge heapsnserta key,
Its advantages for priority queues are obvious. You can have priority organized ilpiréant RNByYy f S@Sf & ¢ KA &

array.
Inserting to a heap is O(logn).

Heapify

Reorder the heap according to the heap property (max or min values). After an insertion of a node heapify is required.

Extract

The operation of removing the head node and reordering the heap.

Heaps are often stored as arrays because its more space efficient than storing as a heap

Aoy

When its stored as an array you only have to store the value
that along with its index completely describes the heap (since
have a convention of filling a level for example from left to right
order to store it as a heap you need more propertfer each
element of the heap. The array avoids storing the pointers
right, parent)




One way of traversing a heap.

Here we have thbinary tree representationf the heap and the
array representationf the heap.

The parent with inder has children in indexén+1and2n+2

PARENT CHILD

A anx
™ an+a
1 2 3 4 5 6 7 8 9 10 L":";ilé‘n
Aﬂ‘aj_,|16|14|10‘8 7 9|3 2 4|1‘ L\_j"”“;ﬁ":ﬁg;
Tries

A type of tree

Balanced and unbalanced trees

In balanced trees the nodes are condensed in a few levels while on unbalanced nodes are spread out on many levels. In general
you would prefer balanced trees since they are more efficient in terms of search, insert and delete. For this reason thee ar
trees with certain rules that make the tree to be a selfalancing one. Meaning insertion and deletion of nodes are made in such

a way that the tree remains balanced. One type of such trees is the 1igldck trees.

Red Black trees
They are also BSTs so they follow the rules of both thblaet and BSD trees.

Tips

Dynamic arrays: insert O(N), append O(1), access O(1), search O(1),
Linked lists: insert O(1), access O(N),

Hash tablesinsert , delete and search are all constant time operationsO(1).

Stacks and Queues: Insert O(1), search O(1)

one way to convert an integer to a number between 0 and m -1, is to get the modulo of the integer with the value m . In
this case we take the modulo of 602 with the length of the array which is 3, to get a value between 0 and 2.

Algorithms

Algorithms for searching and sorting on different data structures.Brute-force greedy algorithms, graph algorithms, dynamic
programming

Greedy algorithms

Greedy algorithms make locally optimal choices at each stage with the hope of finding the global optimum

Greedy Algorithm | A greedy algorithm that selects the next operation based on a local optimu
L./— selection would not find the actual biggest sum in this example. It lacks glob

information.
vgo




NP-Hard problems

They are problems to which there is no known solution that can solve them in polynomial time C{n O(n), O(2). for these
problems there are two approaches, exact and approximation algorithms. In the first class of solutions you can find the exact
right answer but in no polynomial time while in the second class you can find an approximation of the dptal solution much
faster and in some cases in polynomial time.

Dynamic programming (Memoization in recursion)
It is a way of doing your algorithm more efficient by storing some of the intermediate results. Find a recursive solution fgour
problem and try to find a lot of repeated states in order to store them so that they are not calculated at every step.

) O xT OEO xAll xEAT UT OO Al Cci OEOEI EAO A 110 1T &£ OAPAAOGAA Ail
to repeat them each time.
£1%5¢5) For example imagine the case in which you have to write
I 0 function that returns the nth value of the Fibonacci sequenceg
! 1, 2, 3, 5, 8. i The naive approach is to use eecursion but now you have to
o, ﬁh(i) compute many times the same Fibonacci value. For example
Q = d ; 3
def f‘b( ): fib(4) you want to get the 3 value you will have to calculate fib(2) 3
ifn==1orn==2: times and fib(3) 2 times. This is very inefficient with a time
b fib(2 fb(l)

result =), ib(3) complexity of O(2n)
else
<resu|; fib(n-1) + fib(n-2) @jﬁb(l)

return result

T = ﬁéa -4 £(2nx)) ou) PICERAVENCIGBN | Another approach is to use a list to store the Fibonacci valug
O°F|bonaccr Mem0|zed T RSdel&Wy | when you calculate them and read the stored value every tim
x (n ) you need it. This approach is calleMemoization and itisO(n)

defﬁ;(n m/mo) N I, 1, 2, 3, E. L E which is a big improvement. Notice though that you might reack

[if memo[n] != null: O(O o(ﬂ f7_!““ /*3 = recursion limits for the programming language that you use for

@L return memo[n] —o L L;gf;fﬁ very large value of n.
oifn==1lorn==2 — oD

o) result = |
( O_Ielse

*result = fib(n-1) + fib(n-2)

Jmemo[n] = result
@lreturn result

7Bottom-Up Approach Another approach is callecbottom up approach. You basically
Tt create the list from scratch every time and just return the nth
def fib_bottom_up(n): B A1 Al AT O8 91 O Aidmg O OOA OAAO(

fn=lorn==2

return |
bottom_up = new int[n + I]
bottom_up[l]=L
bottom_up[2] = |
for i from 3 upto n:

bottom_up[i] = M + bottom_up[i-2

return b\ottom_up[n]‘

Searching and sorting
i Searching
Binary search



You must have a sorted array. You take the middle element and compare it with the element you want to find. You repeat the
process in one half of the array.

It has an efficiency off=0(logn)

Linear search

It is a Sequential Search algorithm: The list or array is traversed sequentially and every element is checkeO(n)

Recursion
Our OYegs A function calling itself. You need a base case which
— the exit condition. You also need to call the functio
e a2 with a different input from the one it was called
function recursive(input): m;::i::i:@ otherwise you will have an infinite recursion.
et [ e et
ot N output = recursive(input—- 1) output =
- return output return 0

Notice that an upper function call would not return any value until its lower function call returns.

U  Sorting
Array Sorting Algorithms There arein placesorting algorithms x EAOA UT O
to copy the elements to a new sequence during the sortin
Algorithm  Time Complexity Space Complexity process. You just work on the given sequence. Th
Best Average Worst Worst A bb O | A A E | /CE/EA O O A A O O A O O b
Quicksort [ Iog(m)] [B(nleg(n))]  [O(2)) [0(Tog(n))) much memory) but worst time complexity (you need more
Mergesort  [A(n Zog(n))] [B(n Tog(n))] [O(n Tog(n)] om) processing).
Timsort (am)]  [e(n Tog(n))] [O(n Tog(m)] [o(n)]
Heapsort  [A(n Zog(m)] [6(n Toa(m)] [O(n Tea(n))] @) (Merge sort is a fair choice)
Bubble Sort \@ [6(n%2)] [0(n"2)] -
Insertion Sort  [@(n)] [6(n"2)] [0(n"2)] [
Selection Sort  [@(nf2)] [8(n72)] [0(n"2)) [o@))
Tree Sort  [2(n log(n))] [B(n log(n))] (0(n"2)] o(m)]
Shell Sort  [A(n Tog(n))] [B(n(Tog(n))*2)] (O(n(Iog(n))A2)] (o))
BucketSort  [EiiEK)) [8(n+k)] [o(m)]
Radix Sort [a(nky] (0(nk)] [o(niy] [0(n+k)]
Counting Sort (B (8(n+k)] (o(n+k)] [o(k)]
Cubesort [a(m] [6(n 1og(n))] [0(n log(n))] [o(m)]
Bubble Sort

In place algorithm. You begin from the first element and compare it with the second. If is bigger you move it to the secolat@.
Then you compare it with the third and so on. Its a naive approach. You compare each element with all the others.

For n elements you must do £l iterations n-1 times so its efficiency (its time
complexity) is T=0(n2)8 7A AEAT 860 OOGA ATU 10

n ﬁ_ complexity is S=0(1). No matter how big n is, the space needed would not [
'3 - increased by the algorithm.

Merge Sort



Not an in place algorithm

time complexity is T=0(nlogn) but the space complexity isS=O(n). You make n comparisons logn times. Logn times since you
for double the size, you only need to split one more time. You use new n new memory slots for the new arrays so space
complexity id O(n).

You split the sequence to sequences of length one, you then merge them by {
and sort the two in each sequence. Then you merge in four by comparing t
first elements of the sequences and continue merging until the end.

How you sort two sequences that are merged in one? You compare the fi
elements. You put the smallest item in the last position of the merged array ar|
remove it from its original array. Then you compare again the first elements an
repeat. The smallesbf the two will be put to the last position of the new array.
If one array becomes empty, you append what remains of the other array in th
last position of the new array. The more elements that remain in the end in on
array the better for the time efficient of the algorithm.

Quick sort
In place algorithm

Worst case time complexity isTworst=0(n 2) so it is not good for near sorted sequences but average time complexity is
Tavg=0(nlogn)

You select a random element (typically the last) and move &
the bigger elements to the right and smaller to the left. Thg
selected element is calledhe pivot. Then you do the same thing
in the two sequence segments around the first pivot by
selecting a new pivot for each and continue until the sequeng
is completely sorted.

There are more sorting algorithms

Shortest path
Finding the shortest path in a Graph. The shortest path between two nodes is the one where the sum of the weighted edges is
the smallest of all others (you might have weights in the edges).

For unweighted edges finding the shortest path requires running a BFS on the graph.

$EEEOOOAGO !'1 ¢l OEOQOEI
The objective f the algorithm is to find the shortest path between any two vertices in the graph. In particular it will finthe
shortest path between a starting vertex and all other vertices.

T=0(]V|?). One solution to finding the shortest path of a weighted undirected graphs. We give all verticaslistance value. A
distance value is the sum of all weights in a path between the starting point and whatever vertex we are on. We alsoaise
minimum priority list ~ where the priority value is the distance value. At a particular step we pick whatever looks best at the
moment.



Find the shortest path from vertex A to every other vertex
6
o o
distance u:ous
froma | VeTX
5 A 0
: : O :: : o
C 7 E
D il A
o) o e
1

The solution could be written in a table with three
columns

Shortest distance
This column shows the shortest distance (not the
actual path that gave that distance) of the vertex from
the starting vertex

Previous vertex
The previous vertex column gives us the actug
(shortest) path between the starting vertex and all
other vertices.
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The algorithm
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We have to fill in that table. We start from A. We keep two lists, visited and unvisited vertices.

Shortest

Vertex | distance i
vertex
fromA

A

B oo
(& oo
D oo
E oo

We begin from A. its shortest distance to A is 0. th
shortest distance for the others is unkwon so we
assume its infinite. This is the starting point of the
algorithm. We now select the vertex from the unvisited
that has the smallest distance from the stéing vertex.

Let distance of start vertex from start vertex = 0
Let distance of all other vertices from start = o= (infinity)

Repeat

For the current vertex, examine its unvisited neighbours
For the current vertex, calculate distance of each neighbour from start vertex

Update the previous vertex for each of the updated distances
Add the current vertex to the list of visited vertices
Until all vertices visited

Visit the unvisited vertex with the smallest known distance from the start vertex

If the calculated distance of a vertex is less than the known distance, update the shortest distance

It is agreedyalgorithm due to the first step. It selects the vertex with the smallest distance. This is a locally optimum decision.
Although, the algorithm explores all nodes so it will ultimately find the shortest path no matter what. Me: if we search ftire

smallest path between two particular nodes, lets say, A and E we could modify the algorithm and stop it as it moves along the

curve (a>b->c etc.) if the distance becomes bigger than 5.

i



Let distance of start vertex from start vertex = 0
Let distance of all other vertices from start = o (infinity)

WHILE vertices remain unvisited

FOR each unvisited neighbour of the current vertex
Calculate the distance from start vertex
If the calculated distance of this vertex is less than the known distance
Update shortest distance to this vertex
Update the previous vertex with the current vertex
end if
NEXT unvisited neighbour
Add the current vertex o the list of visited vertices
END WHILE

Visit unvisited vertex with smallest known distance from start vertex (call this ‘current vertex’)

The algorithm in some more detail

A* pathfinding algorithm
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have to visit every node if the graph. A* will find a path if a path exists, but how efficiently will do it, depends on chan¢sine

you randomly select nodes of equal distance) and the quality of the heuristics.

Notice how we can turn a problem to &
graph problem. In a 2d game, where wg
have doors or checkpoints, we car
symbolize them as graph vertices wherg
the distance between them is the numbet
of steps. So if we want to find the shortes
path between our posifon and a specific

checkpoint, we can implement A*
— algorithm on the graph.
radt-Ral EEAEAEE Summary

8 s v 2 +| * A* has awide range of applications

- 2 — 3 Al '« A*finds the shortest path between two vertices

€ 16 * A* does not have to visit all vertices, ideally

; : * A* picks the most promising looking node next

i A * The better the heuristic, the quicker A* finds the path

: l: * Heuristic is problem specific

'I : * Open nodes known as ‘the fringe’ or ‘the frontier’

M 10 * List of open nodes can be implemented as a priority queue

: : * Each node on the path keeps track of the one that came before

P ° * A* will always find a solution if one exists

Heuristics

A* algorithm contains a Heuristic estimate element (an educated guess) which is important for its efficiency. It is an estimaf
the remaining distance from the current node to the target node. This heuristic distance can be calculated upfront with some
context that we have about the specific problem. For example in te case of the 2d game we can calculate the eucledian déstanc



between the checkpoints. Notice that if there are blockages (bombs for example) in the path, or portals that transport you in
another position then the sucledian distance might not be a good heuristic value.

)y £# OEA EAOOEOOEAO AOA n OEAT A1l 11T AAO xEI1 AA OEOEOAA j
If they are too large, a* will find a path if it exists, but it might not be the shortest path.

5

The travelling salesman Problem

What is the fastest path to visit all nodes of a graph and return to the starting node. It is one of the most famous problésns
computer science. It is an optimization problem. It is an NBRard problem. Some exact solution algorithms:

Brute force approach
Held-Karp Algorithm (dynamic programming)
Some approximation algorithms:

Christofides algorithm
The path found would be at most 50% longer than the fastest route.

Misc
Knapsack (A | [ 9))Proliem
It is an NRhard problem. Another famous computing problem. You have a knapsack that has a limited weight capacity (you can

fill it up to a certain weight). You also have a lot of objects each of which has a value and a weight. The goal is to mzaithe
value that you fill in the sack, given the weight constraint. In some variants you can take a fraction of an object.

It is an optimization problem.

The naivest approach is the brute force one. Compute all possib
combinations and select the best one.
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Systems Design

Intro
Four basic categories

1. Fundamentals of systems: client server architecture, communication protocols etc.

2. Key characteristics of systems: consistency, availability, partition tolerance, redundancy, latency, throughput,

3. Actual components of systems: load balancer, proxy, cache, rate limiter

4. Actual tech of systems: zookeeper, nginx, reddit, S3, etc. (with which you can implement the components to achieve the
characteristics you want)

Client server model, some notes

V  First the client does a Dns query

V  Every machine with an IP address (connected to the internet) has a group of 16.000 ports to which programs on that
machine can listen to. Usually clients know to which port to send a packet to based on the communication protocol used.

V  Port http 80, https 443, ssh 20, dns 53



V  Have in mind nc for Netcat. It is a commantine utility that reads and writes data across network connections. For example
you can listen to one terminal and send an http message to it from another in the same machine.

Network protocols, some notes

An IP packet has a header and a body. In the header there is a source and destinatio

for the packet.A packet is 65KB  bytes. 1MB needs at least 15 ip packets
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standard way to track their order. TCP is a protocol on top of IP and its main purpose whe

used over IP is to ensure that a message can be composed of many packets aatltttis
message is transmitted reliably. So with TCP over IP you can send reliably, message
any size. The tcp header is part of the ip packet body.

V  In order for two machines to communicate over tcp they need first to make a Tcp handshake to create a tcp connection
between them. A machine can end a connection or it can timeout on its own.

V  HTTP is build on top of tcp, in order to add some more abstractions to it, specifically the request response communication
model. So we forget about ip and tcp packets when we work with http. We only have to deal with http requests and http
responses. Htp defines a specification for the request and response model. For example the request is an object with
various fields that define its behavior (host, port, method, path, headers, body etc.)

Latency and Throughput

V  Latency and Throughput are two of the most important metrics in system design.
V  Throughput is measured in GBps. Latency is measured in seconds.
V  When you design systems you make decisions that affect latency and throughput of your system.

Proxies

A forward proxy acts on behalf of the client. (the server might not know that a request is coming to it from a proxy)
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proxy can have many applications:

Filter out certain kinds of requests

Buffer requests and responses so that the even if there is a slow connection with a client, the web server (gunicorn worker
process for example) will send the response to the reverse proxy and the proxy will send the response through its buffer.
The web sever will not block.

Perform logging

Cache data

Act as a load balancer

Modify request headers
etc.

Availability
vV | OAEI AAEI EOU AAOAOEAAO Ei x OAOEOOAT O EO A OUOOAI OI tE£EAEI
of time, usually a year, where your service is operational. We typically measure availability with number of 9s. for example

99% availability (or 2 9s) means that your service would be down 3.65 days/yeab nines (5 minutes/year) is considered
a high standard, it makes a system highly available.

V  High Availability is tough to achieve and it requires some trade offs for examplew consistency(me: a db node fails. Data
not written in it. a client reads from another db the written data. Another client reads from the recovered failed db the
previous data and acts on it for example replying to the old version of a comment. Data is synchronizetkdaThis is
eventual consistency vs final consistency.jow latency (me: due to the latency of extra nodes like load balancers) etc. so
we should choose cartully which services of our system will be highly available and which will not.




V  The fundamental way to achieve availability is teeliminate Single Points of Failuren your system. This is achieved by
adding redundancy. For example you might have more than one servers for a specific service. This is an exampglassive
redundancy where if one node of the service fails the system continues to work without any modifications. There is also
active redundancy In this case one node of the service is special. It is the one that does the work or handles traffic. If this
goes down, one of th others have to take that role (lead election).

V  Another important think that you can do to achieve high availability is to create processes that can handle system failures.
For example there might be necessary to have human actions to solve an issue and these humans need to be notified asap.

Maintaining service availability percentages with fivenines requires significant investment and upkeep, using established
network configuration, monitoring and troubleshooting networking issues and following best practices to ensure system
components remain operational. Every hour a service is not available can cost a company millions of dollars.

Achieving five-nines availability
How do you get more nines? Consider these steps:

V  Buy the best equipment that's the easiest to repair. Then, adold balancing failover and redundancy. Highly available
systems often include power supplies and processors, battery backup, diesel or natural gas generators for longer power
outages than batteries can handle, multiple diverse communication lines and multiples of wieater else is likely to fail.

V  Automate, where possible, to monitor network performance and flag potential malfunctiongiutomation tools, along
with network analysis software that continually tracks the healthof network components and technologies such as Al and
machine learning, can help operators reduce the chance for human error and ensure their networks remain operational.
Additionally, Al and machine learning platforms can proactively alert network operatorén the event of network problems
or a security breach and can automatically shift operations from failing components to backups when necessary.

V  Pay attention to software. Owof-date orunpatched softwarecan make fivenines availability impossible. If a particular
component fails because of a faulty OS and takes a long time to get back online, availability will suffer.

V  Test backup anddisaster recoveryplans to make sure they are sufficient.

Caching
Caching improves latency. In order to cache, you pass the data from a hash function to get a single signature of it and ttate
data with the hash as the key in a data store. Then you read from there if the key exists.

What happens if you have data stored both in database and the cache and you want to edit it. There are two policies

1. Write through cache policy we update the cache and then we update the database. One after the ots&metimes, your
Write -Through operations might fail. This can happen due to several reasons like network connection problems or because
of an error in your interface implementation logic. Since WriteThrough is synchronous, the exception is thrown to the

application.
2. Write back (or behind) cache policy we update the cache only. The database will be updated asynchronously, with a
DAOEI AEA OAOE &1 O AgAi pi A8 OEA ApbPI EAAOGEIT AT AOT & OsinceA A A

it is an asynchronous mechanism, failures in writdoehind are logged as exceptions and errors in the cache logs but not
thrown to the application. it is recommended that you opt for Write Through if you are dealing with highly sensitive data.

Notice that when you cache mutable data in a distributed cluster of nodes (for example you have a cluster of application eesv
and you cache data on each one of them), you might have to deal with inconsistency issues (depending on the load balancing
algorithm). For example imagine you store youtube comments on individual server caches, and your load balancer distributes
requests randomly to the application servers. A user edits his comment, the cached value changes in the server that responded
to him, bitOEA AEAT CA EOT 60 OA D IrHeiaAdindrAiseebuld Aeid the OriyigaOrdegsagh fiofnEhd éashe of
another server and reply to the old version of the commenfThis is a typical case of inconsistency, or stale data.



https://www.techtarget.com/searchnetworking/answer/What-are-the-3-most-common-network-issues-to-troubleshoot
https://www.techtarget.com/searchnetworking/definition/load-balancing
https://www.techtarget.com/searchnetworking/feature/What-is-network-automation-and-what-can-it-do-for-you
https://www.techtarget.com/searchnetworking/feature/Evaluate-top-network-analysis-tools-to-find-the-right-fit
https://www.techtarget.com/searchnetworking/tip/Using-AI-machine-learning-in-networking-to-improve-analytics
https://searchenterprisedesktop.techtarget.com/definition/patch
https://searchdisasterrecovery.techtarget.com/definition/disaster-recovery

One way to solve these issues is by using a separate cache service that all servers use. This could create a single daihiref

that you then have to deal with. Another solution might beomment basedoad balancing with consistent hashingRequests to

the comments service are being hashed consistently, so that each server serves a specific range of comments. This way a
comment will always be served from the same server. Depending on the situation you make the necessary decisions. For
comments, it isimportant to have consistency. For other pieces of data, it might not be. For example the view count.

There is alsocache eviction policies Least recently used, least frequently used, fifo, lifo etc. You should pick one based on needs.

Have in mind thatin-memory cacheis a commonly used approach as | understood. If your data size is not huge and they fit nicely
in the memory of your application server, you can just cache it there. Then depending on your needs of course, you can have a
simple eviction policy for exampleclear the cache every 30 minutes.
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times within the same session.
Load balancer

1. Serverside load balancing
2. Clientside load balancing

Server-side load balancing
A load balancer improves the throughput and latency of your system. It can sit between

clients and web servers,

web servers and databases,

or in the case of dns load balancing, between clients and other load balancers.

In dns load balancingthere is a scheme called DNS Round Robin in which a domain name can have multiple IP addresses and
whenever there is a dns query for this domain, a load balancer returns one of the ips in a load balanced way.

B

When new servers are added or removed, we should register or deregister them from the load balancer so that it knows about
them.

There are many server selection load balancing algorithms to distribute the load:

1. Random selection

2. Round Robin where servers are selected sequentially from first to last and then back to the first again.

3.  Weighted round Robin. If some servers are more powerful than others you can assign increased weights to them so that
they receive more load.

4. Performance based selection. The load balancer uses health checks for the connected servers to get some important metrics
from them, like average response time, etc. Then it distributes loads to servers that have low response time which could
mean that they have less load.

5. Client based selection (based on the IP or username etc.). The balancer hashes the request source IP and routes it to the
server that is responsible for handling a range of hashes. This means that requests fritva same IP address, will be always
routed to the same server This can be very useful for distributed cache services, where the responses are being cached.
This would ensure that a request from the same IP address will be served by the same server which has the cached value
in its cache. Notice thato retain the matching between client attribute and servers as much as possible when you add or
remove servers, you need to apply consistent hashing or similar.

6. Path based selection. You might route based on the requested path. This way requests to /payments could be served by a
specific set of servers and upgrades to other servers will not affect the payments service.




Load balance across regions is achieved with DNS load balancing

You have to apply DNS load balancer to check where a user is and route that request to the region specific load balancer. For
example , lets say you have two EC2 instances in Mumbai and another two in Sydney. You can loadbalance between EC2 instances
in Mumbai using an ELB deployed in Mumbai region and similarly in Sydney. However to loadbalance between Mumbai and
Sydney you will need to use Route 53 and provide DNS name of ELB's in Mumbai and Sydney as endpoints.

Client-side load balancing

Client-side load-balancing: The load balancing decision resides with the client itselfThe client can take the help of a naming
server (eg. Netflix Eureka) to get the list of registered backend server instances, and then route the request to one ofehes
backend instances using clienside load balancing libraries like Netflix Ribbon.

Advantages of clientside load balancing:

1 No more single point of failure as in the case of the traditional load balancer approach.
1 Reduced cost as the need for sersite load balancer goes away.
1 Less network latency as the client can directly invoke the backend servers removing an extra hop for the load balancer.
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Hashing

Hashing

A process that can transform an arbitrary piece of data to fixed size value (usually an integer). It is used by load balagcin
algorithms

Naive hashing

Assume we use client based hashing for storing client specific cache values in memory of specific servers. A naive
implementation of this, would be this. First pass the client ips from a hash function (a hashing algorithm) to get some irteg

(Have in mind that the hashing algorithm should provide uniformity. The output values should be uniformly distributed within

a range. Some commonly used algorithms that achieve that are MD5, SHA1, Bcrypt). Then you have to assign these integers to 4
servers. A way tado this, is to take the mod of these integers with the number of serverbdshing result integer%4). This would

give you values between 0 and 3, so you can map these 4 values to the 4 servers and distribute the load this way.

Notice though the problem:if you add or remove servers you would lose the matchingYou would have to repeat the mod
operation for the new number and this would result in completely new matching between hash values (ips) and servers. This
means that an ip would be served by a different server now, and you will hagache mishits There are two hashing techniques
that can solve thisproblem of in-memory caching Consistent hashingand Randevouz hashing

U  Consistent hashing
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which you assign the servers. To do so, you pass them (their name or something else) throug
hashing algorithm. The circle represents the range of the hashinggairithm output. Then you
pass the clients through a hashing algorithm (probably the same). This positions the
somewhere within the circle. Then you define a rule. A client would be served by the first serv
it reaches if it moves clock wise.
This way even if you remove or add a new server, there would be minimum changes on t
matching between clients and severs. So you achieve less cache mishits.
, If the hashing algorithm concentrates the servers on one area of the circle, you can pass
servers from multiple hashing algorithms to position them multiple times on the circle.
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more times than the others. This would position them more times in the circle.

U  Rendezvous hashing
In this approach you take each client and create a score for all servers. This score is specific to this client. The loaahbat
assigns this client to the server with the highest score. Each client has a score list with a score for each server. Thisifiwenu

remove one server, only the clients for which this one was the highest in the ranking would be affected and would need to be
assigned to the second highest score.

There are industry grade score computing algorithms that uniformly distribute the values (clients in this case) to the
destinations (servers in this case)




Databases
Types of databases

The CAP theorem

Relational databases

A relational database imposes on the data stored in it a tabular like structure. Data is stored in tables. Tables also cadliadions.
Three of the most fundamental properties of a relational database are their support of:

1. SQL
SQL gives you the possibility to perform powerful queries on the highly structured data of a relational databagtave in mind
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make the query (using pandas or something). With SQL though this is not required

2. ACID transactions

A database transaction follows these properties. Atomicity Consistency Isolation DurabilitAtomicity: if a transaction is
composed of multiple operations (remove money from one account add it to another) then either all operations will be
performed or none at all.Consistency Any transaction respects and abides by the rules of the database. Any transaction sees
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results of the executed transaction Isolation: transactions are executed sequentially, one by one. If a transaction begins after
another one, the second one has to wait for the first on to be committed in order to be execut&@urability : the effects of a
transaction to the data in the database are permanent.

3. Indexing

This feature increases read speed but decreases write speed (because you have to update the index table too). in a tabléwith
million rows , a simple query to get the 10 biggest values, could take more thah secs With anindex of that table for this value,

it can takeless than a secondThere are various ways to create an index (bitmap index, dense index, reverse index) but in a
nutshell the index is a new table that contains the column of interesiorted, and another column with a foreign key that paits

to the specific entry that has that value of interest. For example we can create an index for the payment amounts. The indkx

be sorted relative to the amount, and will have a foreign key to the payments. This way you can search by amount in Oflogn
instead of O(n) or you can get the largest and smallest in constant time O(1).




In algoexpert they initially chose a non relational database for some parts of their system. This turned out to be a bad sieci.
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it. They wanted to query that data, for examplselect all users that run code within the previous morahd they were logged in
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U  One Index for two columns
You can create indexes from more than one columns. If the two columns are two foreign keys for example, the index would be
1,1->entryl 1,1:€ AT OOUch 8

1,2>entryl 1,2€ AT OOUch 8

So you can perform a binary search for combinations of values. For example you want all the 1,1 entries (where both foreign
keys are 1) .

SELECT * FROM sometable WHERE id1=1 AND id2=1;

U  One index per column of the same table
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gueries will be efficient due to binary search:

SELECT * FROM sometable WHERE foo="hello’ ;
SELECT * FROM sometable WHERE bar='world";

But what happens in the case in which you search based on both indexed values?
SELECT * FROM sometable WHERE foo="hello' AND bar='world’;

Here the database can make various clever choices on how to most efficiently search. What index to use first for exampmaelf
index returns a much small number of entries than the other, it makes sense to make a binary search for it first, and then
sequentially search for the other on the result of the previous search.

Key value stores (Non relational databases)

There are various types of Non relational databases. One of most popular types is the-kejue store. It is like a hashmap data
structure. The key is a string while the value could be of various types depending on the specific store. It is very suitdbie

1. Cache store
Cached values are stored using the keyalue model so they fit perfectly.

2. Dynamic configuration
You have constants that have to be accessible by various parts of your system. You can store these constants imaakegy store.
They can be easily modified as well.

3. They are fast
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key directly. It is O(1) read instead of O(N). so a key value store can increase throughput and decrease latency.

Have in mind that there are many options available, each with its own characteristics in terms of consistency, disk persisten
etc.



Specialized Storage Paradigms

i Blob stores (S3, GCS from google)

A Blob is an arbitrary piece of unstructured dataVideos, images. large text or binary fileare typically considered blobs. It is
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the key-value model. Each blob has a key.

Bottom line:

1 Blob storage is cheap, fast, and just about seven nines of uptime
1 Generally well secured, and you have good control over traffic can be shaped
1 Great for general storage needs

What you give up is:

1 The ability to index the text for fast searchiggu might use ElasticSearch as a service to meet that rieedl ork with a
lambda function to make sure any new data sent to an S3 bucket triggers an event notification to this Lambda and update 1
ES indeX.
1 Acid transactions on the text data
Databases are generally efficient with blob storage up to about 1MB or so, and beyond that most databases recommend storing
those blobs outside of the database (Microsoft SQL Server, notably makes this recommendation). You can easily bloat the
database maling the logistics of replication, backup, and restore more difficult.

U  Timeseries databases (InfluxDB, Prometheus)

These databases are convenient for storinime-stamped data For exampleuser events, 10T devices telemetry data, crypto
prices etc. If you want to extract varioustime related metrics like aggregation over time from these data too, then timeseries
databases are convenient. Very suitable fgnonitoring services.

Atime series databases built specifically for handling metrics and events or measurements that are timstamped. ATSDB is
optimized for measuring change over timeProperties that make time series data very different than other data workloads are
data lifecycle management, summarization, and large range scans of many records.

U  Graph databases (Neo4))

There are cases wherghe dataset contains many relationships between the various data point§or example consider a case
where we have people who are interviewers and interviewees in google. Some of them have applied to facebook in the past. You
want to find which interviewers who have applied to facebook in the past and failed, have rejectegarticular interviewee. In
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traversing a graph data structure. Nep4j uses Cypher querying language. It also offers a nice interface where you can view your
dataset as nodes of a graph.

These databases are suitable f@ocial networkswhich have objects with a lot of relationships.

sql_query.sql *

MATCH (interviewer:Interviewer)-[:INTERVIEWED {score:'failed'}]->(:Candid
(interviewer)-[:APPLIED {status:'rejected'}]->(:Company {

interviewer.name;



https://www.influxdata.com/the-best-way-to-store-collect-analyze-time-series-data/
https://www.influxdata.com/from-sql-to-nosql/
https://www.influxdata.com/from-sql-to-nosql/

cypher_query.cql — specializedStorageParadigms

Specialized Storage Paradigms e

(xi:Interviewer {
(simran:Interviewer { H })
(amanda:Interviewer { 5 b

Database Information

$ MATCH (n) RETURN n LIMIT 25 : . « o
Node Labels (alex)-[:INTERVIEWED {score: 'passed'}]->(clement)

L interviewer(is) I ECC) (meghan)-[: INTERVIEWED {score: 'pas clement)
(simran)-[:INTERVIEWED {score: '
(molly)~[:INTERVIEWED {score: '
(marli)-[:INTERVIEWED {score: 'failed'}]->(antoine)
L (akshay)-[:INTERVIEWED {score: 'passed'}]->(antoine)
e , (aditya)-[:INTERVIEWED {score: 'passed'}]->(antoine)
(meghan)-[: INTERVIEWED {score: 'passed’'}]->(antoine)
(marli)-[:INTERVIEWED {score: ‘failed'}]->(simon)
(meghan)~[:INTERVIEWED {score: 'failed'}]->(simon)
Property Keys (brandon)~[: INTERVIEWED {score: 'passed'}]->(simon)
(xi)-[:INTERVIEWED {score: 'failed'}]->(simon)
(ryan)-[:APPLIED {status: 'rejected'}]->(facebook)
(simran)-[:APPLIED {status: 'accepted'}]->(facebook)
(xi)-[:APPLIED {status: ected'}] facebook)
(molly)-[:APPLIED {status: 'rejected'}]->(facebook)
(alex)-[:APPLIED {status: 'rejected'}]->(facebook);

MATCH (interviewer:Interviewer)-[:INTERVIEWED {score:'failed'}]->(:Candidate {
(interviewer)-[:APPLIED {status:'rejected'}]->(:Company { H })
interviewer.name;
$ CREATE (facebook:Company {name:'Fa

B Adde:

U  Spatial databases

A spatial databaseis adatabaseoptimized for storing and querying data that represents objects defined in a geometric space.
Most spatial databases allow the representation of simple geometric objects such as points, lines and polygons. Some spatial
databases handle more complex struares such as 3D objects, topological coverages, linear networks, and\s (triangulated
irregular network). While typical databases have developed to manage various numeric and charactgpes of data such
databases require additional functionality to process spatial data types efficiently, and developers have often
addedgeometry or feature data types.

Spatial databases are optimized for handling spatial data, like longitude and latitude. You perfog@rtain queries very fast like
number of points of interest around a locationline length, polygon areg

To do so, these databases use spatial indexes instead of the regular indexes. There are many types of spatial indexes. Aonomm
spatial index is the quad treelt is a tree where each node has 4 or O children.

This is thegrid representation of a quad tree The two
axis can have longitude and latitude. The whole grid ca
represent a specific area or the entire globe. All point
of the globe are located within this grid. The initial
rectangle represents the root node of the tree (the root
node of the tree rgresents the entire globe). We split
the rectangle in 4 parts. Each part represents a child ¢
the root node. The process goes on. There is a criterid
which says that we stop dividing when the number of
points inside a rectangle becomes less than a limit. Th
means that densely populated areas will be represente
with a dense grid.
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Now when we search for a specific location (long and lat) we compare it with the 4 first children to determine in which orie i
belongs and we repeat in the next levellhis means that in one operation we eliminated 3/4 of the tree. Which means that
searching a quad tree is a logn) which is even better than log(n).



https://en.wikipedia.org/wiki/Database
https://en.wikipedia.org/wiki/Triangulated_irregular_network
https://en.wikipedia.org/wiki/Data_type

Me: the quad tree is a tree so it is stored like a tree. It has a value and first, second, third, fourth child which refeeettihe children
node memory slot. Or it could be stored as an array. The value can be the long, lat pair. The point you want tocketor is
another long, lat pair. You calculate the Euclidean distance between it and the 4 nodes and select the closest one. Thigauay
do 4 distance calculations, but then you eliminate the 3 nodes so there is no need to search in them, but only osé¢fected one.
You repeat the process until your criteria are met.

Table partition

Most sql dbs offer table artition functionality. This is necessary when you have to deal with very large tables with million$
rows. The concept is that you split the table either horizontally (rows based) or vertically (columns based) to smaller takleo
the query is executed against a small subset of the whole data and is much more efficient.

Typical example could be user following table where you have follower_id and followee_id. If you have billions of users, this
table would be huge. Initially you should think if there is a way to avoid the large table all together. For example you cbhve

a follower-count int field, in the user profile, and a followerdlist json field to store the actual followers. This would increase the
write burden though.
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to make the partition. for example followerids 1to100k go to table 1 etc. when there is a search for usat 900,001, we identify

the respective partition table and search there. This is calle@nge partitioning. There islist partitioning for example partition

based on the value of a field, all rows with country=Paris go to one partition etc. There is alssh partitioning which is a pseudo
random breakdown of your data.

You can have vertical partitioning too. for example you can have a blob field (large binary file) in your user profile talheat
contains some documents in binary format. You could partition the table vertically and store the blob column in another table

Partitioning is transparent to the client. The logic to determine the partition table to query is not in the client but in #andatabase
itself.

1 You will typically start to see the performance benefits with tables of 1 million or more records, but the technicaltyarapbii
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1 Query on 1.3m rows took 4.1 secs. On the partitioned in two table it took 1.23 secs. If the rows were 500m the diffetdnce wol
be significant.

1 The partition key must be a primary key?
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In very large systems, you could have many shards. and then partitioning per shard and of course index per partition

Replication
Replication offers

1 Resiliency. You can implement a master slave architecture. If your master goes down your slave takes charge.
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so that local queries are handled faster by local instances (and then the changes are synchronized to the other replicas).



Replication vs sharding

Sharding is another approach for increasing queries performance.

You can use database replication to avoid down time for your system that can be caused by your database server failing.
Essentially you have your main database and a replica. Notice that there are two modes of operation for the replica systesapK
the replica updated synchronously or asynchronously.

1 Synchronous synchronization (final consistency)
In the first case, when a write is to be made to the main database, it should also be executed in the replica afterwards iA@ID
like way. If the write on the replica fails, the whole write operation fails too. This way the two databases are always yms with
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But it increases latency since a write should be completed in two different database&ynchronous synchronization increases
availability but increases latency too have in mind that you must apply readlock to the read dbs when a write is done to the
write db. When this write is successfully synchronized then the readlock can be removed.

1 Asynchronous synchronization (eventual consistency)
In the second case, the replica is updated asynchronously. For example in a periodic way, every 5 minutes or so. In thistibase
latency of the system is better (lower) in relation with a synchronous system but it might be less consistent. If something
happens to the main database before the replica is updated then the replica would take over with the old version of the data.
Asynchronous synchronization decreases latency but decreases consistency .tto general, all systems that use eventual
consistencyneed some kind ofconflict resolution (for example the last update wins)because twoclients connected with two
different nodes might changehe same row simultaneouslyA server-side stored procedure can be used to define what must be
done if a conflict occurs.
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It might take some time to appear without greatly affecting the quality of the feed. If you have users in america and asid have
two databases, one in us and one in korea, that act as the maatabase for the region. So a post of an american user would be
written in the us database will not be visible to the asian users feed until the asian database is updated asynchronously.

You can have different combinations of write and read architectures.

1 One write db and multiple read dbs where read dbs are regional dbs (reads are routed by location via a load balancer).

1 Regional write and read dbs. In this case the writes are also routed by location. And the write dbs need to be in gync (or
depending on the case). An american user moving to asia, should not lose his follows etc. if he logins. If the apméesnot bus
critical you can have eventual consistency between the regionaHdie.in mind that this is not sharding. It is replication

Feed generation

Usually, calculating the feed for a user, is a computationally expensive operation. It might include ML algorithms to runuser
data to get his interests and collect relevant posts, popular posts, proposed posts etc. so it is better to precompute afi@eelach
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Bidirectional replication



Have this possibility in mind.Bidirectional transactional replication is a specific transactional replication topology that allows
two servers to exchange changes with each othelFor example for SQL serveeach server publishes data and then subscribes
to a publication with the same data from the other server. The @loopback_detection parameter of sp_addsubscription (Transact
SQL) is set to TRUE to ensure that changes are only sent to the Subscriber and doesult in the change being sent back to the
Publisher.

Sharding
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the way the data is being distributed among shards. For example you might choose to have the same schema in all databases,
and distribute the rows of the tables. So each database would have a portion of the users, for exanfklgood way to distribute

the data is using hashing(another way is to distribute the databased on location for example based on the zip code of anty).
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CIlETC AT x1 8 4EAQOGS Oreplicesdor éath@ha Rdtid® thét if your Bakhing function is not a uniform one, you
might end up with a hot spot (an overloaded shard).

Have in mind thatthe logic of distributing the data to shards can live
in your application server but it is common to be in a separats

service, areverse proxyto which the application server speaks to,
to read and write data, and the proxy applies the logic.

This is a simple reverse proxy that distributes the data based on
simple logic in getShardEndpoint.

Notice

I am well aware that sharding should probably be used only as a last resort optimization since it has limitations and reatigkes
things quite complex.Most people don't need sharding: an optimized master/slave architecture can go a very long wajave in
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You should shard only when it is absolutely necessary

0. Understand what your actual problem is before optimizing(too slow reads vs too slow writes) Analyze your slowest queriers
and see why its slow. Create indexes on appropriate columns and tune your data schema.

1. Horizontal Partitioning - Have partition key(mostly on primary key) and split database into different ranges. This will create
smaller B-trees on the indexes.

2. Vertical Partitioning - When you have columns that you rarely access, and you cut a column out of the main database. This will
make reads faster for frequent queries and slower for not frequent queries and make yourtBees smaller(less space in memory
also)



