
Design Patterns  

Intro  
https://codewithmosh.com/courses/enrolled/759570  a good course 

 

Design patterns are elegant solutions to common repeating problems in software design. A good book proposed by many as a 

reference: Design patterns elements of reusable object oriented software, by GoF. The book separates 23 design patterns in 

three categories, creational (patterns that deal with different ways to create objects), structural (patterns that define the 

relationships between these objects) and behavioral (deal with the communication between these objects). Design Patterns 

help you build reusable, extensible and maintainable software 

 

Patterns to have in mind  

Memento, state, command, observer, mediator, visitor, pipeline,  

 

The 4 basic principles of OOP 

encapsulation, abstraction, inheritance and polymorphism.  

 

Encapsulation  
 
"ÁÌÁÎÃÅ ÃÁÎȭÔ ÂÅ ÁÃÃÅÓÓÅÄ ÆÒÏÍ ÏÕÔÓÉÄÅ ÏÆ ÔÈÉÓ ÃÌÁÓÓȢ 4ÈÅ 
outsiders only use setBalance and getBalance.  
 
ɉÐÙÔÈÏÎȭÓ ÐÒÏÐÅÒÔÙ ÍÅÔÈÏÄ ÉÓ Á ÎÉÃÅ ÓÙÎÔÁÃÔÉÃ ÓÕÇÁÒ ÆÏÒ ÔÈÉÓɊ  

 

 

Abstraction  
 
Reduce complexity by hiding unnecessary details in the 
classes. We hide connect, authenticate and disconnect from 
the rest of the program by making them private. We only 
need to interact with the send_email method of this class. 
The rest of the methods are implementation details of this 
class.  

 

 Inheritance  
 

https://codewithmosh.com/courses/enrolled/759570


 

 

 

Polymorphism  
An object (an interface) can take many different forms 
(implementations of the interface).  
 
It uses the concept of interfaces. You work with an interface 
and not the actual implementation of the interface.  
 
In this case you have an abstract method UIControl (the 
interface) which is an abstract method for ui buttons of a 
menu. Then you have an actual implementation which is the 
CheckBox. In the main program you use the UIControl (the 
functions work with an UIControl instance) and not a 
specific implementation.  So you just call the draw method 
of the interface which is implemented differently in each 
implementation.  

 

OOP principles  

ü Single Responsibility Principle 

ü Open Closed Principle 

 

By following this principle, you can add new functionality without changing existing code. For 
example when we use a generic interface with specific implementations of it, in order to add 
new functionality, we just have to add a new interface implementation without modifying 
existing code. This makes our codebase more robust to changes, easily extensible and 
maintainable.  

 

 

UML  

 
Inheritance: Rectangle is a Shape 

 
Composition: Shape has a Size 

Unified modelling language. A graphical notation to represent a system (its 
classes and their dependencies).  
 
Without parenthesis we define the variables and with () the methods of a class. 
 
We have 3 types of relationships between classes: inheritance, composition and 
dependency relationship 

 
Dependency  
Somewhere in the shape class we have a reference (a dependency) to the 
document class  
 
4ÈÅ ÉÎÈÅÒÉÔÁÎÃÅ ÁÒÒÏ× ɉÉÔ ÉÓ ÅÍÐÔÙɊ ÍÅÁÎÓ ȰÉÓ Áȱ ÁÎÄ ÔÈÅ ÃÏÍÐÏÓÉÔÉÏÎ ȰÈÁÓ ÁȱȢ  
 
Dependency occurs when one object "is dependent" on another. It can occur with 
or without a relation between the 2 objects. Actually, one object might not even 
be knowing that another exists, yet they might be dependent. Example : The 



 
Dependency: Shape depends on (references) 
Document 

 

 

Producer-Consumer problem. The producer need not know that the consumer 
exists, yet it has to do wait() and notify(). So, "NO" , dependency is not a subset of 
association. 
Composition  ȡ ɉ×ÈÅÎ ÁÎ ÏÂÊÅÃÔȭÓ ÖÁÒÉÁÂÌÅ ÉÓ ÁÎÏÔÈÅÒ ÏÂÊÅÃÔȟ ÓÅÌÆȢÏÔÈÅÒͺÏÂÊÅÃÔ Ѐ 
other_object). Is a type of association in which the "child" object cannot exist 
without the parent class. i.e, if the child object exists, then it MUST BE IN THE 
parent Object and nowhere else. EG: A Car (Parent) has Fuel injection system 
(child) . Now, it makes no sense to have a Fuel Injection system outside a car (it 
will be of no use). i.e, Fuel injection system cannot exist without the car. 
Aggregation  : Here, the child object can exist outside the parent object. A Car has 
a Driver. The Driver CAN Exist outside the car. 

 

Patterns  

--- Behavioral --- 
They deal with the communication between objects 

Memento  

 

 

)ÔȭÓ Á ÐÁÔÔÅÒÎ ÆÏÒ ÉÍÐÌÅÍÅÎÔÉÎÇ ÕÎÄÏ ÆÕÎÃÔÉÏÎÁÌÉÔÙȢ  
 
In this case we have an editor that shows some content and we want to implement an 
undo functionality. The editor is a class with one variable, the content (with setter and 
getter methods). how would you implement an undo behaviour? One solution would 
be to use a list that stores the previous contents. Notice though, that later we could 
ÁÄÄ ÍÏÒÅ ÖÁÒÉÁÂÌÅÓ ÔÏ ÔÈÅ ÅÄÉÔÏÒ ÔÈÁÔ ÎÅÅÄ ÔÏ ÂÅ ȰÕÎÄÏÅÄȱ ÁÐÁÒÔ ÆÒÏÍ ÃÏÎÔÅÎÔȟ ÆÏÒ 
example title. This would mean that we now have to use many lists for storing many 
variables histories which is not convenient. So we can have all the undoable variables 
ÁÓ ËÅÙÓ ÉÎ Á ÓÔÁÔÅ ÏÂÊÅÃÔȟ ÁÎÄ ÓÔÏÒÅ Á ÌÉÓÔ ÏÆ ÓÔÁÔÅȭÓ ÈÉÓÔÏÒÙȢ  
  
In the memento pattern, we create a class that represents the state of the editor 
(EditorState). its members are the undoable variables. So each editor state (snapshot), 
is an instance of this class. Now we need to have a list of those instances. We use 
another class to store that list (the History class). Each instance of this class is a history 
of states (snapshots). (We say that the history class is composed of EditorState). The 
Editor class has a createstate method that creates a new state instance. Then it pushes 
that state instance to a history instance.  
 
Notice the difference with the undo capability of the command pattern. In the 
memento pattern even if only one variable of the state changes, we still create a new 
state instance which contains all the state variables. So we keep a history of entire 
state objects even if only one variable of the state changes. This has memory 
implications. In the command object we would have commands for each variable 
change. For example, changeContentCommand, changeTitleCommand etc. Then each 
individual action could be undoable. Each action could be stored in global history 
ÏÂÊÅÃÔȢ 7ÈÅÎ ÙÏÕ ÕÎÄÏȟ ÙÏÕ ÐÏÐ Á ÃÏÍÍÁÎÄ ÆÒÏÍ ÈÉÓÔÏÒÙ ÁÎÄ ÅØÅÃÕÔÅ ÉÔȭÓ ÕÎÅØÅÃÕÔÅ 
method. Notice that in memento the history object holds a list of states while in the 
command pattern a list of commands (that know how to unexecute themselves). 
 
Me: we can make the history object an Iterator (see the iterator pattern). 



 
 

State  
It is called state pattern, because it allows an object to behave differently if the state changes. For example, the mouseUp method 

behaves differently depending on the state of the Tool interface.  

 

 
 

Say you want to build an app with various tools available to the user 
(brush, eraser, drawer etc.). When you select a tool the mouse down 
and drag functionality changes (the drawer draws a line, the eraser 
erases etc.). one way to implement this is to check with if else 
statements on each mouse action or keyboard button. This means that 
you will repeat this if else statements many times within your app (on 
mouseUp, mouseDown, on key pressed and other similar functions) 
making it eventually hard to change and maintain.  
 
Instead we use polymorphism. We implement a button interface as an 
abstract class and each button is a different implementation of this 
interface. In the code we work with the interface. Whenever we want 
to add a new tool we just have to implement a new implementation of 
the interface. This approach follows the open closed principle. 
 

 
 

Strategy 
)ÔȭÓ ÁÃÔÕÁÌÌÙ ÔÈÅ ÓÔÁÔÅ ÐÁÔÔÅÒÎ ÆÏÒ ÍÏÒÅ ÔÈÁÎ ÏÎÅ ÖÁÒÉÁÂÌÅÓȢ 4ÈÉÓ ÐÁÔÔÅÒÎ ÐÒÏÍÏÔÅÓ ÃÏÍÐÏÓÉÔÉÏÎ ÏÖÅÒ ÉÎÈÅÒÉÔÁÎÃÅȢ  



 

We want to store an image. Before storing, the image must be compressed 
and filtered. We can have more than one compressing and filtering 
algorithms. Instead of creating if else loops we use interfaces.  
 
 
It looks a lot like the state pattern but there is a difference. In the state 
pattern, the object (canvas) can have a single state (the current tool) that 
defines all its methods (mouseDown and mouseUp). On the contrary in the 
3ÔÒÁÔÅÇÙ ÐÁÔÔÅÒÎ ×Å ÄÏÎȭÔ ÈÁÖÅ Á ÓÉÎÇÌÅ ÓÔÁÔÅȢ 7Å ÈÁÖÅ ÍÕÌÔÉÐÌÅ ȰÓÔÁÔÅÓȱ ÏÒ 
behaviors (compressor, filter) represented by one Interface each. 

  
 

 

(notes from another source) 

It is a pattern that describes a composition mechanism. The imageStorage class is composed of (or has) a compressor (an 

abstract compressor behavior) and a filter (an abstract filter behavior). Then a specific compressor behavior extends the 

abstract compressor behavior. In the generic notation, the Context is composed of Strategies.  

This pattern promotes composition over inheritance. Think of the example with the ducks. Instead of using inheritance which 

ÌÅÁÄÓ ÔÏ ÔÈÅ ÐÒÏÂÌÅÍ ×ÈÅÒÅ ÓÁÍÅ ÌÅÖÅÌ ÓÕÂÃÌÁÓÓÅÓ ÃÁÎȭÔ ÅÁÓÉÌÙ ÓÈÁÒÅ ÌÏÇÉÃȟ ×Å ÕÓÅ ÃÏÍÐÏÓÉÔÉÏÎȟ ×ÈÅÒÅ ×Å ÉÍÐÌÅÍÅÎÔ ÓÏÍÅ 

abstract interfaces (the strategy interfaces). Each abstract strategy interface can be implemented by a number of strategies that 

contain the actual implementation. This way instead of having separate subclasses (for example a mountain duck that inherits 

from duck) the subclass is replaced by a specific configuration of strategies.  

 

 

If we have many variants of ducks, we could not have a 
clean inheritance hierarchy. Instead, we might need some 
combinations of properties that belong to different 
ÓÕÂÃÌÁÓÓÅÓ ȰÏÆ ÔÈÅ ÓÁÍÅ ÌÅÖÅÌȱȢ )Î ÔÈÅÓÅ ÃÁÓÅÓ ÉÔȭÓ ÂÅÔÔÅÒ ÔÏ 
use composition using the strategy design pattern where 
the duck class uses strategy interfaces (duck behaviors). A 
duck behavior can have various implementations (actual 
strategies) where each strategy has distinct method 
implementations. So now a duck is a configuration of 
strategies instead of a specific subclass.  
 
In this picture we would need to create a new subclass that 
implements the eat1 and quack2 methods. If we have more 
variations we would need more subclasses.  

 



 

Interfaces  
Have in mind that some languages like Java have the concept of 
interfaces (abstract classes that contain methods that have no code 
and need to be implemented by the class that inherited from that 
class). In python the abstract base class can be used to implement an 
interface (with a module called abc).  
 
Notice that we ultimately work with the interface and not with the 
classes that implement that interface. This is the whole point. For 
example in the duck class, we work with an abstract fly_behaviour, 
not with a specific fly behaviour like flyHigh for example.   

 

Iterator  

 

 

Suppose we have implemented a history class (the BrowseHistory in 
this example) that holds the history states in a list. Then we use it in our 
code with methods that are specific to lists (push, size and get in this 
example). But what if we decide to change the list variable to another 
type? We would have to make changes to a lot of places in our code to 
change all the uses of list specific functions (push, size etc.). The 
solution is to use an iterator interface with three methods. Then we 
have specific implementations (list iterator). The createIterator() 
method returns a specific implementation instance. 
 
4ÈÅ ÍÁÉÎ ÆÕÎÃÔÉÏÎȭÓ ÌÏÏÐȟ ÃÁÎ ÂÅ ÒÅÐÌÁÃÅÄ ×ÉÔÈ ÔÈÉÓȢ 4ÈÉÓ ×ÁÙ ×Å ÃÁÎ 
ÉÔÅÒÁÔÅ ÏÖÅÒ ÁÎ ÉÔÅÒÁÔÏÒ ×ÉÔÈÏÕÔ ÃÁÒÉÎÇ ÁÂÏÕÔ ÉÔȭÓ ÉÎÔÅÒÎÁÌ 
representation.  

 

 



 

4ÈÅ ,ÉÓÔ)ÔÅÒÁÔÏÒ ÉÓ Á ÎÅÓÔÅÄ ÃÌÁÓÓ ÉÎÓÉÄÅ ÔÈÅ "ÒÏ×ÓÅ(ÉÓÔÏÒÙ ÃÌÁÓÓ ɉ)ÔȭÓ 
ÄÅÆÉÎÉÔÉÏÎ ÉÓÎȭÔ ÖÉÓÉÂÌÅ ÉÎ ÔÈÉÓ ÐÉÃÔÕÒÅɊȢ 4ÈÉÓ ×ÁÙ ÉÔ ÃÁÎ ÁÃÃÅÓÓ 
browsehistory members. Then if we want to use another iterator 
we replace this class with another one and fix any errors appearing 
within the BrowseHistory class. But the main function remains 
without any errors.  

 

 

 

 

4ÈÅ )ÔÅÒÁÔÏÒ ÉÎÔÅÒÆÁÃÅ ÄÏÅÓÎȭÔ ÈÁÖÅ ÁÎÙ ÄÅÆÁÕÌÔ ÌÏÇÉÃȟ ÉÔ ÏÎÌÙ ÃÏÎÔÁÉÎÓ ÔÈÅ ÅÍÐÔÙ ÁÂÓÔÒÁÃÔ 
methods that the specific implementation have to implement. We need specific 
implementation to be able to create iterators of different types (list, array, object etc.).  
 
.ÏÔÉÃÅ ÔÈÁÔ ÔÈÅ ÉÔÅÒÁÔÏÒ ɉÉÔȭÓ ÓÐÅÃÉÆÉÃ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎɊ ÇÅÔÓ ÔÈÅ ÈÉÓÔÏÒÙ ÏÂÊÅÃÔ ÁÓ ÁÎ 
argument and knows how to iterate over it.  
 
 

 

If we had all the methods in the browseHistory class then it would violate the single 
responsibility principle. It would be responsible for 1. history management and 2. for 
iteration. So we split it to two different classes (the BrowseHistory and Iterator 
respectively) 
 

Template Method  
A template is a sequence of methods execution. The body of the executed methods is defined in the implementation of the 

interface.  

So Instead of this 

It is presented with an example of an Audit trail: a system that traces the 
detailed transactions related to any item in an accounting record. Every time 
a user makes an action it would be recorded in an audit trail. The audit trail 
is represented by a class. In the example we have two actions, transfer money 
and generate report. Each task class has to define an execute() method that 
runs the auditrail record() method so that the action is recorded in the 
ÁÕÄÉÔÔÒÁÉÌ ÁÎÄ ÒÕÎÓ ÔÈÅ ÔÁÓËȭÓ ÌÏÇÉÃ ɉÄÏ%ØÅÃÕÔÅɊ ÔÏÏ. The auditrail is an 
instance of the Audittrail class and holds a list of executed actions.  
 
The execute() method of the task interface defines a template, a sequence of 
methods execution. With this implementation when you are creating a new 
task, you only have to implement its actual logic (the doExecute method) and 
not the other things related to that task, that need to be executed too (here 
the other thing is the recording of the task in the audit trail)  
 
Grey fonts are for abstract classes and methods.  
 
 



 
We simply do this for every new task 

 

 

The concept is that you have a method of an abstract class (interface) which 
executes a few other abstract methods. This execution sequence is like a 
template. The implementations of this interface define the actual 
implementation of the methods of the template. A template of executing our 
class. Notice that the template methods could not be abstract but normal 
methods that the subclass can override if it needs to. These methods are 
called hooks , and this is a very common scheme in many frameworks. By 
overriding these hooks, you can modify the template.  

 

Command 
You create action objects for all actions of your application. This way you can create command sequences and undo functionality.  

 

 

Assume we are building a gui framework (buttons etc.) that other 
developers can use to implement their functionality. We could have a 
button class. Each button has a label, and a click method that implements 
the logic that is executed when clicked. This should be implemented by 
the app developers not by us.  
 
Once more, we use interfaces. The button receives a command instance 
(an implementation of an interface) with an execute method. On click, 
ÔÈÁÔ ÍÅÔÈÏÄ ×ÉÌÌ ÂÅ ÃÁÌÌÅÄȢ 4ÈÅ ÁÐÐ ÄÅÖÅÌÏÐÅÒ ÌÅÔȭÓ ÓÁÙ ×ÁÎÔÓ ÔÏ ÂÕÉÌÄ 
addcustomer functionality on a customer service application. He builds 
an implementation of our command interface. In his implementation he 
calls the addCustomer method of his CustomerService class. Notice that 
the receiver (the customerService) is passed as argument to the 
command implementation, not the other way around. Then he can 
import the button class, and pass it his command implementation. On 
click a customer will be added.  
 
We decouple the invoker from the receiver.  
 
Since the concrete command implementations are classes, we can have 
instances of them, that can be stored in a list and in the database etc. So 
we can easily replay actions for example.  
 
Composite Command  



 

 

For example, we can create a composite command (which is also an 
implementation of the command interface) that gets a list of command 
implementations and executes them in the execute method.  

 

 

 

 

 

Undoable commands  
The command pattern can also be used to implement undo functionality. 
We make any action we want, undoable. We do this by creating a new 
interface (UndoableCommand) that extends the command interface. It 
ÈÁÓ ÔÈÅ ÕÎÅØÅÃÕÔÅ ÍÅÔÈÏÄȢ 7Å ÄÏÎȭÔ ÐÕÔ ÔÈÉÓ ÍÅÔÈÏÄ Én the original 
command interface because not all actions are undoable. The 
boldCommand (makes the fonts bold) is the concrete implementation of 
the undoable interface. The receiver is a distinct class (the Document in 
this case). it knows how to make its content bold. 
 
Notice that we store the previous content in the command 
implementation. It will be used by the unexecute method to bring the 
content to its original state. The prev state is command specific. For 
example in this case is the text content without the bold marks. In case 
of a resize action, it would be the dimensions of the page before the 
resize. All undoable commands can push themselves to a global history 
object. The undo command is a command itself, which implements the 
command interface.  
 
Bold Command execute()                  Bold Command unexecute() 

      
 
See the differences with the memento pattern in the memento chapter.  
 

 



Observer (Publish Subscribe)  

 

 

Think of a spreadsheet case. You have a data source which 
are a few cells with values. You have a pie chart that 
depends on these values. And you have another 
ÓÐÒÅÁÄÓÈÅÅÔȭÓ ÃÅÌÌ ÔÈÁÔ ÄÅÐÅÎÄÓ ÏÎ ÔÈÅÍ ÔÏÏȢ 9ÏÕ ÄÏÎȭÔ 
know from the beginning which objects will depend on 
your data source. So you have to make this generic.  
 
Again we use polymorphism. We use an interface 
(Observer interface) that has an update method. The 
datasource (which is the observable or publisher) keeps a 
list of all the observer objects that observe it. Whenever it 
changes its value, it executes the notifyObservers method 
that iterates over the observers and updates them.  
 
The gang of four book uses this notation. Notice that it has 
a different class, the Subject (which is the Observable, or 
Publisher, it publishes changes to its state, it is an object 
that can be observed) which implements the observing 
logic, and a concrete class (which would be the DataSource 
class in our example) that inherits from the Subject.  

 

 

The observable notifies the observers but the observers 
ÄÏÎȭÔ ËÎÏ× ÔÈÅ ÎÅ× ÖÁÌÕÅ ÏÆ ÔÈÅ ÏÂÓÅÒÖÁÂÌÅ ÉÎ ÏÒÄÅÒ ÔÏ 
update themselves with it. There are two ways to 
communicate this new value. The push and the pull style.  
 
In the push style the update method has a parameter which 
is the new value (the value could be an object with many 
keys). so the observable pushes the new value to the 
observers. The downside of this method is that each 
observer might use different keys of that value and we 
might need to modify the value object with new keys if we 
add new observers.  
 
In the pull style the observer object has a reference of the  
Observable object, and so it can call any method it wants 
from it. So it can call for the data it wants. This way there is 
no need to modify the observable any time we want to add 
a new observer.  

 



Mediator  

 

Suppose that we want to create a dialog box window that has three 
sections. An articles list from which you can select one. A title field 
which shows the title of the selected article (we can edit it). And a 
button that saves the title when pressed. If no article is selected, no 
title is shown and the button is inactive.  
 
There is a relationship between the three sections (controls). we 
want to implement this relationship in an extensible way. This is 
what the mediator pattern solves. It creates a mediator class (the 
ArticlesDialogBox in this case) that handles the relationship logic 
×ÈÉÌÅ ÔÈÅ ÃÏÎÔÒÏÌÓ ÔÈÅÍÓÅÌÖÅÓ ÄÏÎȭÔ ÈÁÖÅ ÔÏ ËÎÏ× ÁÂÏÕÔ ÏÔÈÅÒ 
controls that are related to them.  
 
Since there might be some common logic for all the dialog boxes of 
our application, we implement the DialogBox as an abstract class. 
So each dialogbox that handles its own controls, would be a distinct 
implementation of the abstract dialogBox.  
 
The most convenient implementation of the Mediator pattern is to 
make the Controls observables, and the specific dialog box an 
observer of them. In any case, the mediator class is the one that 
handles all the relationship logic.  

 

First Implementation  

The UIControl class 

 

Every control (the button, the list, the text box) are children of an 
abstract UIControl class. The UIControl class has an owner field 
which is a specific dialogBox instance. When you will create a 
specific ui control like the Button, you will initialize it with a specific 
$ÉÁÌÏÇ"ÏØ ɉ×ÈÉÃÈ ×ÉÌÌ ÂÅ ÔÈÅ ÂÕÔÔÏÎȭÓ Ï×ÎÅÒɊȢ 7ÈÅÎ ÔÈÅ ÂÕÔÔÏÎȭÓ 
ÃÏÎÔÅÎÔ ÃÈÁÎÇÅÓȟ ÉÔ ×ÉÌÌ ÃÁÌÌ ÉÔȭÓ Ï×ÎÅÒÓ ÃÈÁÎÇÅÄɉɊ ÍÅÔÈÏÄ ÁÎÄ ×ÉÌÌ 
pass itself to it. This way the owner (which is the specific dialog box) 
×ÉÌÌ ËÎÏ× ×ÈÉÃÈ ÏÆ ÉÔȭÓ ÃÏÎÔÒÏÌÓ has changed and will apply any logic 
×ÉÔÈ ÉÔȟ ÕÓÉÎÇ ÁÎ ÉÆ ÅÌÓÅ ÓÔÁÔÅÍÅÎÔ ÔÏ ÇÅÔ ×ÈÉÃÈ ÏÆ ÉÔȭÓ ÃÏÎÔÒÏÌÓ ÈÁÓ 
changed.  

The ListBox class The ArticlesDialogBox class 

 



 
 

 

 

Implementation using the Observer pattern 

)Î ÔÈÉÓ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ÔÈÅÒÅ ÉÓ ÎÏ ÎÅÅÄ ÆÏÒ ÔÈÅ 5)#ÏÎÔÒÏÌ ÔÏ ÈÁÖÅ ÁÎ Ï×ÎÅÒ ÆÉÅÌÄȢ 4ÈÅ ÄÉÁÌÏÇÂÏØ ×ÏÕÌÄ ÂÅ 5)#ÏÎÔÒÏÌȭÓ ÏÂÓÅÒÖÅÒ, 

and the uicontrol will not have to know about it.  

 

Notice: In this implementation the update() method of the observer (of the articles dialog box)  can be called handler() as it 

handles the event of a control change. The observer interface can be called EventHandler (an object that handles an event that 

happened somewhere else). The attach() method of the observable (of the controls) can be renamed to addEventListeners. 

Notify to notifyEventHandlers. It is a naming convention thing, used by many frameworks. 

 

Chain of responsibility (Pipeline)  

 

We want to implement a pipeline, where one action is followed 
ÂÙ ÁÎÏÔÈÅÒ ÏÎÅȢ 7Å ÄÏÎȭÔ ×ÁÎÔ ÔÏ ÈÁÒÄ ÃÏÄÅ ÔÈÅ ÏÒÄÅÒ ÏÆ 
actions in the pipeline, nor to the pipenodes themselves. We 
want to be able to control the order externally easily.   
 
So we implement it with a linked list actually. We use a Handler 
interface with a next variable that is a Handler itself. Each 
handler knows its next one. We start the execution of the 
pipeline by passing the data (the request in this case) from the 
first handler. Then it passes it to the next one and so on. (I made 
a repl test case with this example).  
 
Notice that the Pipeline is a new object, which has a simple 
reference to the first Pipenode of the pipeline and when you 
execute the pipeline, it executes the first pipenode.  

 
 



 
 

 

 

 

Visitor  
The naive implementation  

 
The visitor pattern 

It allows to add new operations to an object structure without modifying 
it.  
 
In the naive implementation whenever we want to add new functionality 
to the htmlNodes, for example the plainText method which returns the 
inner text of the node, we must add an abstract plainText method to the 
interface, then write it in all implementations and create it in the 
htmlDocument which iterates over all added html nodes and executes 
their plainText method. This is not an easily extensible implementation.  
 
Method overloading 
A class can have more than two methods with the same name but 
different signatures (for example different parameters). Notice: in 
python you can implement method overloading with a library like 
ȰÔÙÐÉÎÇȱȢ  
 
We use method overloading to solve this problem. We create an 
ÏÐÅÒÁÔÉÏÎ ÉÎÔÅÒÆÁÃÅ ×ÈÉÃÈ ÈÁÓ Ô×Ï ȰÁÐÐÌÙȱ ÁÂÓÔÒÁÃÔ ÍÅÔÈÏÄÓ ÅÁÃÈ 
receiving a specific html node. Then each specific operation (highlight, 
innerText etc.) has its own implementation of the interface and 
implements all versions of the apply method (one method for each node 
where the method contains the code that applies this specific operation 
to the specific html node). this way all the logic of that operation and how 
it applies to the different nodes, is in one place. Then each html node 



 

implementation has an execute method that gets an operation and runs 
its apply method passing itselfȢ 4ÈÉÓ ×ÁÙ ×Å ÄÏÎȭÔ ÁÄÄ ÎÅ× ÍÅÔÈÏÄÓ ÔÏ 
the html nodes implementation, but we keep the logic of an operation 
and how it is applied to all elements, in one place.  
 
We use this approach whenever the object structure (the number of 
ÏÂÊÅÃÔÓ ÔÏ ×ÈÉÃÈ ÔÈÅ ÏÐÅÒÁÔÉÏÎÓ ÁÒÅ ÁÐÐÌÉÅÄɊ ÄÏÅÓÎȭÔ ÃÈÁÎÇÅ ÏÆÔÅÎȟ ÂÕÔ ×Å 
want to be able to frequently add additional methods to it. For example 
in this case, there is a fixed amount of htmÌ ÎÏÄÅÓ ÔÈÁÔ ÅØÉÓÔȟ ÌÅÔȭÓ ÓÁÙ ςπ 
nodes, so the operation interface would have to have the apply method 
20 times. But we only touch the interface code once, to create it. There 
are no new html nodes all the time so we rarely have to change the 
Operation interface adding more apply methods to it. On the contrary 
there are many operations that can be applied to an html node, and we 
can implement them easily by adding one more Operation 
implementation. This follows the open closed principle. You can just add 
one more implementation class to add new functionality.  

 

9ÏÕ ÄÏÎȭÔ ÈÁÖÅ ÔÏ ÍÏÄÉÆÙ ÔÈÅ ÓÐÅÃÉÆÉÃ ÈÔÍÌ ÎÏÄÅ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ×ÉÔÈ Á 
new method since it has an extensibility point  (operation.apply(this)). 
This, will execute only the apply method that expects this specific object.  
 
The htmlDocument has also an extensibility point. So we can pass new 
ÏÐÅÒÁÔÉÏÎÓ ÔÏ ÉÔ ×ÉÔÈÏÕÔ ÍÏÄÉÆÙÉÎÇ ÉÔȢ 4ÈÁÔȭÓ ÔÈÅ ÂÅÁÕÔÙ ÏÆ ÔÈÅ ÖÉÓÉÔÏÒ 
pattern.  
 

 
 
4ÈÅ ÇÏτ ÂÏÏË ÎÁÍÅÄ ÔÈÅ /ÐÅÒÁÔÉÏÎ ÉÎÔÅÒÆÁÃÅ Ȱ6ÉÓÉÔÏÒȱ ÁÎÄ ÔÈÅ (ÔÍÌ.ÏÄÅ 
Ȱ%ÌÅÍÅÎÔȱ ×ÈÉÌÅ ÔÈÅ ÅØÅÃÕÔÅɉÏÐÅÒÁÔÉÏÎɊ ÍÅÔÈÏÄ ȰÁÃÃÅÐÔɉÖÉÓÉÔÏÒɊȱȢ  

 

--- Structural -- 
patterns that define the relationships between objects. Have in mind Composite, Adapter, Proxy.  

 

.ÏÔÉÃÅ ÔÈÁÔ 0ÙÔÈÏÎ ÁÓ Á ÄÕÃË ÔÙÐÉÎÇ ÌÁÎÇÕÁÇÅȟ ÄÏÅÓÎȭÔ ÆÁÃÅ ÓÏÍÅ ÏÆ ÔÈÅ ÉÓÓÕÅÓ ÄÅÓÃÒÉÂÅÄȢ !ÒÇÕÍÅÎÔÓ ÈÁÖÅ ÎÏ ÔÙÐÅȢ 4ÈÅ ÇÉÖÅÎ ÔÙpe 

ÔÈÏÕÇÈ ÍÕÓÔ ȰÓÏÕÎÄ ÌÉËÅ Á ÄÕÃËȱ ×ÈÉÃÈ ÍÅÁÎÓ ÉÔ ÓÈÏÕÌÄ ÉÍÐÌÅÍÅÎÔ ÔÈÅ ÍÅÔÈÏÄÓ ÉÔ ÉÓ ÅØÐÅÃÔÅÄ ÔÏ ÈÁÖÅȢ  

 



Composite 
 Promotes composition. Similar to the strategy pattern.  

 

 

Whenever there is a hierarchy and we want to treat the objects of the 
hierarchy the same way, we can use the composite pattern. For example, 
files and folders. A folder can have files and other folders. Whatever we do 
to the folder applies to its contents and the contents of its folders. Or 
grouping shapes in powerpoint. We can group shapes together and move 
them as one. We can also group groups together. 
 

 
We want to avoid having this if else statement that checks what type of 
object the argument is in order to handle it appropriately. (this action is 
called casting an object to a specific class instance) 
 
ü .ÏÔÉÃÅ ÔÈÁÔ 0ÙÔÈÏÎ ÁÓ Á ÄÕÃË ÔÙÐÉÎÇ ÌÁÎÇÕÁÇÅȟ ÄÏÅÓÎȭÔ ÈÁÖÅ ÔÈÉÓ ÐÒÏÂÌÅÍȢ 

!ÒÇÕÍÅÎÔÓ ÈÁÖÅ ÎÏ ÔÙÐÅȢ 4ÈÅ ÇÉÖÅÎ ÔÙÐÅ ÔÈÏÕÇÈ ÈÁÓ ÔÏ ȰÓÏÕÎÄ ÌÉËÅ Á ÄÕÃËȱ 

which means it should implement the methods it is expected to have.  

 
What we need instead, is to be able to treat the different objects (Shape and 
Group in this example) the same way. So we use a component interface that 
implements the common methods of all objects. The composite object (the 
group) has a list of component objects.  

 

Adapter  
We use it to convert an interface of an object to a different form (like real world power adapters).  

 

Imagine that we build an application that applies filters to images. We build a Filter interface with an apply method. Then we 

can make various filter implementations. Then in our code we can pass an image through a Filter object. Now imagine that we 

want to use a third party library that has its own filters. These filters are not implementations of our Filter interface so our main 

ÃÏÄÅ ÃÁÎȭÔ ÁÃÃÅÐÔ ÔÈÅÍ ɉÔÙÐÅ ÉÎÃÏÎÓÉÓÔÅÎÃÙɊȢ 4Ï ÓÏÌÖÅ ÔÈÉÓ ×Å ÈÁÖÅ ÔÏ ÓÏÍÅÈÏ× ÃÏÎÖÅÒÔ ÔÈÅ ÉÎÔÅÒÆÁÃÅ ÏÆ ÔÈÅ ÔÈÉÒÄ ÐÁÒÔÙ ÆÉÌÔÅÒs to 

match our own interface.  

 

The solution is to create a new Filter implementation (as if we create a new of our filters) that implements our interface, but it 

ÉÓ ÃÏÍÐÏÓÅÄ ÏÆ ÔÈÅ ÔÈÉÒÄ ÐÁÒÔÙ ÏÂÊÅÃÔȟ ×ÈÉÃÈ ÍÅÁÎÓ ÔÈÁÔ ÉÔ ÃÁÌÌÓ ÔÈÅ ÔÈÉÒÄ ÐÁÒÔÙ ÍÅÔÈÏÄÓ ×ÈÅÎ ÉÔȭÓ ÁÐÐÌÙ ÍÅÔÈÏÄ ÉÓ ÃÁÌÌÅÄȢ 3Ï we 

actually convert the interface of the third party using an adapter.  

 

ü )Î 0ÙÔÈÏÎ ÁÓ Á ÄÕÃË ÔÙÐÉÎÇ ÌÁÎÇÕÁÇÅȟ ÁÒÇÕÍÅÎÔÓ ÈÁÖÅ ÎÏ ÔÙÐÅȢ 4ÈÅ ÇÉÖÅÎ ÔÙÐÅ ÈÁÓ ÔÏ ȰÓÏÕÎÄ ÌÉËÅ Á ÄÕÃËȱ ×ÈÉÃÈ ÍÅÁÎÓ ÉÔ ÓÈÏÕÌÄ 

implement the methods it is expected to have. This means that the argument can be a Filter instance or whatever other class 

instance. It just have to implement the methods that are being called from it. Notice though that this pattern can still be 

useful in python since the 3rd party library objects could have different method names than our own, so we would need to 

wrap them in our own objects and call them from there.  

 



From other source:  Adapter is very commonly used, Bridge is quite rare. 

 

Decorator  
We decorate an object with additional behavior.  

 
 

 

Suppose you want to write a class (CloudStream) that reads and 
writes data in the cloud. It has a write method. In cases where the 
data is sensitive you want to encrypt it before writing to the cloud. 
For other data you might want to compress before writing, or 
compress and encrypt. The naive approach would be to create one 
child class (child of CloudStream) for each operation and override 
its write method with additional logic. This though would mean 
that for every new operation you would have to create new 
classes, not only for the new operation but for combinations of 
operations. This is not maintainable.  
 
The solution is to use composition instead of inheritance. You 
create a Stream interface. Then you have one stream 
implementation for each operation. These implementations 
(except from the CloudStream class) have a variable self.stream = 
stream (they are composed of the Stream object) and they can use 
its methods. So the write method of each class, will apply its 
operation logic (like encryption) and then it will pass the 
operated data to its stream object to handle. 
 
The Encrypted class is a decorator and the CloudStream class is 
the decorated class, because it performs some arbitrary logic 
(decorating) before executing the decorated logic. 
 
To use it you pass the decorated stream as argument to the 
decorator stream: EncryptedCloudStream(Cloudstream) 
 
It reminds me of the pipeline structure but this structure is I guess 
not suitable for long chains of operations. It is mostly for adding 
some additional operations that are performed from time to time, 
to an object that you use very often.  
 
Here we have one specific object (the CloudStream) that needs to 
be decorated with additional functionality. In pipeline all objects 
are equal and just have a reference to the next one.  

 

 

Facade  
)ÔȭÓ ÁÃÔÕÁÌÌÙ ÁÎ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ÏÆ ÔÈÅ ÁÂÓÔÒÁÃÔÉÏÎ //0 ÐÒÉÎÃÉÐÌÅȢ  



 

We have implemented a notificationServer class to send 
push notifications to our app clients. The problem is that 
every time we want to send a notification we have to 
repeat this whole sequence of actions (connect, get auth 
token, send the message, disconnect) 
The other problem is that our main code that sends the 
messages, depends on 4 different classes 
(notificationServer, Message, AuthToken, Connection) to 
complete this action. 
 

The solution is to create a new class (NotificationService) that has a send method that executes the sequence of actions and is 

dependent on the 4 classes. Our main code now only has to depend on the NotificationService (which is the facade or the front 

of its underlying code) 

 

Flyweight  
Reduce the amount of memory used by our objects by using a reference (for example an id) to the heavy object instead of the 

object itself.  

 

 

For example in case of a google maps like app where we have points and 
each point has x,y coordinates, a type (restaurant, hotel etc.) and an image 
(stored as a byte array in this example). if we have 100 hotels the 100 points 
can take a lot of memory due to the size of the image. 100 images of a hotel. 
Instead we separate the type and image in a different class (PointIcon) and 
use a reference to it in the poin class. Any time we want to create a new 
image we do it through a factory class that ensures that it will only create 
ÔÈÅ ÉÍÁÇÅ ÉÆ ÉÔ ÄÏÅÓÎȭÔ ÁÌÒÅÁÄÙ ÅØÉÓÔȢ )Æ ÉÔ ÅØÉÓÔÓ ÉÔ ×ÉÌÌ ÒÅÔÕÒÎ ÉÔ ɉÆÒÏÍ ÓÏÍÅ 
kind of memory or cache). The flyweight object (the pointIcon in this case) 
is the object that can be referenced.  
 

 

 

Bridge  

 
 

3ÕÐÐÏÓÅ ÔÈÁÔ ×Å ÁÒÅ ÂÕÉÌÄÉÎÇ Á ÒÅÍÏÔÅ ÃÏÎÔÒÏÌ ÆÏÒ ÖÁÒÉÏÕÓ ÄÅÖÉÃÅÓȢ ,ÅÔȭÓ 
say we have an abstract RemoteControl class with two methods (turn 
on and off) and an implementation of it called, advancedRemoteControl 
with more functionality (change channel). We must create a 
remoteControl and an Advanced one for any tv model we want to 
support. This is not an extensible approach. We have a hierarchy of two 
different dimensions. Feature and implementation. We need to split 
these two hierarchy dimensions and let them grow independently.   
 
What we do is to create a Device interface with all the common methods. 
Then each tv model can be an implementation of that interface.  
 
The remoteControl is now not an interface but a standard class that has 
a device variable (this.device, is composed from a device). so we can 
ÐÁÓÓ ÉÔ Á ÄÅÖÉÃÅ ÁÎÄ ÈÁÖÅ ÉÔ ÅØÅÃÕÔÅ ÔÈÅ ÄÅÖÉÃÅȭÓ ÍÅÔÈÏÄÓȢ  



 

 

 

 
With the bridge pattern we split this hierarchy to two branches. The 
features hierarchy (remote and its child advanced) and the devices 
hierarchy (device interface and its children) 
 
The composition relationship between the remoteControl and the 
Device classes is the bridge between the two hierarchies.  
 
Map in java is like a python dictionary 

 

 

Proxy  
We create a proxy (or agent) for a real object and talk to the real object through the proxy. The benefit is that in this proxy we 

can do some arbitrary logic, like logging, caching, access control etc.  

 

This is an example of using the proxy for implementing 
Lazy initialization.  
 
Suppose we are building an ebook library app. We have an 
ebook and a library class. Whenever an ebook instance is 
created, it loads the ebook file in memory (it runs the load 
method on initialization). this might cause our app to use a 
lot of memory without a reason, since we might only want 
to ultimately show one of the loaded books.  
 
So we implement a Proxy class (the EbookProxy which is 
an implementation of an Ebook interface. The real ebook 
ÔÈÁÔ ÄÏÅÓÎȭÔ ÄÏ ÌÁÚÙ ÉÎÉÔÉÁÌÉÚÁÔÉÏÎ ÉÓ ÁÌÓÏ ÏÎÅɊ ÁÎÄ ×Å ÕÓÅ 
ÔÈÅ %ÂÏÏË0ÒÏØÙ ÉÎ ÏÕÒ ÃÏÄÅȢ 4ÈÅ ÐÒÏØÙ ÄÏÅÓÎȭÔ ÌÏÁÄ ÔÈÅ 
ebook file in memory when it is created, but when it is to 
be shown. (django uses lazy initialization for its querysets 
for example). the proxy is composed of the real object 
ɉÓÅÌÆȢÅÂÏÏË Ѐ ÅÂÏÏËɊȢ ÎÏÔÉÃÅ ÔÈÁÔ ×Å ÄÏÎȭÔ ÉÎÉÔÉÁÌÉÚÅ ÉÔ ÉÎ ÔÈÅ 
object creation, but only on the show method. 
 
We can add more proxies for additional functionality 
(logging, access control etc.) in this implementation. It 
follows the open closed principle. I guess that we can 
combine more than one proxies (passing one to the other) 
ÂÕÔ ) ÄÏÎȭÔ ËÎÏ× ÉÆ ÔÈÉÓ ÉÓ Á ÇÏÏd practice.  
 
Essentially the proxy is identical with a realSubject (since 
it implements the same interface) but it delegates its 
method execution to the real subject.  



 
 

--- Creational --- 
Patterns that deal with different ways to create objects.  

Have in mind Abstract factory.  

Prototype  

 

Assume we have a drawing app with button for different shapes and we 
want to implement the copy functionality to be able to duplicate a shape.  
 
We put an abstract clone method in the interface, which acts as a prototype 
for the specific implementations of shapes which implement the actual 
clone logic. Every time we want to add a new shape, we implement the 
clone code in it. Then the context menu can just receive a component and 
execute its clone method.  

 

Singleton  

 

There are cases in which we should assure that only one instance of a class is created and used, for 
ÅØÁÍÐÌÅ ÆÏÒ ÓÔÏÒÉÎÇ ÏÕÒ ÁÐÐÌÉÃÁÔÉÏÎȭÓ ÓÅÔÔÉÎÇÓȢ  
(ÅÒÅ ×Å ÈÁÖÅ Á ÃÏÎÆÉÇ-ÁÎÁÇÅÒ ÃÌÁÓÓ ÔÈÁÔ ÉÓ ÒÅÓÐÏÎÓÉÂÌÅ ÆÏÒ ÃÒÅÁÔÉÎÇ ÔÈÅ ÁÐÐȭÓ ÓÅÔÔÉÎÇÓȢ 7Å ÍÁËÅ ÔÈÅ 
ÃÏÎÓÔÒÕÃÔÏÒ ÐÒÉÖÁÔÅ ÓÏ ÔÈÅ ÎÅ× ÃÏÍÍÁÎÄ ɉÔÏ ÃÒÅÁÔÅ Á ÎÅ× ÃÏÎÆÉÇ-ÁÎÁÇÅÒɊ ÃÁÎȭÔ ÂÅ ÕÓÅÄ ÏÕÔÓÉÄÅ ÏÆ ÔÈÉÓ 
class. We also have an instance field which is responsible for storing the actual single instance of the 
class. It is private and static (underlined). whenever we want to get this instance we use the getInstance 
method (which is also static, because static fields are only visible to static methods) 

 

Factory  
We use it to defer the creation of an object to subclasses 



 

 
 

 
 
 

Assume we are building a web framework named Matcha for other 
developers to use. We a MatchaViewEngine class (that implements a 
ViewEngine interface) that has a render method that gets a view name and 
a context and knows how to create an html page from them. We also create 
Á #ÏÎÔÒÏÌÌÅÒ ÃÌÁÓÓ ÔÈÁÔ ÇÅÔÓ Á ÓÐÅÃÉÆÉÃ ÅÎÇÉÎÅ ÁÓ ÁÎ ÁÒÇÕÍÅÎÔ ÁÎÄ ÕÓÅÓ ÉÔȭÓ 
render method.  
Developers could extend our controller class to build their own 
controllers that use the render method. The controller could get any view 
engine to render the page.  
The problem is though that now developers need to pass the specific 
engine every time they use our render method. This is not convenient.  
 
The solution is to add a createViewEngine method inside the Controller 
class and have the render method of the class to call that method to get 
the engine. Then developers can override the createViewEngine class in 
their Controller implementations if they want to use a different engine. 
  
In this case the createViewEngine  method is a factory method of engine 
objects which defers the creation of the objects to subclasses (if the 
createViewEngine is an abstract method). 

   
 

Abstract factory  
It provides an interface for creating families of related objects 

 

 
 
 
 

Assume we want to build an ui framework that has two widgets, a 
button and a textbox. We also have two themes (material and ant) 
and the widgets change according to which theme is selected. So, we 
have one family of widgets for the material ui theme and another one 
for the ant ui theme. The naive way to implement a contact form that 
rendered these widgets would be with an if else statement which 
violates the open closed principle.  
 
The solution is to use a widgetFactory interface which has two 
methods. One for creating a button object and one for a textbox 
object. Then we can have various implementations of this abstract 
widgetFactory. A material and an ant factory implementation in our 
case. Each would implement the two methods differently and would 
return the factory specific widgets. The widgetFactory in this 
example is an abstract factory, that has two factory methods.  
 
Then instead of passing a theme enum to the contactForm you pass 
it a specific widgetFactory.  



 

 
 

Builder  
It is used to separate the construction of an object from its representation.  

 
 

 

Assume we work on a powerpoint like app, and we want to 
build the feature of exporting our current presentation in 
different formats like pdf, image, movie etc. Again, instead 
of using an if else statement to check the selected 
presentation format, we use the builder pattern. 
 
We actually create a PresentationBuilder interface with an 
addSlide method. We create a specific implementation for 
each output format that implements its logic in the addSlice 
method. Then in the main code, (the Presentation class) we 
work against the abstract PresentationBuilder interface.  
 
(In this case construction is the exporting logic and its 
representation is the presentation format) 
 
 
Have in mind that the getResult method (getPdfDocument 
in our case) is also necessary since the export method here, 
returns void and not a specific presentation builder. We 
need to call its method in order to get it. 

 



Misc 
Functions whose output type is the same as its input type are really easy to compose together 

Data structures  
 

A data structure is a collection of data values, the relationships among them and the operations that can be applied to them. 

 

Big O notation  
Big O notation is a measuring standard that shows how much an algorithm is affected (in terms of execution speed and 

memory usage) by the size of its input . We care about measuring how an algorithm is performing as the size of the input 

increases.  

 

Time complexity: how much computation is needed  

Space complexity: How much memory is needed 

 
Memory  

ü It consists of a finite number of memory slots. A memory slot has its own memory address. A memory slot can contain 8 

bits.  

ü Integers are fixed width data, meaning that they are stored as 8, 16, 32 or 64 bits. In C a variable int is a 32 bit integer. A 

long is a 64 bit integer. Fixed width data must be stored box to box, meaning in consecutive memory slots, one next to the 

other. So for a 64 bit integer you need 8 free consecutive memory slots.  

ü Any type of information can be transformed to a base 2 format and stored as bits into memory slots. For example strings 

can be mapped to numbers and numbers can be represented by base 2 numbers that can be stored in memory. One such 

mapping for strings is the ASCII which maps strings (letters) to numbers.  

ü To store a list you need box to box slots. The contents of the list must be stored box to box.  

ü Memory uses the concept of pointers. You can avoid storing a particular data value in a memory slot, and instead store the 

memory address of another memory slot that contains that data value. This is a pointer.  

ü Accessing a memory slot given its memory address is the most basic operation on a memory, and is a very fast operation.  

 

 

O(n) and 0(1). If you have input of length n, then the execution 
speed of an algorithm with O(n) will increase linearly with n. If 
n is 1, time will be 1. If n is 1000 time is 1000. But a process with 
O(1) will always have the time 1 no matter the length of the 
input.   
 

 

Asymptotic analysis  is the analysis of the efficiency of a function as its input size increases to infinity. ¤­nnf )(
 



 

 

The input is an array of length n.  
ü The first function has a constant time complexity or in other words O(1). No matter 

the size of the array the speed of execution would be the same since it always 

accesses two items from the memory (integer 1 and the array value) and adds 

them. If these are 32 bit integers then reading each integer from memory requires 

4 elementary operations (accessing 4 memory slots, the 4 bytes that constitute the 

integer). So in this example we have at least 8 elementary operations. So maybe 

we should say that the functÉÏÎ ÉÓ /ɉψɊȩ .Ïȟ ×Å ÄÏÎȭÔ ÄÏ ÔÈÁÔȢ As long as the number 

ÏÆ ÅÌÅÍÅÎÔÁÒÙ ÏÐÅÒÁÔÉÏÎÓ ÄÏÅÓÎȭÔ ÄÅÐÅÎÄ ÏÎ ÔÈÅ ÓÉÚÅ ÏÆ ÔÈÅ ÉÎÐÕÔ ÔÈÅÎ ×Å ÓÁÙ ÔÈÁÔ 

the function has a constant time complexity and we symbolize this with O(1).  So 

no matter the integer type (32 bits, 64 bits etc) the time and space complexity 

would be O(1).  

ü The second function has to iterate over the whole array so its time complexity is 

linear O(n) 

ü The third function has two nested loops. For each element of the array, it iterates 

over the whole array. Iterating over the whole array requires n iterations, and it 

has to do this n times. So the time complexity is 0(n2).  

 

ü Imagine that we have also a fourth function that requires the execution of the first, the second and two times the third one. 

We could say that its time complexity would be 2*O(n2) + O(n) + O(1). But in asymptotic analysis the most important factor 

is the one that determines the efficiency of a function. So the time complexity of the fourth function would be O(n2). the reason 

is that as n gets bigger, the other terms become insignificant. Also the 2 is a constant factor and constant factors are not 

significant too.  

 

¶ Notice that the big O notation always refers to the worst case.  

¶ Notice that in case of more than one inputs, for example two input arrays of length n and m, then each variable is significant. 

For example if the complexity is O(n2+m) ȅƻǳ ŘƻƴΩǘ ƻƳƛǘ ǘƘŜ ƳΣ ǎƛƴŎŜ ƛǘ ƛǎ ŀ ŘƛŦŦŜǊŜƴǘ ǾŀǊƛŀōƭŜΦ 

 

O(log2(n))  

In computer science the log refers by default to base 2, not base 10. As the size of the input increases 2 times, the number of 

elementary operations increases by a constant unit . For really large input sizes the number of elementary operations 

changes very little. 

Since log(20)=0, log(21)=1. log(22)=2, log(23ɊЀσȣÌÏÇɉςn)=n, if the input array length is 1024 (210) the complexity is 10, if it is 

2048 (2*1024 or 211) the complexity is 11, if it is 4096 (2*2048 or 212)  the complexity is 12. Every time the input size doubles, 

the complexity increases by a constant unit.  

Typical O(log(n)) cases 

 

 

The input is an array of length 8. Your function works in such a way that at every 
iteration it eliminates half of the array. It would need 3 iterations to eliminate all 
ÅÌÅÍÅÎÔÓ ÏÆ ÔÈÅ ÁÒÒÁÙ ÁÎÄ ÅÎÄ ÕÐ ×ÉÔÈ ÏÎÅ ÖÁÌÕÅȢ )Æ ÔÈÅ ÁÒÒÁÙȭÓ ÌÅÎÇÔÈ ×ÁÓ ÔÏ ÄÏÕÂÌÅ Ôo 
16, then you would only need one additional iteration to eliminate one half, and then 
you end up as before with an array of length 8. So you need 4 iterations in total. Every 
time the input size doubles you need one additional operation. This is a typical O(log(n)) 
function.  
 
Another typical example is searching a binary tree. Every time you make a choice, you 
eliminate half the tree which means you eliminate half the elements. If the tree size was 
to double in number of elements, this means that the tree would have one additional 
layer because in a tree roughly half of its elements lie on its last layer. So by adding one 
more layer you are doubling the size of the tree, which means that you only have to do 
one additional choice at the end to reach to one element. You are in a O (log(n)) situation.  



The way to think in order to decide if you have a log(n) function is this: Am I eliminating half the input with each elementary 

operationȩ )Æ ÔÈÅ ÁÎÓ×ÅÒ ÉÓ ÙÅÓ ÔÈÅÎ ÔÈÅ ÆÕÎÃÔÉÏÎ ÈÁÓ Á ÔÉÍÅ ÃÏÍÐÌÅØÉÔÙ ÏÆ /ɉÌÏÇɉÎɊɊ ÁÓÓÕÍÉÎÇ )ȭÍ ÎÏÔ ÐÅÒÆÏÒÍÉÎÇ ÍÏÒÅ 

elementary operations after every halving. Or another way to think of it, is if I double the size of the input, I only have to do one 

additional elementary operation.  

 

O(2n) 

In O(logn) problems when you make a choice you eliminate half the items. In other words, if you double the size of the input you 

only increase the number of operations by 1. there are problems where the inverse is true. If you add one more item to the 

input, you double the size of operations . These are O(2nɊ ÐÒÏÂÌÅÍÓȢ )ÔȭÓ ÔÈÅ ÉÎÖÅÒÓÅ ÏÆ Á /ɉÌÏÇÎɊ ÐÒÏÂÌÅÍȢ !Î ÉÎÐÕÔ ÏÆ ÌÅÎÇÔÈ Î 

needs 2n operations. An input of n+1 needs 2n+1 operations which is 2*2n , or two times the number of operations. An example 

of such a problem is a Fibonacci calculation function implemented with recursion.  

 

For example imagine the case in which you have to write a 
function that returns the nth value of the Fibonacci 
sequence. The naive approach is to use a recursion but now 
you have to compute many times the same Fibonacci value. 
For example if you want to get the 5th value you will have 
to calculate fib(2) 3 times and fib(3) 2 times. This is very 
inefficient with a time complexity of O(2n) 

 

&ÉÂɉφɊ ÉÓ ÏÐÅÒÁÔÉÏÎÓ ÏÆ ÆÉÂɉυɊ Ϲ ÁÌÌ ÏÐÅÒÁÔÉÏÎÓ ÏÆ ÆÉÂɉτɊȢ )ÔȭÓ 
roughly double the operations of fib(5). 

 

Space complexity  

Notice that with space complexity we measure only the space that will be used by the algorithm we measure. For example if a 

function takes an array of length n and just iterates over it without copying it or creating a new one, its space complexity is O(1) 

ÁÎÄ ÎÏÔ /ɉÎɊȢ ×Å ÁÓÓÕÍÅ ÔÈÁÔ ÔÈÅ ÁÒÒÁÙ ÁÌÒÅÁÄÙ ÅØÉÓÔÓ ÁÎÄ ÏÃÃÕÐÉÅÓ Î ÍÅÍÏÒÙ ÓÌÏÔÓȟ ÁÎÄ ÏÕÒ ÁÌÇÏÒÉÔÈÍ ÄÏÅÓÎȭÔ ÕÓÅ ÁÎÙ ÎÅ× 

memory slots. 

 

Big O notation cheatsheet  
https://www.bigocheatsheet.com/  

https://www.bigocheatsheet.com/


 

 

 
 

Arrays  
  

 

Static and dynamic arrays 
0ÙÔÈÏÎ ÁÎÄ ÊÁÖÁÓÃÒÉÐÔ ÄÏÎȭÔ ÈÁÖÅ ÓÔÁÔÉÃ ÁÒÒÁÙÓ ɉÁÒÒÁÙÓ ÏÆ 
predefined known length). for dynamic arrays the OS 
allocates double the initial length (or something like that) 
 
Initializing an array, which means storing it in memory, is a 
O(N) for both time and space complexity. For time because 
you have to write to n memory slots (actually n times the 
number of bytes per value) so you have n elementary 
operations and for space since you had 0 memory slots 
used and then you have n memory slots used (times the 
bytes per array value). 
 
The orange slots in the picture show how one 64 bits 
integer is stored. It needs 8 memory slots of 1 byte each.  



Inserting to a static array is O(n) for time and O(1) for space complexity. Its o(n) since in order to insert at the start or in the 

middle or even at the end (if the next slots are full) requires copying the array to another place in memory. In terms of memory 

ÔÈÅ ÁÍÏÕÎÔ ÏÆ ÕÓÅÄ ÍÅÍÏÒÙ ÄÏÅÓÎȭÔ ÃÈÁÎÇÅ ÕÌÔÉÍÁÔÅÌÙ ÍÕÃÈȟ ÓÉÎÃÅ ÔÈÅ ÏÒÉÇÉÎÁÌ ÁÒÒÁÙ ÉÓ ÄÅÌÅÔÅÄ ÁÆÔÅÒ ÔÈÅ ÃÏÐÙȢ  

 

Dynamic arrays have the same time and space complexity with static arrays except from the appending operation which is O(1).  

Initially you have some allocated free slots. Appending at that stage is simply O(1). but when they are filled, the os allocates 

additional free slots the number of which is equal to the arrays length. This means that it has copy the whole array to a new 

place in memory with the appropriate number of slots. Appending when the array is full is O(N) since you have to copy. But then 

you can append with O(1) until it is full again. This in general is an O(1) operation since the times we have N elementary 

operations is far less than the times we have one elementary operation. We say that the amortized complexity  is O(1).  

 

Pop an element (pop is removing the last element) is a O(1) but removing a random element is O(n) (because the array has to 

be stored box to box and if you remove an element from the middle you have to copy the array and store in in another place in 

memory) 

But if you want to have an O(1) operation for removing the first item from an array, as an interview tip, you can assume that 

your array is a Queue from which removing the first item is O(1).  

 

Linked lists  
No index (no need to be stored box to box). An element in a singly linked list has a reference of its next element. In a double 

linked list it has a reference to its previous element too. They have no information about where they are on the list. Its very easy 

and quick to add or remove elements in comparison to arrays that have an index and maybe even a fixed length.  

 

 

The big difference of a linked list with an array is that there is no 
need for the elements of the linked list to be stored box to box. Each 
element is stored anywhere in memory, but we need to use one 
additional memory slot for each element which would be the 
memory address of the next element. So each element needs 2 box 
to box memory slots. The last element of the linked list has a pointer 
that points to the null memory address. The first element is called 
the head of the list. 
 
Accessing an element is O(i) in time complexity, where i is the 
ȰÉÎÄÅØȱȢ ÔÏ ÁÃÃÅÓÓ ÁÎ ÅÌÅÍÅÎÔ ×Å ÈÁÖÅ ÔÏ ÂÅÇÉÎ ÆÒÏÍ ÔÈÅ ÈÅÁÄ ÏÆ ÔÈÅ 
list and follow the pointers until we find the ith element.  

Inserting and deleting though are O(1). this is the main advantage of a linked list. Inserting a new head is simply adding two new 

memory slots, one for the new element and one for the pointer to the previous head. Inserting in the middle requires three 

operations, two new memory slots for the value and the pointer to  the next value and the change of the previous pointer to the 

new value. "ÕÔ ÙÏÕ ÈÁÖÅ ÔÏ ÔÒÁÖÅÒÓÅ ÔÈÅ ÌÉÓÔ ÉÎ ÏÒÄÅÒ ÔÏ ÆÉÎÄ ÔÈÅ ÒÅÑÕÉÒÅÄ ȰÉÎÄÅØȱ ÓÏ ÉÔ ÉÓ ÁÎ /ɉÉɊ ÏÐÅÒÁÔÉÏÎ. If you have a reference 

to the tail of the list, adding a new tail is a o(1) operation otherwise its O(N) since you have to traverse the whole list.   

 

The pointer of a singly list is called the next pointer. Next and prev in the doubly list.  

 

5ÓÕÁÌÌÙ ÌÁÎÇÕÁÇÅÓ ÄÏÎȭÔ ÈÁÖÅ Á ÂÕÉÌÄ ÉÎ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ÏÆ ÌÉÎËÅÄ ÌÉÓÔÓȟ ×ÈÉÃÈ ÍÅÁÎÓ ÔÈÁÔ ÙÏÕ ÈÁÖÅ ÔÏ ÃÒÅÁÔÅ ÔÈÅÍ ÏÒ ÕÓÅ Á σrd 

party library.  

 



Stacks and Queues  
For both we have: Insert O(1) ST. Search O(1) T, O(n) S 

 

They can be implemented with linked lists or dynamic arrays. Each has ts own pros and cons. 

Stack: 

 ̧ Array: As a dynamic array 

 ̧ Linked list: As a singly-linked list  with a head pointer. 

Queue: 

 ̧ Linked list: As a singly-linked list with a head and tail pointer. 

 ̧ Array: As a circular buffer backed by an array. 

 

Stacks and queues  
Queues can be implemented with linked lists, with reference to head and tail in order to have enqueue and dequeue in constant time. 
Add and remove from queue is typically called enqueue and dequeue. They also have a peek method.  They are O(1) operations. 
 
Stacks can be implemented with dynamic arrays. Add and remove from stack is typically called push and pop. They also have a peek 
method which returns the element to be popped without actually deleting it. They are O(1) operations. 
 
Although they are pretty simple data structures you can make them more sophisticated if you want. For example you can have Max/Min 
Stacks, where you keep a reference to the max or min element of the stack.  
 

 

Stacks 

Imagine a stack of books in a table you add one on the top and you remove from the top too. The stack is a LIFO data structure 

where the last item that was inserted in the stack is the first that will be extracted from the stack. There are no other 

requirements for the elements of a stack. 

 

Implementation using python lists 

0ÙÔÈÏÎȭÓ ÂÕÉÌÔ-in data structure list can be used as a stack. append() is used to add elements to the top of the stack while pop() 

removes the element in LIFO order. Unfortunately, the list has a few shortcomings. The biggest issue is that it can run into speed 

issues as it grows. The items in the list are stored next to each other in memory, if the stack grows bigger than the block of 

memory that currently holds it, then Python needs to do some memory allocations. This can lead to some append() calls taking 

much longer than other ones. 

 

Implementation using collections.deque 

Faster insert and delete O(1) instead of O(N) in lists 

 

Queues 

FIFO structure. The opposite of the stack. It has a Head and a Tail elements. Add to the tail is called enqueue. Removing from the head 
is called dequeue. Another operation is peek where you just look at the head element without removing it.  
A double ended queue is called dequeue.  
A Priority queue. Each element has a priority property too and when you remove an element you remove the one with the highest 
priority. It is very efficient to do this.  
 
Implementation using python list 

http://en.wikipedia.org/wiki/Dynamic_array
http://en.wikipedia.org/wiki/Linked_list#Singly.2C_doubly.2C_and_multiply_linked_lists
http://en.wikipedia.org/wiki/Circular_buffer


list.append() and list.pop(0) 
 
 

Hash tables 
These data structures are usually embedded in languages. In javascript its the javascript object while in Python is the dictionary. 

The following is a description of how they work under the hood. The important thing is that insert , delete and search are all 

constant time operations O(1) .  

 

Under the hood, a hash table uses a dynamic array of linked lists to efficiently store key/value pairs. When inserting a key/value 

pair, a hash function first maps the key, which is typically a string (or any data that can be hashed, depending on the 

implementation of the hash table), to an integer value and, by extension, to an index in the underlying dynamic array. Then, the 

value associated with the key is added to the linked list stored at that index in the dynamic array, and a reference to the key is 

also stored with the value. 

 

You have three key value pairs that you want to store in a way that you can access them easily by key. To do so, you have to store 

the values in an array of length 2, since arrays have constant time complexity for element retrieval. To do so you have to find a 

way to convert the keys to indexesȢ 4ÈÉÓ ÉÓ ÔÈÅ ÊÏÂ ÏÆ Á ÆÕÎÃÔÉÏÎ ÃÁÌÌÅÄ ȰÈÁÓÈ ÆÕÎÃÔÉÏÎȱȢ  

 

A typical hash function: 
1. String to int 

2. int % (array length) 

A hash function gets a value as an input and encodes it to an integer that can be used as the index of an 
array. In the general case the value can be anything, for example a string.  
 

 

 

In this case the string is converted to an integer, for example by getting the 
ascii encoding of each character and adding them together. This would result 
to a number for example 602. But in the previous example you want to store 
the values in an underlying array of length 2. So one way to convert an 
integer to a number between 0 and m -1, is to get the modulo of the 
integer with the value m. In this case we take the modulo of 602 with the 
length of the array which is 3, to get a value between 0 and 2. 602%3=2. So the 
value of this key, will be stored in index 2 of the underlying array. (Apart from 
the value, you can store a pointer to the memory address that contains its 
key). So this way you can retrieve a value by a given key in constant time 
(access array is constant time).  

 

Notice that you might have index collisions where different keys are encoded to the same integer. In these cases the value at that 

index would be a linked list and retrieving form it its O(len of list) since you have to traverse the list. 

  

When the underlying array is full with linked lists, you can implement the resizing of the array. All of its elements are copied, a 

new array with double the size is stored, and all elements pass from a new hash function with the new array length, giving new 

indexes more spread out. You can have resizing as you delete elements from the array too. Have in mind the load factor of a hash 

ÔÁÂÌÅȭÓ ÕÎÄÅÒÌÙÉÎÇ ÁÒÒÁÙȡ Load Factor = Number of Entries / Number of Buckets. A value of the array (which could be a list of 

values) is called a bucket in this context. The closer to 0 the emptier the hash table so you probably would like to resize to reduce 

the number of buckets. Closer to 1 you need to resize to increase the buckets. 

 

In the worst case scenario all values would collide to the same index and you would have access time of O(N). This is the worst 

case. But in general you can assume that the hash functions used and the hash table implementation are very sophisticated so 

that you rarely have collisions. So you can assume that you always have the average case which is access with O(1).  

 



A map is a collection of key value pairs, so a hash table that stores key value pairs can also be called a hash map.  

 

About hash functions 

There are a lot of hash functions that can do this. Which one to select depends on the case. For example if you want to implement 

a word dictionary (where you have a word as key and the definition as the value) then you need unique hash values meaning 

that ÙÏÕ ÄÏÎȭÔ ÁÌÌÏ× ÃÏÌÌÉÓÉÏÎÓȢ 3ÕÃÈ Á ÈÁÓÈ ÆÕÎÃÔÉÏÎ ÉÓ ÔÈÉÓ ÏÎÅȡ 

 

You have the ASCII value for each letter. You multiply each ascii value with a 
power of 31. This operation produces unique hash values for any string. (31 is 
a number that has this property. There are also other numbers like this too) 
But the downside is that the hash values are very large so you. need a lot of 
space. Even for 4 letter strings the hash values are already quite big.  

 

Strings  
Strings are actually a data structure. You can do a lot of operations on them and doing operations has time and space 

implications.  

 

Strings are stored in memory as arrays of characters. A character is encoded to an integer and stored. There are various encoding 

standards. A common one is the ASCII encoding standard, which encodes to less than 256 integers. This means that each 

character can be stored in one byte (8 bits) since one byte can have 256 (28) combinations. If you need to use more than 256 

characters, then you need another encoding that will use more than one byte per character.  

 

Access a character is like accessing an index of the array so it is O(1) ST, Traverse is O(n) 

Inserting depends on the language implementation of strings. It is different for mutable and immutable strings. 

 

In some languages like C++ strings are mutable. In Python and Javascript they are immutable. This means that when you modify 

Á ÄÅÃÌÁÒÅÄ ÓÔÒÉÎÇȟ ÙÏÕ ÁÃÔÕÁÌÌÙ ÃÏÐÙ ÔÈÅ ÅØÉÓÔÉÎÇ ÓÔÒÉÎÇȢ 4ÈÉÓ ÉÓ Á /ɉ.Ɋ ÏÐÅÒÁÔÉÏÎȢ )ÎÓÅÒÔÉÎÇ ÔÏ Á ÓÔÒÉÎÇ ÌÉËÅ ÓÔÒ ϹЀ Ȱͺρȱ ÉÓ a O(N) ST, 

since the string must be copied. Adding two strings is O(n+m) ST.  

These languages offer workarounds to have O(1) operations instead. To do so, you split the string to an array of characters. Now 

ÙÏÕ ÄÏÎȭÔ ÈÁÖÅ Á ÓÔÒÉÎÇ ÂÕÔ ÁÎ ÁÒÒÁÙȢ !ÐÐÅÎÄ ÁÎÄ ÄÅÌÅÔÅ ÏÎ ÁÎ ɉÄÙÎÁÍÉÃɊ ÁÒÒÁÙ ÉÓ /ɉρɊ. You do the operations on the array and 

re concatenate back to a new string at the end.  

 

My_list = list(string) 

-ÙͺÓÔÒÉÎÇ Ѐ ȬȭȢÊÏÉÎɉÍÙͺÌÉÓÔɊ 

Graphs 
Complexity analysis  

Store: O(V+E) analogous to the number of edges plus the number of vertices. 

Traversing: O(V+E) T,S  both for DFS and BFS 

DFS: seen list + a stack 

BFS: seen list + a queue 

 



It is a data structure designed to show relationships between objects. It is a collection of nodes that may or may be not connected 

to one another. Nodes are called vertices and the connections edges.  

 

They can have no root node since graphs can have cycles (you start at a node and follow edges back to the same node). Edges 

can contain data too, for example they can show the strength of the connections (in case of people, how many times they have 

met for example). A Tree is a special type of graph 

 

Connectivity, Direction and Cycles are three important properties of a graph. 

 

ü Directed Graphs 

Edges can have direction meaning that the relation applies only in one direction. Graphs with such edges are called directed 

graphs. 

 

ü Acyclic graphs 

Graphs with no cycles. If you traverse a graph following edges, and you end up in a vertex that you have already visited then this 

graph contains a cycle (and you have to skip the already visited vertex in order to continue traversing the graph) 

 

ü Connected graphs 

 

If there is some path between any two vertices then you have a connected graph. 
This is a disconnected graph.  
 

 

Connectivity 

 

 

The minimum number of nodes that needs to be removed, for the graph to become 
disconnected. Usually connectivity measures the strength of a graph.  
 

 

Strongly and weakly connected 

A digraph is strongly connected if every vertex is reachable from every other following the directions of the arcs. I.e., for every 

pair of distinct vertices uu and vv there exists a directed path from uu to vv. 

A digraph is weakly connected if when considering it as an undirected graph it is connected. I.e., for every pair of distinct 

vertices uu and vv there exists an undirected path (potentially running opposite the direction on an edge) from uu to vv. 

 

Node degree 

the number of edges connected to a particular node 



 

 

Code representations of graphs  

This is a very common implementation. Every node stores a list of its edges, or in other words, of its adjacency, hence the term 

adjacency list.  

 
 
{ 
 ȰÚÅÒÏȱȡ ɍȰÏÎÅȱɎȟ 
 ȰÏÎÅȱȡ ɍȰÚÅÒÏȱȟ ȰÔ×Ïȱȟ ȰÔÈÒÅÅȱɎȟ 
 ȰÔ×Ïȱȡ ɍȰÏÎÅȱȟ ȰÔÈÒÅÅȱɎȟ 
 ȰÔÈÒÅÅȱȡ ɍȰÏÎÅȱȟ ȰÔ×ÏȱɎ 
} 

 

First implementation type 
One type of implementation of storing a vertex would be to store its value and a dynamic 
ÁÒÒÁÙ ɉÏÒ Á ÐÏÉÎÔÅÒ ÔÏ Á ÄÙÎÁÍÉÃ ÁÒÒÁÙɊ ×ÈÅÒÅ ÔÈÅ ÁÒÒÁÙ ÉÓÎȭÔ Á ÌÉÓÔ ÏÆ ÐÏÉÎÔÅÒÓ ÏÆ ÁÄÊÁÃÅÎÔ 
vertices but a list of the actual values of the adjacent vertices. 
  
if the values of the vertices can be used as the index of an array, you can implement a 
graph  with an array of arrays. An alternative would be with a hash table where the keys 
are the values and the values are the list of adjacent keys.  
 
Array with arrays: The value of the vertices (which in these examples are integers 
starting from 0 so they can be used as index of a list) correspond to the index of a list. 
And the value at a specific index is another inner lists that contains the ids of ÔÈÅ ÖÅÒÔÅØȭÓ 
adjacent vertices. An adjacent vertex is one that is connected with vertex in question by 
an edge.  
 
Hash table: An alternative implementation is using a hash table (for example a python 
ÄÉÃÔÉÏÎÁÒÙɊ ×ÈÅÒÅ ÔÈÅ ËÅÙ ÉÓ ÔÈÅ ÖÁÌÕÅ ÏÆ ÔÈÅ ÖÅÒÔÅØ ÁÎÄ ÔÈÅ ÈÁÓÈ ÔÁÂÌÅȭÓ ÖÁÌÕÅ ÉÓ ÔÈÅ 
adjacency list (a list of adjacent keys).  

zero, one, two, three = {}, {}, {}, {}  
ÚÅÒÏ Ѐ ɑȰÚÅÒÏȱȡ ɍÏÎÅɎɒ 
ÏÎÅ Ѐ ɑȰÏÎÅȱȡ ɍÚÅÒÏȟ Ô×Ïȟ ÔÈÒÅÅɎɒ 
Ô×Ï Ѐ ɑȰÔ×Ïȱȡ ɍÏÎÅȟ ÔÈÒÅÅɎɒ 
ÔÈÒÅÅ Ѐ ɑȰÔÈÒÅÅȱȡ ɍÏÎÅȟ Ô×ÏɎɒ 

 

Second implementation type 
An other type of implementation of storing a vertex, would be to store its value and a 
dynamic array (or a pointer to a dynamic array) but now the dynamic array contains 
pointers to the adjacent vertices (the memory addresses of the adjacent vertices).  
 
0ÙÔÈÏÎ ÄÏÅÓÎȭÔ ÓÕÐÐÏÒÔ ÐÏÉÎÔÅÒÓȟ ×ÈÉÃÈ ÍÅÁÎÓ ÔÈÁÔ ÙÏÕ ÃÁÎȭÔ ÅØÔÅÒÎÁÌÌÙ ÄÅÆÉÎÅ ÖÁÒÉÁÂÌÅÓ 
that point to the specific memory location of another variable. But you can do it 
indirectly.  

 
 

 

*ÁÖÁÓÃÒÉÐÔ ÁÎÄ 0ÙÔÈÏÎ ÄÏÎȭÔ ÅØÔÅÒÎÁÌÌÙ ÕÓÅ ÐÏÉÎÔÅÒÓȢ "ÕÔ ÙÏÕ ÃÁÎ ÕÓÅ ÔÈÅÍ ÉÎÄÉÒÅÃÔÌÙ 
using javascript objects or python dictionaries.  

 
Unlike in C, you can't see the actual address of the pointer nor the actual value of the 
pointer, you can only dereference it (get the value at the address it points to.) 

 

 

Essentially, vertex ids correspond to the index of both the outer and the inner list. When 
there is an edge between two nodes the number 1 is used. 
There would be 1 in the diagonal if there was edges that start and end in the same node. 
(Are this kind of edges valid?) 
A single edge show up twice in this matrix. 

 

You can use objects for vertices and edges to represent the graph but this set up makes traversing a graph less efficient since 

you have to search through many objects. Another way to represent a graph is to represent the edges information in a list.  



 

 

 

Depending on the most often use case you choose the respective representation. If you regularly search for node degrees (the 

number of edges connected to a particular node) then an adjacency list would be the most convenient way to represent a graph 

 

Traversing Graphs  

In a traversal operation you go through all the elements of a data structure while on search you stop when you find what you 

were looking for. Very important issue to know how to write DFS and BFS searches. 

 

Graphs are very convenient for storing relationships and also because it is easy to traverse them based on connections. There 

are 2 types of traversal algorithms. Depth First Search DFS (you search all the way down a path) and breadth first search BFS 

(you search all adjacent vertices before moving deeper, you search every edge of a node before continuing to the next node). 

Since there is no root, you choose a random node to start traversing.  

 

ü DFS 

9ÏÕ ÃÁÎ ÉÍÐÌÅÍÅÎÔ Á $&3 ÁÌÇÏÒÉÔÈÍ ÕÓÉÎÇ Á Ȱseenȱ ÌÉÓÔ ÆÏÒ ÎÏÄÅÓ ÁÎÄ Á stack .  Another approach is to replace the stack with 

recursion. 

The efficiency is O(E+V) it is analogous to the number of edges plus the number of vertices. 

 

 

 

ü You begin from a node 

ü You store the node you just saw, on the stack and in seen array.  

ü When you meet a node that you have seen before you go back one step (you get the 

latest stack entry) and try another edge.  

ü If there is no other edge, you remove the current node from the stack (which would 

be the one with no more edges) and go back to the one before it (which is the next 

one in the stack).  

You continue this process until you pop everything out of the stack or you meet the node 
you were looking 

 

ü BFS 

First you visit all children of the selected node and then pick the first child and visit all of its children, then the children of the 

second child etc.  

You can implement a BFS algorithm using a seen list for nodes and a queue. When a node is marked as seen is added to the 

queue. O([E]+[V]) the efficiency analogous to the number of edges plus the number of vertices. 



 

 
 

You start from a random node you mark it as seen and you move to the next one. You 
mark it as seen and you add it to the queue. When you mark a node as seen you add it to 
the queue. When you run out of edges you dequeue a node from the queue and use that 
as the next starting place.  

 

 

A BFS algorithm is equivalent of transforming a graph to a tree where the root is the 
node from which BFS started. 

 

Standard Graph Paths  

ü Eulerian path 

A path that traverses every edge of a graph exactly one time (allowing for revisiting vertices). 

A graph can have an Eulerian path if the only two vertices with odd degree (number of edges) is the starting and ending 

vertices.vertex.  

 

ü Eulerian cycle 

It is an Eulerian path that starts and ends on the same vertex. 

A graph can have an Eulerian cycle only if all vertices have an even degree (an even number of edges) 

 

 

Not every graph is capable of having an Eulerian path.  
 

 

There are algorithms for finding Eulerian paths and cycles in a graph. 
 
This algorithm we combine two paths. O([E]) 
 

 

ü Hamiltonian Paths 

A path that must visit every vertex exactly one time. And Hamiltonian cycle will start and end in the same vertex. Trying to 

identify if a graph has a Hamiltonian path is a famous computer science problem.  

 

https://en.wikipedia.org/wiki/Vertex_(graph_theory)


Trees  
It is a rooted, directed, acyclic, connected graph where each node can only have one parent.  

 

 ̧ The height of a balanced tree with n nodes is of length log(n)  

 ̧ The last layer  of a full tree contains approximately half the trees nodes  

 ̧ In binary trees, the parent with index n has children in indexes 2n+1 and 2n+2 
 ̧ You want balanced trees so that the search time is 0(logn) 

 

 

 
 
 

They have some common properties with linked lists. 

 
Leafs are nodes with no children 
The height of a node is the number of edges between the node 
and the furthest leaf. 
The depth of a node is the number of edges to the root. 

 

 ̧ They must be fully connected which means that if you are starting from the root there must be a path for every node of the 

tree. Each path must be unique?  

 ̧ There must be no cycles in a tree. There must be no way to encounter the same node twice for example starting from the 

root and ending back to the root.  

 ̧ The nodes have no specific order, each tree can have different ordering rules depending on the algorithm used 

 

Branch: any path that starts from the root node and goes to a leaf is a branch 

Complete tree: a tree which is filled in all levels except from the last level which can be not filled , but must be populated left to 

right. 

Full tree: a k-ary (binary, tetriary etc.) tree is full if all nodes have k children or no children at all 

Perfect tree: a tree where all leaf nodes have the same depth.  

 

Tree traversal 

Trees have no particular order so there are two different approaches when you want to traverse a tree. 

 ̧ Depth first search (DFS): if there are children nodes to a node, exploring them is a priority 

In order search, pre order, post order 

 ̧ Breadth first search (BFS): the priority is visiting the nodes of the same level before we visit childhoods.  

 

Complexity  

Store: O(N) S 

Traverse: O(N) T  



Search: O(n)  for binary trees, O(log(N))  for Binary Search Trees 

 

Binary trees  

A node can have at most two children. Search is O(n). delete is O(n). Insert is faster 

 

Binary Search Tree  

 

It is a specific type of binary tree where every value in the left 
of a node is smaller than it, and every value on the right is bigger 
than it. This makes searching, inserting and deleting O(logn) 
much faster than a standard binary tree which is O(n) 
 
Notice that the second one, is also a BST called an unbalanced 
one. The worst case of an unbalanced tree is a linked list. O(n) 
 
 

Properties of a BST 

¶ ¢ƘŜ ƭŜŦǘ ǎǳōǘǊŜŜ ƻŦ ŀ ƴƻŘŜ Ƙŀǎ ƴƻŘŜǎ ǿƘƛŎƘ ŀǊŜ ƻƴƭȅ ƭŜǎǎŜǊ ǘƘŀƴ ǘƘŀǘ ƴƻŘŜΩǎ ƪŜȅΦ 

¶ ¢ƘŜ ǊƛƎƘǘ ǎǳōǘǊŜŜ ƻŦ ŀ ƴƻŘŜ Ƙŀǎ ƴƻŘŜǎ ǿƘƛŎƘ ŀǊŜ ƻƴƭȅ ƎǊŜŀǘŜǊ ǘƘŀƴ ǘƘŀǘ ƴƻŘŜΩǎ ƪŜȅΦ 

¶ Each node has distinct keys and duplicates are not allowed in Binary Search Tree. 

¶ The left and right subtree must also be a binary search tree. 

 

It you want to check where an element lies you compare its value with the current node. If it is larger then it goes to the right. If 

it is smaller then it goes to the left. If it is the same then you have found it.  

 

In binary search trees, at every step you make a choice and eliminate one subtree of the tree. If the tree is balanced then you are 

ÅÌÉÍÉÎÁÔÉÎÇ ÈÁÌÆ ÔÈÅ ÎÏÄÅÓ ÁÔ ÅÁÃÈ ÓÔÅÐȢ "ÕÔ ÉÆ ÔÈÅ ÔÒÅÅ ÉÓ ÕÎÂÁÌÁÎÃÅÄȟ ÖÅÒÙ ÓËÅ×ÅÄ ÔÏ ÏÎÅ ÓÉÄÅ ÔÈÅÎ ÙÏÕ ×ÏÕÌÄÎȭÔ ÅÌÉÍÉÎÁÔÅ half 

the nodes at each choice so the complexity would be worst. Having a O(logn) time complexity for search, is a very important  

property for a tree so there are some sophisticated tree implementations like the Red black trees or AVL trees that rebalance 

themselves at every operation (addition or deletion for example) so that they keep exhibiting O(log(n)) search complexity.  

 

Important: Most of the BST (binary search tree) operations (e.g., search, max, min, insert, delete.. etc) take O(h) time where h is 

the height of the BST. The cost of these operations may become O(n) for a skewed Binary tree. If we make sure that the height 

of the tree remains O(logn) (balanced tree), after every insertion and deletion, then we can guarantee an upper bound of O(log 

n) for all these operations. This is what AVL trees and Red-black trees achieve. They are self-rebalancing trees. After every 

iÎÓÅÒÔÉÏÎ ÏÒ ÄÅÌÅÔÉÏÎ ÔÈÅÒÅ ÁÒÅ ÃÅÒÔÁÉÎ ÏÐÅÒÁÔÉÏÎÓ ÔÈÁÔ ÔÁËÅ ÐÌÁÃÅ ÔÏ ÒÅÂÁÌÁÎÃÅ ÔÈÅ ÔÒÅÅ ɉÃÅÒÔÁÉÎ ȰÒÏÔÁÔÉÏÎÓȱ ÁÒÏÕÎÄ ÓÐÅÃÉÆÉÃ nodes 

of the tree) 

 

AVL tree 

 

AVL tree is a self-balancing Binary Search Tree (BST) where the difference 
between heights of left and right subtrees cannot be more than one for all nodes. 
 

 



Red Black tree 

A red-black tree is a kind of self-balancing binary search tree where each node has an extra bit, and that bit is often interpreted 

as the color (red or black). 

 

Rules That Every Red-Black Tree Follows:  
1. Every node has a color either red or black. 

2. The root of the tree is always black. 

3. There are no two adjacent red nodes (A red node 

cannot have a red parent or red child). 

4. Every path from a node (including root) to any of its 

descendants NULL nodes has the same number of 

black nodes. 

5. All leaf nodes are black nodes. 

 

The AVL trees are more balanced compared to Red-Black Trees, but they may cause more rotations during insertion and 

deletion. So if your application involves frequent insertions and deletions, then Red-Black trees should be preferred. And if the 

insertions and deletions are less frequent and search is a more frequent operation, then AVL tree should be preferred over the 

Red-Black Tree. 

 

Heaps 
A heap is a specialized tree-based data structure that satisfies the heap property: If A is a parent node of B then the key of node A is 
ordered with respect to the key of node B with the same ordering applying across the heap. Or in other words: 

  

9ŀŎƘ ǇŀǊŜƴǘ ŜƭŜƳŜƴǘΩǎ ƪŜȅ Ƴǳǎǘ ōŜ ҔҐ ƻǊ ғҐ ǘƻ ƛǘǎ ŎƘƛƭŘǊŜƴΦ 
Lƴ ǘƘŜ ŦƛǊǎǘ ŎŀǎŜ ƛǘΩǎ ŀ ƳŀȄ ƘŜŀǇ ŀƴŘ ƛƴ ǘƘŜ ǎŜŎƻƴŘ ŀ Ƴƛƴ 
heap.  
A binary heap ƛǘΩǎ ŀ ƘŜŀǇ ƛƴ ǿƘƛŎƘ ŀ ǇŀǊŜƴǘ Ŏŀƴ ƘŀǾŜ ƻƴƭȅ 
2 children.  
Min-heaps are often used to implement priority queues. 
The children elements of a parent are called siblings. The 
elements on the same level are called cousines.  Notice 
that the ordering of siblings and cousins of a level is not 
specified by the heap property.  

There are some common operations that can be applied to a heap: find-max/min, merge heaps, insert a key,  
Its advantages for priority queues are obvious. You can have priority organized in parent-ŎƘƛƭŘǊŜƴ ƭŜǾŜƭΦ ¢Ƙƛǎ ŎŀƴΩǘ ōŜ ŘƻƴŜ ǿƛǘƘ ŀ ǎƛƳǇƭŜ 
array.   
 
Inserting to a heap is O(logn).  
 
Heapify 
Reorder the heap according to the heap property (max or min values). After an insertion of a node heapify is required. 
 
Extract 
The operation of removing the head node and reordering the heap. 
 
Heaps are often stored as arrays because its more space efficient than storing as a heap 

 

When its stored as an array you only have to store the value and 
that along with its index completely describes the heap (since you 
have a convention of filling a level for example from left to right). In 
order to store it as a heap you need more properties for each 
element of the heap. The array avoids storing the pointers (left, 
right, parent) 



  

One way of traversing a heap.  
 
Here we have the binary tree representation of the heap and the 
array representation of the heap. 
 
The parent with index n has children in indexes 2n+1 and 2n+2 
 
 

 
Tries 
A type of tree 
 
Balanced and unbalanced trees  

In balanced trees the nodes are condensed in a few levels while on unbalanced nodes are spread out on many levels. In general 

you would prefer balanced trees since they are more efficient in terms of search, insert and delete. For this reason there are 

trees with certain rules that make the tree to be a self-balancing one. Meaning insertion and deletion of nodes are made in such 

a way that the tree remains balanced. One type of such trees is the red-black trees. 

 
Red Black trees 
They are also BSTs so they follow the rules of both the red-black and BSD trees.  
 

Tips  
Dynamic arrays: insert O(N), append O(1), access O(1), search O(1),  

Linked lists: insert O(1), access O(N),  

Hash tables: insert , delete and search are all constant time operations O(1) .  

Stacks and Queues: Insert O(1), search O(1) 

 

one way to convert an integer to a number between 0 and m -1, is to get the modulo of the integer with the value m . In 

this case we take the modulo of 602 with the length of the array which is 3, to get a value between 0 and 2. 

Algorithms  
Algorithms for searching and sorting on different data structures.  Brute-force greedy algorithms, graph algorithms, dynamic 

programming  

 

Greedy algorithms  

Greedy algorithms make locally optimal choices at each stage with the hope of finding the global optimum 

 

A greedy algorithm that selects the next operation based on a local optimum 
selection would not find the actual biggest sum in this example. It lacks global 
information.  



 

 

NP-Hard problems  

They are problems to which there is no known solution that can solve them in polynomial time O(n2), O(n), O(2). for these 

problems there are two approaches, exact and approximation algorithms. In the first class of solutions you can find the exact 

right answer but in no polynomial time while in the second class you can find an approximation of the optimal solution much 

faster and in some cases in polynomial time.  

 

Dynamic programming (Memoization in recursion)  
It is a way of doing your algorithm more efficient by storing some of the intermediate results. Find a recursive solution for your 

problem and try to find a lot of repeated states in order to store them so that they are not calculated at every step.   

)Ô ×ÏÒËÓ ×ÅÌÌ ×ÈÅÎ ÙÏÕÒ ÁÌÇÏÒÉÔÈÍ ÈÁÓ Á ÌÏÔ ÏÆ ÒÅÐÅÁÔÅÄ ÃÏÍÐÕÔÁÔÉÏÎÓ ÓÏ ÕÓÉÎÇ ÄÙÎÁÍÉÃ ÐÒÏÇÒÁÍÍÉÎÇ ÁÐÐÒÏÁÃÈ ÙÏÕ ÄÏÎȭÔ ÈÁÖÅ 

to repeat them each time. 

 

For example imagine the case in which you have to write a 
function that returns the nth value of the Fibonacci sequence. 
The naive approach is to use a recursion but now you have to 
compute many times the same Fibonacci value. For example if 
you want to get the 5th value you will have to calculate fib(2) 3 
times and fib(3) 2 times. This is very inefficient with a time 
complexity of O(2n)  

 

Another approach is to use a list to store the Fibonacci values 
when you calculate them and read the stored value every time 
you need it. This approach is called Memoization and it is O(n)  
which is a big improvement. Notice though that you might reach 
recursion limits for the programming language that you use for 
very large value of n.  

 

Another approach is called bottom up  approach. You basically 
create the list from scratch every time and just return the nth 
ÅÌÅÍÅÎÔȢ 9ÏÕ ÄÏÎȭÔ ÕÓÅ ÒÅÃÕÒÓÉÏÎȢ O(n)  

 

 

Searching and sorting  
ü Searching 

Binary search  



You must have a sorted array. You take the middle element and compare it with the element you want to find. You repeat the 

process in one half of the array. 

It has an efficiency of T=O(logn)  

 

Linear search  

It is a Sequential Search algorithm: The list or array is traversed sequentially and every element is checked. T=O(n)  

 

Recursion  

 

A function calling itself. You need a base case which is 
the exit condition. You also need to call the function 
with a different input from the one it was called 
otherwise you will have an infinite recursion. 

Notice that an upper function call would not return any value until its lower function call returns.  

 

ü Sorting  

 

There are in place sorting algorithms ×ÈÅÒÅ ÙÏÕ ÄÏÎȭÔ ÈÁÖÅ 
to copy the elements to a new sequence during the sorting 
process. You just work on the given sequence. This 
ÁÐÐÒÏÁÃÈ ÏÆÆÅÒÓ ÂÅÔÔÅÒ ÓÐÁÃÅ ÃÏÍÐÌÅØÉÔÙ ɉÙÏÕ ÄÏÎȭÔ ÕÓÅ 
much memory) but worst time complexity (you need more 
processing).  
 
(Merge sort is a fair choice) 
 

 

 

Bubble Sort  

In place algorithm. You begin from the first element and compare it with the second. If is bigger you move it to the second place. 

Then you compare it with the third and so on. Its a naive approach. You compare each element with all the others.  

 

For n elements you must do n-1 iterations n-1 times so its efficiency (its time 
complexity) is T=O(n2)Ȣ 7Å ÄÉÄÎȭÔ ÕÓÅ ÁÎÙ ÏÔÈÅÒ ÓÅÑÕÅÎÃÅ ÓÏ ÔÈÅ ÓÐÁÃÅ 
complexity is S=0(1). No matter how big n is, the space needed would not be 
increased by the algorithm. 
 

 

Merge Sort 



Not an in place algorithm 

time complexity is T=O(nlogn)  but the space complexity is S=O(n). You make n comparisons logn times. Logn times since you 

for double the size, you only need to split one more time. You use new n new memory slots for the new arrays so space 

complexity id O(n).  

 You split the sequence to sequences of length one, you then merge them by two 
and sort the two in each sequence. Then you merge in four by comparing the 
first elements of the sequences and continue merging until the end.  
 
How you sort two sequences that are merged in one? You compare the first 
elements. You put the smallest item in the last position of the merged array and 
remove it from its original array. Then you compare again the first elements and 
repeat. The smallest of the two will be put to the last position of the new array. 
If one array becomes empty, you append what remains of the other array in the 
last position of the new array. The more elements that remain in the end in one 
array the better for the time efficient of the algorithm. 

 

Quick sort  

In place algorithm 

Worst case time complexity is Tworst=O(n 2) so it is not good for near sorted sequences but average time complexity  is 

Tavg=O(nlogn)  

 You select a random element (typically the last) and move all 
the bigger elements to the right and smaller to the left. The 
selected element is called the pivot. Then you do the same thing 
in the two sequence segments around the first pivot by 
selecting a new pivot for each and continue until the sequence 
is completely sorted.  

There are more sorting algorithms 

 

Shortest path  
Finding the shortest path in a Graph. The shortest path between two nodes is the one where the sum of the weighted edges is 

the smallest of all others (you might have weights in the edges).   

For unweighted edges finding the shortest path requires running a BFS on the graph. 

 

$ÉÊËÓÔÒÁȭÓ !ÌÇÏÒÉÔÈÍ 

The objective f the algorithm is to find the shortest path between any two vertices in the graph. In particular it will find the 

shortest path between a starting vertex and all other vertices.  

T=O(|V| 2). One solution to finding the shortest path of a weighted undirected graphs. We give all vertices a distance value . A 

distance value is the sum of all weights in a path between the starting point and whatever vertex we are on. We also use a 

minimum priority list  where the priority value is the distance value. At a particular step we pick whatever looks best at the 

moment.  



 

The solution could be written in a table with three 
columns 
 
Shortest distance  
This column shows the shortest distance (not the 
actual path that gave that distance) of the vertex from 
the starting vertex 
 
Previous vertex 
The previous vertex column gives us the actual 
(shortest) path between the starting vertex and all 
other vertices.  

&ÏÒ ÅØÁÍÐÌÅ ÌÅÔÓ ÅØÁÍÉÎÅ #Ȣ ÉÔÓ ÓÈÏÒÔÅÓÔ ÄÉÓÔÁÎÃÅ ÆÒÏÍ ! ɉÔÈÅ ÓÔÁÒÔÉÎÇ ÐÏÉÎÔɊ ÉÓ χȢ ÌÅÔȭÓ ÆÉÎÄ ÏÕÔ ÔÈÁÔ ÐÁÔÈȢ 4ÈÅ ÐÒÅÖÉÏÕÓ ÖÅrtex of 

# ÉÓ %Ȣ ÌÅÔȭÓ ÇÏ ÔÏ %Ȣ )ÔȭÓ ÐÒÅÖÉÏÕÓ ÉÓ $Ȣ ÉÔȭÓ ÐÒÅÖÉÏÕÓ ÉÓ !Ȣ ÓÏ ÔÈÅ ÐÁÔÈ ÉÓ !->D->E->->C 

 

The algorithm 

We have to fill in that table. We start from A. We keep two lists, visited and unvisited vertices.  

 

We begin from A. its shortest distance to A is 0. the 
shortest distance for the others is unkwon so we 
assume its infinite. This is the starting point of the 
algorithm. We now select the vertex from the unvisited 
that has the smallest distance from the starting vertex.  

 

 

 

It is a greedy algorithm due to the first step.  It selects the vertex with the smallest distance. This is a locally optimum decision. 

Although, the algorithm explores all nodes so it will ultimately find the shortest path no matter what. Me: if we search for the 

smallest path between two particular nodes, lets say,  A and E we could modify the algorithm and stop it as it moves along the 

curve (a->b->c etc.) if the distance becomes bigger than 5.  

 

 

 



 

The algorithm in some more detail 
 

 

 

A* pathfinding algorithm  

!Î ÁÌÇÏÒÉÔÈÍ ÆÏÒ ÆÉÎÄÉÎÇ ÔÈÅ ÓÈÏÒÔÅÓÔ ÐÁÔÈ ÂÅÔ×ÅÅÎ Ô×Ï ÐÁÒÔÉÃÕÌÁÒ ÎÏÄÅÓ ÉÎ Á ÇÒÁÐÈȢ )Ô ÉÓ ÁÎ ÅÎÈÁÎÃÅÍÅÎÔ ÏÆ ÔÈÅ ÄÉÊËÓÔÒÁȭÓ 

ÁÌÇÏÒÉÔÈÍ ÐÏÔÅÎÔÉÁÌÌÙ ÍÏÒÅ ÅÆÆÉÃÉÅÎÔ ÆÏÒ ÆÉÎÄÉÎÇ ÔÈÅ ÓÈÏÒÔÅÓÔ ÄÉÓÔÁÎÃÅ ÂÅÔ×ÅÅÎ Ô×Ï ÐÁÒÔÉÃÕÌÁÒ ÎÏÄÅÓȢ $ÉÊËÓÔÒÁȭÓ ÁÌÇÏÒÉÔÈÍ ÆÉÎds 

the sÈÏÒÔÅÓÔ ÄÉÓÔÁÎÃÅÓ ÂÅÔ×ÅÅÎ ÁÌÌ ÎÏÄÅÓ ÏÆ ÔÈÅ ÇÒÁÐÈ ÁÎÄ ÔÈÉÓ ÍÉÇÈÔ ÂÅ ÍÏÒÅ ÉÎÆÏÒÍÁÔÉÏÎ ÔÈÁÔ ×Å ÎÅÅÄ ÉÎ ÓÏÍÅ ÃÁÓÅÓȢ !ɕ ÄÏÅÓÎȭÔ 

have to visit every node if the graph. A* will find a path if a path exists, but how efficiently will do it, depends on chance  (since 

you randomly select nodes of equal distance) and the quality of the heuristics.  

 

  

Notice how we can turn a problem to a 
graph problem. In a 2d game, where we 
have doors or checkpoints, we can 
symbolize them as graph vertices where 
the distance between them is the number 
of steps. So if we want to find the shortest 
path between our position and a specific 
checkpoint, we can implement A* 
algorithm on the graph.  

 

  
 

Heuristics  

A* algorithm contains a Heuristic estimate element (an educated guess) which is important for its efficiency. It is an estimate of 

the remaining distance from the current node to the target node. This heuristic distance can be calculated upfront with some 

context that we have about the specific problem. For example in te case of the 2d game we can calculate the eucledian distance 



between the checkpoints. Notice that if there are blockages (bombs for example) in the path, or portals that transport you in 

another position then the sucledian distance might not be a good heuristic value.  

 ̧ )Æ ÔÈÅ ÈÅÕÒÉÓÔÉÃÓ ÁÒÅ π ÔÈÅÎ ÁÌÌ ÎÏÄÅÓ ×ÉÌÌ ÂÅ ÖÉÓÉÔÅÄ ɉ×ÈÉÃÈ ÉÓ ×ÈÁÔ ÄÉÊËÓÔÒÁȭÓ ÁÌÇÏÒÉÔÈÍ ÄÏÅÓɊȢ 

 ̧ If they are too large, a* will find a path if it exists, but it might not be the shortest path.  

 

 

The travelling salesman Problem  

What is the fastest path to visit all nodes of a graph and return to the starting node. It is one of the most famous problems is 

computer science. It is an optimization problem. It is an NP-hard problem. Some exact solution algorithms: 

 ̧ Brute force approach 

 ̧ Held-Karp Algorithm (dynamic programming) 

Some approximation algorithms: 

 ̧ Christofides algorithm 

The path found would be at most 50% longer than the fastest route. 

 

Misc 
Knapsack (ʎɻʆʚɿʅʋ) Problem  

It is an NP-hard problem. Another famous computing problem. You have a knapsack that has a limited weight capacity (you can 

fill it up to a certain weight). You also have a lot of objects each of which has a value and a weight. The goal is to maximize the 

value that you fill in the sack, given the weight constraint. In some variants you can take a fraction of an object. 

 

It is an optimization problem. 
 
The naivest approach is the brute force one. Compute all possible 
combinations and select the best one. 

 

Systems Design 
 

Intro  
Four basic categories  

1. Fundamentals of systems: client server architecture, communication protocols etc. 

2. Key characteristics of systems: consistency, availability, partition tolerance, redundancy, latency, throughput,  

3. Actual components of systems: load balancer, proxy, cache, rate limiter 

4. Actual tech of systems: zookeeper, nginx, reddit, S3, etc. (with which you can implement the components to achieve the 

characteristics you want) 

 

Client server model, some notes  

V First the client does a Dns query 

V Every machine with an IP address (connected to the internet) has a group of 16.000 ports to which programs on that 

machine can listen to. Usually clients know to which port to send a packet to based on the communication protocol used.  

V Port http 80, https 443, ssh 20, dns 53 



V Have in mind nc for Netcat. It is a command-line utility that  reads and writes data across network connections. For example 

you can listen to one terminal and send an http message to it from another in the same machine.  

 

Network protocols, some notes  

 

V An IP packet has a header and a body. In the header there is a source and destination ip 

for the packet. A packet is 65KB 216 bytes. 1MB needs at least 15 ip packets.  

V 7ÉÔÈ ÉÐ ÐÁÃËÅÔÓ ÏÎÌÙȟ ÙÏÕ ÃÁÎȭÔ ÓÅÎÄ Á ÍÅÓÓÁÇÅ ÃÏÍÐÏÓÅÄ ÏÆ ÍÁÎÙ ÐÁÃËÅÔÓȢ 4ÈÅÒÅ ÉÓ ÎÏ 

standard way to track their order. TCP is a protocol on top of IP and its main purpose when 

used over IP is to ensure that a message can be composed of many packets and that this 

message is transmitted reliably. So with TCP over IP you can send reliably, messages of 

any size. The tcp header is part of the ip packet body.  

V In order for two machines to communicate over tcp they need first to make a Tcp handshake to create a tcp connection 

between them. A machine can end a connection or it can timeout on its own. 

V HTTP is build on top of tcp, in order to add some more abstractions to it, specifically the request response communication 

model. So we forget about ip and tcp packets when we work with http. We only have to deal with http requests and http  

responses. Http defines a specification for the request and response model. For example the request is an object with 

various fields that define its behavior (host, port, method, path, headers, body etc.) 

 

Latency and Throughput  

V Latency and Throughput are two of the most important metrics in system design.  

V Throughput is measured in GBps. Latency is measured in seconds.  

V When you design systems you make decisions that affect latency and throughput of your system.  

 

Proxies  

A forward proxy acts on behalf of the client. (the server might not know that a request is coming to it from a proxy) 

! ÒÅÖÅÒÓÅ ÐÒÏØÙ ÁÃÔÓ ÏÎ ÂÅÈÁÌÆ ÏÆ ÔÈÅ ÓÅÒÖÅÒȢ ɉÔÈÅ ÃÌÉÅÎÔ ÄÏÅÓÎȭÔ ËÎÏ× ÔÈÁÔ ÉÔÓ ÒÅÑÕÅÓÔ ÇÏÅÓ ÔÏ ÔÈÅ ÒÅÖÅÒÓÅ ÐÒÏØÙ ÆÉÒÓÔɊȢ ÔÈÅ reverse 

proxy can have many applications: 

 ̧ Filter out certain kinds of requests 

 ̧ Buffer requests and responses so that the even if there is a slow connection with a client, the web server (gunicorn worker 

process for example) will send the response to the reverse proxy and the proxy will send the response through its buffer. 

The web server will not block.  

 ̧ Perform logging 

 ̧ Cache data 

 ̧ Act as a load balancer 

 ̧ Modify request headers  

 ̧ etc. 

 

Availability  
V !ÖÁÉÌÁÂÉÌÉÔÙ ÄÅÓÃÒÉÂÅÓ ÈÏ× ÒÅÓÉÓÔÁÎÔ ÉÓ Á ÓÙÓÔÅÍ ÔÏ ÆÁÉÌÕÒÅȟ ÉÔȭÓ ÆÁÕÌÔ ÔÏÌÅÒÁÎÃÅȢ )Ô ÃÁÎ ÂÅ ÍÅÁÓÕÒÅÄ ÉÎ Á Ϸ ÏÆ Á ÇÉÖÅÎ ÁÍÏÕÎt 

of time, usually a year, where your service is operational. We typically measure availability with number of 9s. for example 

99% availability (or 2 9s) means that your service would be down 3.65 days/year. 5 nines (5 minutes/year) is considered 

a high standard, it makes a system highly available. 

V High Availability is tough to achieve and it requires some trade offs for example low consistency (me: a db node fails. Data 

not written in it. a client reads from another db the written data. Another client reads from the recovered failed db the 

previous data and acts on it for example replying to the old version of a comment. Data is synchronized later. This is 

eventual consistency vs final consistency.), low latency (me: due to the latency of extra nodes like load balancers) etc. so 

we should choose carefully which services of our system will be highly available and which will not.  



V The fundamental way to achieve availability is to eliminate Single Points of Failure in your system. This is achieved by 

adding redundancy. For example you might have more than one servers for a specific service. This is an example of passive 

redundancy where if one node of the service fails the system continues to work without any modifications. There is also 

active redundancy. In this case one node of the service is special. It is the one that does the work or handles traffic. If this 

goes down, one of the others have to take that role (lead election).  

V Another important think that you can do to achieve high availability is to create processes that can handle system failures. 

For example there might be necessary to have human actions to solve an issue and these humans need to be notified asap.  

 

Maintaining service availability percentages with five-nines requires significant investment and upkeep, using established 

network configuration, monitoring and troubleshooting networking issues, and following best practices to ensure system 

components remain operational. Every hour a service is not available can cost a company millions of dollars. 

 

Achieving five-nines availability 

How do you get more nines? Consider these steps: 

V Buy the best equipment that's the easiest to repair. Then, add load balancing, failover and redundancy. Highly available 

systems often include power supplies and processors, battery backup, diesel or natural gas generators for longer power 

outages than batteries can handle, multiple diverse communication lines and multiples of whatever else is likely to fail. 

V Automate, where possible, to monitor network performance and flag potential malfunctions. Automation tools, along 

with  network analysis software that continually tracks the health of network components and technologies such as AI and 

machine learning, can help operators reduce the chance for human error and ensure their networks remain operational. 

Additionally, AI and machine learning platforms can proactively alert network operators in the event of network problems 

or a security breach and can automatically shift operations from failing components to backups when necessary. 

V Pay attention to software. Out-of-date or unpatched software can make five-nines availability impossible. If a particular 

component fails because of a faulty OS and takes a long time to get back online, availability will suffer. 

V Test backup and disaster recovery plans to make sure they are sufficient. 

 

 

Caching  
Caching improves latency. In order to cache, you pass the data from a hash function to get a single signature of it and store that 

data with the hash as the key in a data store. Then you read from there if the key exists.  

 

What happens if you have data stored both in database and the cache and you want to edit it. There are two policies 

1. Write through cache policy: we update the cache and then we update the database. One after the other. Sometimes, your 

Write-Through operations might fail. This can happen due to several reasons like network connection problems or because 

of an error in your interface implementation logic. Since Write-Through is synchronous, the exception is thrown to the 

application. 

2. Write back (or behind) cache policy: we update the cache only. The database will be updated asynchronously, with a 

ÐÅÒÉÏÄÉÃ ÔÁÓË ÆÏÒ ÅØÁÍÐÌÅȢ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÄÏÅÓÎȭÔ ÎÅÅÄ ÔÏ ×ÁÉÔ ÆÏÒ ÔÈÅ ÄÂ ×ÒÉÔÅȢ )Ô ÇÅÔÓ Á ÓÕÃÃÅÓÓ ÏÎÌÙ ÆÒÏÍ ÔÈÅ ÃÁÃÈÅȢ since 

it is an asynchronous mechanism, failures in write-behind are logged as exceptions and errors in the cache logs but not 

thrown to the application. it is recommended that you opt for Write-Through if you are dealing with highly sensitive data. 

 

Notice that when you cache mutable data in a distributed cluster of nodes (for example you have a cluster of application servers 

and you cache data on each one of them), you might have to deal with inconsistency issues (depending on the load balancing 

algorithm). For example imagine you store youtube comments on individual server caches, and your load balancer distributes 

requests randomly to the application servers. A user edits his comment, the cached value changes in the server that responded 

to him, but ÔÈÅ ÃÈÁÎÇÅ ÉÓÎȭÔ ÒÅÐÌÉÃÁÔÅÄ ÔÏ ÁÌÌ ÓÅÒÖÅÒ ÃÁÃÈÅÓȢ Then another user could read the original message from the cache of 

another server and reply to the old version of the comment. This is a typical case of inconsistency, or stale data.  

https://www.techtarget.com/searchnetworking/answer/What-are-the-3-most-common-network-issues-to-troubleshoot
https://www.techtarget.com/searchnetworking/definition/load-balancing
https://www.techtarget.com/searchnetworking/feature/What-is-network-automation-and-what-can-it-do-for-you
https://www.techtarget.com/searchnetworking/feature/Evaluate-top-network-analysis-tools-to-find-the-right-fit
https://www.techtarget.com/searchnetworking/tip/Using-AI-machine-learning-in-networking-to-improve-analytics
https://searchenterprisedesktop.techtarget.com/definition/patch
https://searchdisasterrecovery.techtarget.com/definition/disaster-recovery


 

One way to solve these issues is by using a separate cache service that all servers use. This could create a single point of failure 

that you then have to deal with. Another solution might be comment based load balancing with consistent hashing. Requests to 

the comments service are being hashed consistently, so that each server serves a specific range of comments.  This way a 

comment will always be served from the same server. Depending on the situation you make the necessary decisions. For 

comments, it is important to have consistency. For other pieces of data, it might not be. For example the view count.  

 

There is also cache eviction policies. Least recently used, least frequently used, fifo, lifo etc. You should pick one based on needs.  

 

Have in mind that in-memory cache is a commonly used approach as I understood. If your data size is not huge and they fit nicely 

in the memory of your application server, you can just cache it there. Then depending on your needs of course, you can have a 

simple eviction policy for example clear the cache every 30 minutes.  

 

Client-caching ÉÓ ÁÌÓÏ ÃÏÍÍÏÎÌÙ ÕÓÅÄȢ 9ÏÕ ÃÁÎ ÃÁÃÈÅ ÉÎ ÙÏÕÒ ÃÌÉÅÎÔȭÓ ÍÅÍÏÒÙ ÓÏ ÔÈÁÔ Á ÃÌÉÅÎÔ ÄÏÅÓÎȭÔ ÈÉÔ ÙÏÕÒ ÂÁÃËÅÎÄ ÍÕÌÔÉÐÌÅ 

times within the same session.  

Load balancer  
1. Server-side load balancing  

2. Client-side load balancing 

 

Server-side load balancing  

A load balancer improves the throughput and latency of your system. It can sit between  

 ̧ clients and web servers,  

 ̧ web servers and databases,  

 ̧ or in the case of dns load balancing, between clients and other load balancers.  

In dns load balancing there is a scheme called DNS Round Robin in which a domain name can have multiple IP addresses and 

whenever there is a dns query for this domain, a load balancer returns one of the ips in a load balanced way.  

When new servers are added or removed, we should register or deregister them from the load balancer so that it knows about 

them. 

There are many server selection load balancing algorithms to distribute the load: 

1. Random selection 

2. Round Robin where servers are selected sequentially from first to last and then back to the first again.  

3. Weighted round Robin. If some servers are more powerful than others you can assign increased weights to them so that 

they receive more load.  

4. Performance based selection. The load balancer uses health checks for the connected servers to get some important metrics 

from them, like average response time, etc. Then it distributes loads to servers that have low response time which could 

mean that they have less load.  

5. Client based selection (based on the IP or username etc.). The balancer hashes the request source IP and routes it to the 

server that is responsible for handling a range of hashes. This means that requests from the same IP address, will be always 

routed to the same server. This can be very useful for distributed cache services, where the responses are being cached. 

This would ensure that a request from the same IP address will be served by the same server which has the cached value 

in its cache. Notice that to retain the matching between client attribute and servers as much as possible when you add or 

remove servers, you need to apply consistent hashing or similar.  

6. Path based selection. You might route based on the requested path. This way requests to /payments could be served by a 

specific set of servers and upgrades to other servers will not affect the payments service.  

 



Load balance across regions is achieved with DNS load balancing 

You have to apply DNS load balancer to check where a user is and route that request to the region specific load balancer. For 

example , lets say you have two EC2 instances in Mumbai and another two in Sydney. You can loadbalance between EC2 instances 

in Mumbai using an ELB deployed in Mumbai region and similarly in Sydney. However to loadbalance between Mumbai and 

Sydney you will need to use Route 53 and provide DNS name of ELB's in Mumbai and Sydney as endpoints. 

 

 

Client -side load balancing  

Client-side load-balancing: The load balancing decision resides with the client itself. The client can take the help of a naming 

server (eg. Netflix Eureka) to get the list of registered backend server instances, and then route the request to one of these 

backend instances using client-side load balancing libraries like Netflix Ribbon. 

 

Advantages of client-side load balancing: 

¶ No more single point of failure as in the case of the traditional load balancer approach. 

¶ Reduced cost as the need for server-side load balancer goes away. 

¶ Less network latency as the client can directly invoke the backend servers removing an extra hop for the load balancer. 

 

(ÁÖÅ ÉÎ ÍÉÎÄ ÔÈÁÔ ÙÏÕ ÃÁÎ ÕÓÅ ȰÃÌÉÅÎÔ-ÓÉÄÅȱ ÌÏÁÄ ÂÁÌÁÎÃÉÎÇ ÆÏÒ ÙÏÕÒ ÉÎÔÅÒÎÁÌ ÍÉÃÒÏÓÅÒÖÉÃÅÓȢ /ÎÅ ÍÉÃÒÏÓÅÒÖÉÃÅ ÉÓ ÔÈÅ ȰÃÌÉÅÎÔȱ ÁÎÄ 

ÔÈÅ ÏÔÈÅÒ ÔÈÅ ȰÓÅÒÖÅÒȱȢ  

Hashing  
Hashing  

A process that can transform an arbitrary piece of data to fixed size value (usually an integer). It is used by load balancing 

algorithms 

 

Naive hashing 

Assume we use client based hashing for storing client specific cache values in memory of specific servers. A naive 

implementation of this, would be this. First pass the client ips from a hash function (a hashing algorithm) to get some integers. 

(Have in mind that the hashing algorithm should provide uniformity. The output values should be uniformly distributed within 

a range. Some commonly used algorithms that achieve that are MD5, SHA1, Bcrypt). Then you have to assign these integers to 4 

servers. A way to do this, is to take the mod of these integers with the number of servers (hashing result integer%4). This would 

give you values between 0 and 3, so you can map these 4 values to the 4 servers and distribute the load this way.  

Notice though the problem: if you add or remove servers you would lose the matching. You would have to repeat the mod 

operation for the new number and this would result in completely new matching between hash values (ips) and servers. This 

means that an ip would be served by a different server now, and you will have cache mishits. There are two hashing techniques 

that can solve this problem of in-memory caching. Consistent hashing and Randevouz hashing.  

 

ü Consistent hashing  



 

)Î ÃÏÎÓÉÓÔÅÎÔ ÈÁÓÈÉÎÇ ÙÏÕ ÄÏÎȭÔ ÕÓÅ ÔÈÅ ÍÏÄ ÏÐÅÒÁÔÉÏÎȢ 9ÏÕ ÃÒÅÁÔÅ ÁÎ ÁÂÓÔÒÁÃÔ ÃÉÒÃÌÅȟ ×ÉÔÈÉÎ 
which you assign the servers. To do so, you pass them (their name or something else) through a 
hashing algorithm. The circle represents the range of the hashing algorithm output. Then you 
pass the clients through a hashing algorithm (probably the same). This positions them 
somewhere within the circle. Then you define a rule. A client would be served by the first server 
it reaches if it moves clock wise.  

 ̧ This way even if you remove or add a new server, there would be minimum changes on the 

matching between clients and severs. So you achieve less cache mishits. 

 ̧ If the hashing algorithm concentrates the servers on one area of the circle, you can pass the 

servers from multiple hashing algorithms to position them multiple times on the circle. 

 ̧ 9ÏÕ ÃÁÎ ÁÌÓÏ ÁÄÄ Ȱ×ÅÉÇÈÔÓȱ ÔÏ ÓÐÅÃÉÆÉÃ ÓÅÒÖÅÒÓ ÂÙ ÐÁÓÓÉÎÇ ÔÈÅÍ ÔÈÒÏÕÇÈ ÈÁÓÈÉÎÇ ÁÌÇÏÒÉÔÈÍÓ 

more times than the others. This would position them more times in the circle.  

 

ü Rendezvous hashing 

In this approach you take each client and create a score for all servers. This score is specific to this client. The load balancer 

assigns this client to the server with the highest score. Each client has a score list with a score for each server. This way if you 

remove one server, only the clients for which this one was the highest in the ranking would be affected and would need to be 

assigned to the second highest score.  

There are industry grade score computing algorithms that uniformly distribute the values (clients in this case) to the 

destinations (servers in this case) 

 



Databases  

Types of databases  

 

The CAP theorem 

 

Relational databases  

A relational database imposes on the data stored in it a tabular like structure. Data is stored in tables. Tables also called relations. 

Three of the most fundamental properties of a relational database are their support of: 

 

1. SQL  

SQL gives you the possibility to perform powerful queries on the highly structured data of a relational database. Have in mind 

ÔÈÁÔ ÉÆ ÙÏÕ ×ÁÎÔÅÄ ÔÏ ÐÅÒÆÏÒÍ ÔÈÏÓÅ ÑÕÅÒÉÅÓ ÉÎ ÌÅÔȭÓ ÓÁÙ ÐÙÔÈÏÎȟ ÙÏÕ ×ÏÕÌÄ ÈÁÖÅ ÔÏ ÌÏÁÄ ÔÈÅ ÅÎÔÉÒÅ ÄÁÔÁ ÓÅÔ ÉÎ ÍÅÍÏÒÙ ÁÎÄ ÔÈÅn 

make the query (using pandas or something). With SQL though this is not required.  

 

2. ACID transactions 

A database transaction follows these properties. Atomicity Consistency Isolation Durability. Atomicity : if a transaction is 

composed of multiple operations (remove money from one account add it to another) then either all operations will be 

performed or none at all. Consistency: Any transaction respects and abides by the rules of the database. Any transaction sees 

ÔÈÅ ÅÆÆÅÃÔ ÏÆ ÁÌÌ ÏÔÈÅÒ ÔÒÁÎÓÁÃÔÉÏÎÓȟ ÔÈÅÒÅ ÃÁÎȭÔ ÂÅ ÁÎÙ ÓÔÁÌÅ ÄÁÔÁ ×ÈÅÒÅ ÏÎÅ ÔÒÁÎÓÁÃÔÉÏÎ ÈÁÓ ÅØÅÃÕÔÅÄ ÁÎÄ ÁÎÏÔÈÅÒ ÄÏÅÓÎȭÔ ÕÓe the 

results of the executed transaction. Isolation: transactions are executed sequentially, one by one. If a transaction begins after 

another one, the second one has to wait for the first on to be committed in order to be executed. Durability : the effects of a 

transaction to the data in the database are permanent.  

 

3. Indexing  

This feature increases read speed but decreases write speed (because you have to update the index table too). in a table with 5 

million rows , a simple query to get the 10 biggest values, could take more than 15 secs. With an index of that table for this value, 

it can take less than a second. There are various ways to create an index (bitmap index, dense index, reverse index) but in a 

nutshell the index is a new table that contains the column of interest sorted, and another column with a foreign key that points 

to the specific entry that has that value of interest. For example we can create an index for the payment amounts. The index will 

be sorted relative to the amount, and will have a foreign key to the payments. This way you can search by amount in O(logn) 

instead of O(n) or you can get the largest and smallest in constant time O(1).  



 

In algoexpert they initially chose a non relational database for some parts of their system. This turned out to be a bad decision. 

4ÈÅÙ ÕÓÅÄ ÇÏÏÇÌÅ ÃÌÏÕÄ ÓÔÏÒÅȢ /ÎÅ ÒÅÁÓÏÎ ×ÁÓ ÔÈÁÔ ÔÈÅÙ ÃÏÕÌÄÎȭÔ ÄÏ ÃÏÍÐÌÅØ ÑÕÅÒÉÅÓ ÏÎ ÔÈÅÉÒ ÄÁÔÁȢ  4ÈÅÙ ÓÔÏÒÅÄ ÕÓÅÒ ÅÖÅÎÔÓ ÏÎ 

it. They wanted to query that data, for example select all users that run code within the previous month and they were logged in. 

4ÈÅ ÄÁÔÁÂÁÓÅ ÄÉÄÎȭÔ ÓÕÐÐÏÒÔ ÑÕÅÒÉÅÓ ×ÉÔÈ ÍÏÒÅ ÔÈÁÎ ÏÎÅ ÃÏÎÄÉÔÉÏÎÓȢ 4ÈÅ ÏÔÈÅÒ ÏÎÅ ×ÁÓ ÔÈÁÔ ÔÈÉÓ ÎÏÎ ÒÅÌÁÔÉÏÎÁÌ ÄÁÔÁÂÁÓÅ ÏÆÆÅÒÓ 

eventual consistencyȟ ×ÈÉÃÈ ÍÅÁÎÓ ÔÈÁÔ ÓÏÍÅ ÕÐÄÁÔÅÓ ÄÉÄÎȭÔ ÒÅÆÌÅÃÔ ÉÍÍÅÄÉÁÔÅÌÙ ÏÎ ÔÈÅ ×ÈÏÌÅ ÓÙÓÔÅÍȢ 4ÈÅÙ ÈÁÄ stale data (data 

ÔÈÁÔ ÓÈÏÕÌÄ ÂÕÔ ÈÁÓÎȭÔ ÂÅÅÎ ÕÐÄÁÔÅÄ ÙÅÔɊȢ !#)$ ÔÒÁÎÓÁÃÔÉÏÎÓ ÏÆÆÅÒ ÓÔÒÏÎÇ ÃÏÎÓÉÓÔÅÎÃÙȢ %ÖÅÎÔÕÁÌÌÙ ÔÈÅÙ ÃÈÏÓÅ ÔÏ ÍÉÇÒÁÔÅ ÔÏ 

postgresql.  

 

ü One Index for two columns 

You can create indexes from more than one columns. If the two columns are two foreign keys for example, the index would be 

1,1->entry1  1,1-ЄÅÎÔÒÙςȟ ȣ 

1,2->entry1  1,2-ЄÅÎÔÒÙςȟ ȣ 

So you can perform a binary search for combinations of values. For example you want all the 1,1 entries (where both foreign 

keys are 1) .  

 SELECT * FROM sometable WHERE id1=1 AND id2=1; 

 

ü One index per column of the same table 

4ÈÉÓ ×ÁÙ ÙÏÕ ÃÁÎ ÓÅÁÒÃÈ ÅÆÆÉÃÉÅÎÔÌÙ ÆÏÒ ÁÌÌ ÉÎÄÅØÅÄ ÃÏÌÕÍÎÓȢ &ÏÒ ÅØÁÍÐÌÅ ÉÆ ÙÏÕÒ ÃÏÌÕÍÎÓ ȬÆÏÏȭ ÁÎÄ ȬÂÁÒȭ ÁÒÅ ÉÎÄÅØÅÄ ÂÏÔÈ ÏÆ these 

queries will be efficient due to binary search: 

SELECT * FROM sometable WHERE foo='hello' ; 

SELECT * FROM sometable WHERE bar='world'; 

But what happens in the case in which you search based on both indexed values? 

SELECT * FROM sometable WHERE foo='hello' AND bar='world'; 

Here the database can make various clever choices on how to most efficiently search. What index to use first for example. If one 

index returns a much small number of entries than the other, it makes sense to make a binary search for it first, and then 

sequentially search for the other on the result of the previous search.  

 

Key value stores (Non relational databases)  

There are various types of Non relational databases. One of most popular types is the key-value store. It is like a hashmap data 

structure. The key is a string while the value could be of various types depending on the specific store. It is very suitable for: 

1. Cache store  

Cached values are stored using the key-value model so they fit perfectly. 

2. Dynamic configuration  

You have constants that have to be accessible by various parts of your system. You can store these constants in a key-value store. 

They can be easily modified as well. 

3. They are fast 

3ÉÎÃÅ ÄÁÔÁ ÉÓ ÓÔÏÒÅÄ ÉÎ Á ÈÁÓÈ ÔÁÂÌÅ ÌÉËÅ ÓÔÒÕÃÔÕÒÅȟ ÙÏÕ ÄÏÎȭÔ ÈÁÖÅ ÔÏ ÓÅÁÒÃÈ ÆÏÒ Á ÓÐÅÃÉÆÉÃ ÅÎÔÒÙȢ 9ÏÕ ÊÕÓÔ ÒÅÁÄ ÆÒÏÍ ÔÈÅ ÓÐecific 

key directly. It is O(1) read instead of O(N). so a key value store can increase throughput and decrease latency. 

Have in mind that there are many options available, each with its own characteristics in terms of consistency, disk persistence 

etc.  

 



Specialized Storage Paradigms 

ü Blob stores  (S3, GCS from google) 

A Blob is an arbitrary piece of unstructured data. Videos, images, large text or binary files are typically considered blobs. It is 

ÎÏÔ ÃÏÎÖÅÎÉÅÎÔ ÔÏ ÓÔÏÒÅ ÔÈÅÓÅ ÐÉÅÃÅÓ ÏÆ ÄÁÔÁ ÉÎ Á ÒÅÌÁÔÉÏÎÁÌ ÄÁÔÁÂÁÓÅȢ 4ÈÅÙ ÁÒÅ ÕÎÓÔÒÕÃÔÕÒÅÄ ÓÏ ÔÈÅÙ ÃÁÎȭÔ ÂÅ ÒÅÐÒÅÓÅÎÔÅÄ ×ÉÔh 

ÔÁÂÕÌÁÒ ÄÁÔÁ ɉÔÈÅ ÄÁÔÁ ÏÆ Á ÆÉÌÅ ÃÁÎȭÔ ÂÙ ÓÔÏÒÅÄ ÁÓ Á ÇÒÏÕÐ ÏÆ ÔÁÂÌÅÓɊ ÁÎÄ ÔÈÅÙ ÁÒÅ ÌÁÒÇÅȢ Blob stores are used instead. They follow 

the key-value model. Each blob has a key.  

 

Bottom line: 

¶ Blob storage is cheap, fast, and just about seven nines of uptime 

¶ Generally well secured, and you have good control over traffic can be shaped 

¶ Great for general storage needs 

What you give up is: 

¶ The ability to index the text for fast searching--you might use ElasticSearch as a service to meet that need. (It will work with a 

lambda function to make sure any new data sent to an S3 bucket triggers an event notification to this Lambda and update the 

ES index.) 

¶ Acid transactions on the text data  

Databases are generally efficient with blob storage up to about 1MB or so, and beyond that most databases recommend storing 

those blobs outside of the database (Microsoft SQL Server, notably makes this recommendation). You can easily bloat the 

database making the logistics of replication, backup, and restore more difficult. 

 

 

ü Timeseries databases  (InfluxDB, Prometheus) 

These databases are convenient for storing time-stamped data. For example user events, IOT devices telemetry data, crypto 

prices etc. If you want to extract various time related metrics like aggregation over time from these data too, then timeseries 

databases are convenient. Very suitable for monitoring  services.  

A time series database is built specifically for handling metrics and events or measurements that are time-stamped. A TSDB is 

optimized for measuring change over time. Properties that make time series data very different than other data workloads are 

data lifecycle management, summarization, and large range scans of many records. 

 

ü Graph databases (Neo4j) 

There are cases where the dataset contains many relationships between the various data points. For example consider a case 

where we have people who are interviewers and interviewees in google. Some of them have applied to facebook in the past. You 

want to find which interviewers who have applied to facebook in the past and failed, have rejected a particular interviewee. In 

31, ÔÈÉÓ ×ÏÕÌÄ ÒÅÑÕÉÒÅ Á ÌÏÔ ÏÆ ÊÏÉÎÓȢ )Ô ×ÏÕÌÄ ÂÅ ÁÎ ÅØÐÅÎÓÉÖÅ ÑÕÅÒÙȢ )Î ÎÅÏτÊ ÔÈÏÕÇÈȟ ÉÔȭÓ ÍÁÔÃÈ ÓÉÍÐÌÅÒ ÁÎÄ ÆÁÓÔÅÒȢ )Ô ÉÓ like 

traversing a graph data structure. Nep4j uses Cypher querying language. It also offers a nice interface where you can view your 

dataset as nodes of a graph.  

These databases are suitable for social networks which have objects with a lot of relationships.  

 

 

https://www.influxdata.com/the-best-way-to-store-collect-analyze-time-series-data/
https://www.influxdata.com/from-sql-to-nosql/
https://www.influxdata.com/from-sql-to-nosql/


 
 

ü Spatial databases  

A spatial database is a database optimized for storing and querying data that represents objects defined in a geometric space. 

Most spatial databases allow the representation of simple geometric objects such as points, lines and polygons. Some spatial 

databases handle more complex structures such as 3D objects, topological coverages, linear networks, and TINs (triangulated 

irregular network). While typical databases have developed to manage various numeric and character types of data, such 

databases require additional functionality to process spatial data types efficiently, and developers have often 

added geometry or feature data types. 

 

Spatial databases are optimized for handling spatial data, like longitude and latitude. You perform certain queries very fast, like 

number of points of interest around a location, line length, polygon area,  

 

To do so, these databases use spatial indexes instead of the regular indexes. There are many types of spatial indexes. A common 

spatial index is the quad tree. It is a tree where each node has 4 or 0 children.  

 

 

This is the grid representation of a quad tree. The two 
axis can have longitude and latitude. The whole grid can 
represent a specific area or the entire globe. All points 
of the globe are located within this grid. The initial 
rectangle represents the root node of the tree (the root 
node of the tree represents the entire globe). We split 
the rectangle in 4 parts. Each part represents a child of 
the root node. The process goes on. There is a criterion 
which says that we stop dividing when the number of 
points inside a rectangle becomes less than a limit. This 
means that densely populated areas will be represented 
with a dense grid.  
 

Now when we search for a specific location (long and lat) we compare it with the 4 first children to determine in which one it 

belongs and we repeat in the next level. This means that in one operation we eliminated 3/4 of the tree. Which means that 

searching a quad tree is a log4(n) which is even better than log2(n) .  

https://en.wikipedia.org/wiki/Database
https://en.wikipedia.org/wiki/Triangulated_irregular_network
https://en.wikipedia.org/wiki/Data_type


 

Me: the quad tree is a tree so it is stored like a tree. It has a value and first, second, third, fourth child which reference the children 

node memory slot. Or it could be stored as an array. The value can be the long, lat pair. The point you want to search for is 

another long, lat pair. You calculate the Euclidean distance between it and the 4 nodes and select the closest one. This way you 

do 4 distance calculations, but then you eliminate the 3 nodes so there is no need to search in them, but only on the selected one. 

You repeat the process until your criteria are met.  

 

Table partition  
Most sql dbs offer table artition functionality. This is necessary when you have to deal with very large tables with millions of 

rows. The concept is that you split the table either horizontally (rows based) or vertically (columns based) to smaller tables so 

the query is executed against a small subset of the whole data and is much more efficient.  

 

Typical example could be user following table where you have follower_id and followee_id. If you have billions of users, this 

table would be huge. Initially you should think if there is a way to avoid the large table all together. For example you could have 

a follower-count int field, in the user profile, and a followers-list json field to store the actual followers. This would increase the 

write burden though.  

 

4Ï ÍÁËÅ ÔÈÅ ÐÁÒÔÉÔÉÏÎ ÙÏÕ ÕÓÅ Á ÐÁÒÔÉÔÉÏÎ ËÅÙȢ )Î ÔÈÅ ÆÏÌÌÏ×ÅÒÓ ÅØÁÍÐÌÅȟ ÙÏÕ ÃÏÕÌÄ ÕÓÅ ÁÓ Á ÐÁÒÔÉÔÉÏÎ ËÅÙ ÔÈÅ ȰÆÏÌÌÏ×ÅÒ-ÉÄȱ ÆÉÅÌÄȟ 

to make the partition. for example follower-ids 1to100k go to table 1 etc. when there is a search for user-id 900,001, we identify 

the respective partition table and search there. This is called range partitioning. There is list partitioning  for example partition 

based on the value of a field, all rows with country=Paris go to one partition etc. There is also hash partitioning which is a pseudo 

random breakdown of your data.  

 

You can have vertical partitioning too. for example you can have a blob field (large binary file) in your user profile table that 

contains some documents in binary format. You could partition the table vertically and store the blob column in another table.  

 

Partitioning is transparent to the client. The logic to determine the partition table to query is not in the client but in the database 

itself.  

 

¶ You will typically start to see the performance benefits with tables of 1 million or more records, but the technical complexity usually 

ŘƻŜǎƴΩǘ Ǉŀȅ ƻŦŦ ǳƴƭŜǎǎ ȅƻǳΩǊŜ ŘŜŀƭƛƴƎ ǿƛǘƘ ƘǳƴŘǊŜŘǎ ƻŦ ƎƛƎŀōȅǘŜǎ ƻŦ ŘŀǘŀΦ 

¶ Query on 1.3m rows took 4.1 secs. On the partitioned in two table it took 1.23 secs. If the rows were 500m the difference would 

be significant.  

¶ The partition key must be a primary key?  

¶ 5ƧŀƴƎƻ ŘƻŜǎƴΩǘ ǎǳǇǇƻǊǘ ǇŀǊǘƛǘƛƻƴǎ ƻǳǘ ƻŦ ǘƘŜ ōƻȄ ŦƻǊ ǇƻǎǘƎǊŜǎǉƭΣ ǎƻ ȅƻǳ ƘŀǾŜ ǘƻ ǳǎŜ ŀ оrd part library (Django-postgres-extra) 

 

In very large systems, you could have many shards, and then partitioning per shard and of course index per partition.  

 

 

Replication  
Replication offers  

¶ Resiliency. You can implement a master slave architecture. If your master goes down your slave takes charge.  

¶ tŜǊŦƻǊƳŀƴŎŜ ōƻƻǎǘΦ ¸ƻǳ Ŏŀƴ ŎǊŜŀǘŜ ǿǊƛǘŜ ŀƴŘ ǊŜŀŘ ǊŜǇƭƛŎŀǎΦ {ƻ ƘŜŀǾȅ ǿǊƛǘŜǎ ŘƻƴΩǘ ŀŦŦŜŎǘ ǊŜŀŘǎΦ ¸ƻǳ Ŏŀƴ ƘŀǾŜ ƭƻŎŀǘƛƻƴ ōŀǎŜŘ ǊŜplicas 

so that local queries are handled faster by local instances (and then the changes are synchronized to the other replicas).  



 

Replication vs sharding 

Sharding is another approach for increasing queries performance.  

 

You can use database replication to avoid down time for your system that can be caused by your database server failing. 

Essentially you have your main database and a replica. Notice that there are two modes of operation for the replica system. Keep 

the replica updated synchronously or asynchronously.  

 

¶ Synchronous synchronization (final consistency) 

In the first case, when a write is to be made to the main database, it should also be executed in the replica afterwards in an ACID 

like way. If the write on the replica fails, the whole write operation fails too. This way the two databases are always in sync with 

ÅÁÃÈ ÏÔÈÅÒȢ 4ÈÉÓ ÍÅÁÎÓ ÔÈÁÔ ÔÈÅ ÓÙÓÔÅÍȭÓ ÁÖÁÉÌÁÂÉÌÉÔÙ ÉÓ ÉÎÃÒÅÁÓÅÄ ÓÉÎÃÅ ÉÆ ÔÈÅ ÍÁÉÎ ÄÁÔÁÂÁÓÅ ÇÏÅÓ ÄÏ×Î ÔÈÅ ÒÅÐÌÉÃÁ ÃÁÎ ÔÁËÅ over. 

But it increases latency since a write should be completed in two different databases. Synchronous synchronization increases 

availability but increases latency too. have in mind that you must apply readlock to the read dbs when a write is done to the 

write db. When this write is successfully synchronized then the readlock can be removed.  

 

¶ Asynchronous synchronization (eventual consistency) 

In the second case, the replica is updated asynchronously. For example in a periodic way, every 5 minutes or so. In this case the 

latency of the system is better (lower) in relation with a synchronous system but it might be less consistent. If something 

happens to the main database before the replica is updated then the replica would take over with the old version of the data. 

Asynchronous synchronization decreases latency but decreases consistency too. In general, all systems that use eventual 

consistency need some kind of conflict resolution (for example the last update wins) because two clients connected with two 

different nodes might change the same row simultaneously. A server-side stored procedure can be used to define what must be 

done if a conflict occurs. 

 

$ÅÐÅÎÄÉÎÇ ÏÎ ÙÏÕÒ ÃÁÓÅȟ ÙÏÕ ÃÁÎ ÃÈÏÏÓÅ Á ÓÔÒÁÔÅÇÙȢ )Æ ÙÏÕ ÄÏÎȭÔ ÃÁÒÅ ÔÏ ÈÁÖÅ ÎÏÎ ÉÎÓÔÁÎÔ ÕÐÄÁÔÅÓ ÙÏÕ ÃÁÎ ÕÓÅ ÔÈÅ async 

synchronization. This might be the case when you want to populate a feedȢ ! ÐÏÓÔ ÄÏÅÓÎȭÔ ÈÁÖÅ ÔÏ ÂÅ ÉÎÓÔÁÎÔÌÙ ÖÉÓÉÂÌÅ ÔÏ ÔÈÅ ÆÅÅÄȢ 

It might take some time to appear without greatly affecting the quality of the feed. If you have users in america and asia and have 

two databases, one in us and one in korea, that act as the main database for the region. So a post of an american user would be 

wr itten in the us database will not be visible to the asian users feed until the asian database is updated asynchronously.  

 

You can have different combinations of write and read architectures.  

¶ One write db and multiple read dbs where read dbs are regional dbs (reads are routed by location via a load balancer). 

¶ Regional write and read dbs. In this case the writes are also routed by location. And the write dbs need to be in sync (or not 

depending on the case). An american user moving to asia, should not lose his follows etc. if he logins. If the app is not business 

critical you can have eventual consistency between the regional dbs. Have in mind that this is not sharding. It is replication.  

 

Feed generation 

Usually, calculating the feed for a user, is a computationally expensive operation. It might include ML algorithms to run on user 

data to get his interests and collect relevant posts, popular posts, proposed posts etc. so it is better to precompute a feed for each 

ÕÓÅÒ ÌÅÔȭÓ ÓÁÙ ÅÖÅÒÙ ÈÏÕÒȟ ÁÎÄ ÓÔÏÒÅ ÉÔ ÉÎ ÔÈÅ ÃÁÃÈÅ ÌÁÙÅÒȢ  

 

Bidirectional replication  



Have this possibility in mind. Bidirectional transactional replication is a specific transactional replication topology that allows 

two servers to exchange changes with each other. For example for SQL server: each server publishes data and then subscribes 

to a publication with the same data from the other server. The @loopback_detection parameter of sp_addsubscription (Transact-

SQL) is set to TRUE to ensure that changes are only sent to the Subscriber and do not result in the change being sent back to the 

Publisher. 

 

Sharding  
)Î ÓÈÁÒÄÉÎÇ ÙÏÕ ÄÉÓÔÒÉÂÕÔÅ ÔÈÅ ÄÁÔÁ ÔÏ ÄÉÆÆÅÒÅÎÔ ÄÁÔÁÂÁÓÅÓȢ 3Ï ÅÁÃÈ ÄÁÔÁÂÁÓÅ ÈÁÓ Á ÐÏÒÔÉÏÎ ÏÆ ÔÈÅ ÄÁÔÁȢ )ÔȭÓ ÕÐ ÔÏ ÙÏÕ ÔÏ ÄÅÃide for 

the way the data is being distributed among shards. For example you might choose to have the same schema in all databases, 

and distribute the rows of the tables. So each database would have a portion of the users, for example. A good way to distribute 

the data is using hashing. (another way is to distribute the data based on location, for example based on the zip code of an entity). 

#ÏÎÓÉÓÔÅÎÔ ÈÁÓÈÉÎÇ ÃÏÕÌÄ ÂÅ ÁÎ ÁÐÐÒÏÁÃÈȢ )Ô ×ÏÒËÓ ×ÅÌÌ ÉÆ ÎÅ× ÄÁÔÁÂÁÓÅÓ ÁÒÅ ÁÄÄÅÄ ÂÕÔ ÉÔ ÄÏÅÓÎȭÔ ÐÒÏÔÅÃÔ ÕÓ ÆÒÏÍ Á ÄÁÔÁÂÁÓÅ 

ÇÏÉÎÇ ÄÏ×ÎȢ 4ÈÁÔȭÓ ×ÈÙ ÙÏÕ ÓÈÏÕÌÄ ÈÁÖÅ replicas for each shard. Notice that if your hashing function is not a uniform one, you 

might end up with a hot spot (an overloaded shard).  

 

Have in mind that the logic of distributing the data to shards can live 
in your application server but it is common to be in a separate 
service, a reverse proxy to which the application server speaks to, 
to read and write data, and the proxy applies the logic.  
This is a simple reverse proxy that distributes the data based on a 
simple logic in getShardEndpoint.  
 
 

 

Notice 

I am well aware that sharding should probably be used only as a last resort optimization since it has limitations and really makes 

things quite complex. Most people don't need sharding: an optimized master/slave architecture can go a very long way. Have in 

ÍÉÎÄ ÄÊÁÎÇÏȭÓ ÁÕÔÏÍÁÔÉÃ ÄÁÔÁÂÁÓÅ ÒÏÕÔÉÎÇ ÆÅÁÔÕÒÅÓȢ 

 

You should shard only when it is absolutely necessary 

0. Understand what your actual problem is before optimizing(too slow reads vs too slow writes)  Analyze your slowest queriers 

and see why its slow. Create indexes on appropriate columns and tune your data schema. 

1. Horizontal Partitioning - Have partition key(mostly on primary key) and split database into different ranges.  This will create 

smaller B-trees on the indexes. 

2. Vertical Partitioning - When you have columns that you rarely access, and you cut a column out of the main database. This will 

make reads faster for frequent queries and slower for not frequent queries and make your B-trees smaller(less space in memory 

also) 


